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Definition Cryptology and Cryptography

Cryptology(from the Greek kryptds, "hidden," and I6gos, "word") is the science
secure (generally secret) communications. This security obtains from legitimate
the transmitter and the receiver, being able to transform information into a ciphe
virtue of a key-i.e., a piece of information known only to them. Although the cipf
IS inscrutable and often unforgeable to anyone without this secret key, the authc
receiver can either decrypt the cipher to recover the hidden information or verify
it was sent in all likelihood by someone possessing the key.

Cryptographywas concerned initially with providing secrecy for written messa
Its principles apply equally well, however, to securing data flow between comput
or to encrypting television signals. ... Today the modern (mathematical) science
cryptology contains not only mechanisms for encryption but also for integrity,
electronic signatures, random numbers, secure key exchange, secure container
electronic voting and electronic money, and has achieved to render a broad ran
applications in modern life.

Source: Britannica (www.britannica.com)
A similar definition can be found on Wikipedtdtp://en.wikipedia.org/wiki/Cryptology
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Relevance of Cryptography

Examples for Cryptography Usage 4D
Phone cards, cell phones, remote controls
Cash machines, money transfer between banks

amazonde @_

N

Cryptography is no longer limited to agents, diplomats or the military.
Cryptography is a modern, mathematicadlyaracterisedscience.

Electronic cash, online banking, secure eMail
Satellite TV, Pay TV

Immobiliser systems in cars

Digital Rights Management (DRM)

~'s primacom
NEmI( RE

> > > > > > >

Breakthrough for cryptography started with the broad use of the Internet
For companies and governments it is important that systems are secure and

X users (clients, employees) have a certain
understanding and awareness for IT security!
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Cryptographyc Objectives

A Confidentiality

¢ Information can practically not be made available or disclosed to
unauthorized individuals, entities or processes.

A Authentication
¢ Authentication ensures that users are identified and those identities are

appropriately verified.
A Integrity

¢ Integrity ensures that data has not been altered or destroyed in an
unauthorized manner.

A Non-Repudiation

¢ The principle that, afterwards, it can be proven that the participants of a
transaction did really authorize the transaction and that they have no
means to deny their participation.
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The CrypTool Project

A Origin in awareness program of a bankf{im training)
A Awareness for employees

A Developed in capperation with universities (improving education)
A Media didactic approach and standard oriented

1998 Project start¢ effort more than 17 manyears since then

2000 CrypTool available fiseware

2002 CrypTool o@itizerCDROM from BS{German Information Security Agency)

2003 CrypTool become®penSourceg Hosting by University of Darmstad®rof. Eckert)

2007 CrypTool available in German, English, Polish und Spanish

2008 .NET version and Java vergi¢tosted by University of Duisburg (Prof. Weisyl SourceForge

A Awards %
2004 TeleTrusT (TTT Forderpreis) —

2004 NRW  (IT Security Award NRw) 72 e NIRW,
2004 RSA EuropdFinalist of European Information Security Award 2004
2008 6 { St SOGSR [ I YRYI NJ €Lard ¢f |d&a¢%*

A Deve I O pe rS 365 Landmarks in ‘the L;xnd of Ideas 2008
- Developed by people from companies and universities in different countries

A Additional project members or usable sources are always appreciated
(currently there are around 40 people working on CrypTool world wide).
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Examples of Early Cryptography (1)

Ancient encryption methods

A Tattoo on a slave's head concealed bygeown hair

A Atbash(around 600 B.C.)
- Hebrew secret language, reversed alphabet

A Scytale from Spart£500 B.C.)
- Described by Greek historian/author Plutar@h- 125 B.C.)

- Two cylinders (wooden rod) with identical diameter
- Transposition (plaintext characters areserted)

Encrypted text (ciphertext): | e
X . M =S O
ACSEDen - %\Q\\' |
S O
Plaintext: /»P”L/E
ACarl i|s the ﬁg//R
renegadg €A . M= | |
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Examples of Early Cryptography (2)

Symmetric Caesar encryption

A Caesar encryptionulius Caesar, 16814 B.C.)
A Simple substitution cipher

GALLIA EST OMNIS DIVISA ...

Plaintext:

ABCDEHIJKLMNOPQRSTUVWXYZ

Secret alphabet: l

DEFGHUKLMNOPQRSTUVWXYZABC

/
JDOOLD HVW RPQLV GLYLVD ...

A Attack: Frequency analysis (typical character allocation) "

Presentation with CrypTool via the following menus:
wAnimation: aLYRACO (\NROSHAZNB &G GAR¢/ RFALF NE
wimplementation:a / NB LJO K 5 S DAF YIB & NA Oa H 106 & IEEAAGO O b 2
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Examples of Early Cryptography (3)

Symmetric Vigenere encryption

A VigenereEncryptionaise de Vigenere, 152596)

A
A

™

Encryption with a key word using a key table

Keyword character

Example:
Keyword: CHIFFRE

EncryptingVIGENEREbecomesXPOJSVVG

The plaintext character (V) is replaced by the character in
the corresponding row and in the column of the first key
word character (¢). The next plaintext character (1) is
replaced by the character in the corresponding row and ir
the column of the next key word character (h), and so on.

If all characters of the key word have been used, then the
next key word character is the first key character.

Attack (via Kasiski test): Plaintext combinations with an
identical cipher text combination can occur. The distancﬁg
of these patterns can be used to determine the length o
the keyword. An additional frequency analysis can then
be used to determine the key.

w{xz@r:-—amwp-#ozzr-m‘—*—'mm'ﬂzlsﬂmu-

ub@del’ghijkl mnopgrstiuywxyz
ABEDEFGH! JRLMXOPQRS TUVWXYZ
BCHEFGHI JELMNOPQRESTUVWIYZA
CDEFGHI JKLMNOPQRSTUVWXYZABR
DEFGHI JKLMNOPQRS TUVWXYZABC
EFGHI JELMNOP QRS TUVWXYZABCD
FGEIJKLMNOPQRSTUVWXYZABCDE
GHEJKLMNOPQRSTUVWXYZABCDETF
HI fKLMNOPQRSTUVWXYZABCDEFG
1 JELMNOFPQRSTUVWXYZABCDEFGH
JKEMNOPQRSTUVWXYZABCDEFGHI
KLENOFPQRSTUVWXYZABCDEFGHI ]
LMUYOPQRS TUVWXYZABCDEFGHI JEK
MNBPORSTUVWXYZABCDEFGHI J KL
NOPQRSTUVWXYZABCDEFGHI JKLM
DFRSTUVWEXYZABCDEFGHI ] KLMN
FPQRS TUVWXYZABCDEFGHI J KLMYNO
QRETUVWXYZABCDEFGHI JKLMNOP
RSTUVWXYZABCDEFGHI JKLMNOFPQ
STUVWXYZABCDEEGHLI JKLMNOPQR
TUVWXYZABCDEFGHT JKLMNOF QRS
UVWXYZABCDEFGHI ] KLMNOP QRS T
(kW ZABCDEFGHLI J KLMNOPQRSTU
WX Y AECD]‘,I‘GHIJKLMNDPQRSTU\'
DEFGHI J KLMNOPQRSTUVW
GHIJKLMNOPQRSTLUVWEX
I JKLMNOPQRSTUVWXY

fABCDEF G

Tableau carré, AN Caree de Vigendre B
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Examples of Early Cryptography (4)

Other symmetric encryption methods

A Homophone Substitution

A Playfair (invented 1854 by Sir Charles Wheatstone, 18625)

- Published by Baron Lyon Playfair

- Substitution of one character pair
by another one based on a squdrased
alphabet array

A Transfer of book pages
- Adaptation of the Ond'ime Pad (OTP)

A Turning grille(Fleissner)
A Permutation encryption
-a52dzofS 5A0Sad O6R2dzf
(Transposition / very effective)

CrypTool 1.4.30

Key Entry: Playfair

Optionen
v Pre-format text

[+ lgnore duplicates within the key phraze

Flaytair key

Short werzion of the Playfair key:

[CHARLES

K.y matrix

T g e
I N B I O
I g g
B2 EEEE
= ENEE

| I g

Encrpt Decypt

(* 5u5 Matriz
™ BxE Matriz

LCancel
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Cryptography in Modern Times

Cryptography developments in the last 100 years till 1970

Classic methods 20031101 06 -+ 2003 10118

A are still in use today. A @éﬁﬁ‘ﬂﬁg%
GaAyOSzT y2i SOSNERIKAY3 = 25
A and their principals of transposition and substitution mﬂm\% ?ﬁ%mé&
are inputs for the design of modern algorithms: o @ﬂg)jigg OQDO%%

combination of simple operation (a type of multiple @D _7@ @
encryption, a so called cascades of ciphers), on bit el

.'l'.*.': %ﬁ
R R ERP S @?%@

level, block cipher, rounds. g%ﬁﬁﬁ%ﬁ

Encryption becomes N0 e e

A moresophisticated ﬁ@gﬁ — 8 q' =a
A mechanisedor computerisedand Qg@ /@]@M@
A remainssymmetric g a

Rebert S ywat'l:
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Examples of the First Half of the 20th Century

Mechanical encryption machines (rotor machines)

Enigma Encryptiomarthur Scherbius, 1878929)
A More than 200000 machines have been used in WW2

A The rotating cylinder set causes, that every character of the
text becomes encrypted with a new permutation.

A Broken by massive effort of cryptography experts (around
7000 persons in UK) with decryption machines, captured
original Enigmas and by intercepting daily status reports
(e.g. weather reports).

A Consequences of this successful crypto analysis:
GLY 3IASYSNIf (GKS adz00SaaTd N
encryption has been a strategic advantage, that has play s
a significant role in winning the war. Some historians
assume that the break of the enigma code has shortenegs
UKS g NJ oe aSUSNIt YzZzyuKa

(translated from http://de.wikipedia.org/wiki/Enigma_%28Machine%28larch 6, 2006)
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Cryptographyc Important Insights (1)

A Kerckhoffs principleiss)
w Separation of algorithm (method) and key
e.g. Caesar encryption:
Algorithm: ¢ { KA T Ff LK o0oSd o6& | OSNIFAY ydzYoSNJ z
Key: CKS GOSNIIFIAY ydzYoSNI 2F LRaAGA2yasg ol
wKerckhoffs principle: ] A ] o A 5 ]
¢CKS aSONbu fASa gAUKAY UKS (1Se YR yz2u gAl
A OneTime Pad: Shannon / Vernam
wDemonstrably theoretically secure, but not usable in reality (only red phone)

A Shannons concepts: Confusion and Diffusion
wRelation between M, C and K has to be as complex as posgsibheessage, C=cipher, K=key)

wEvery cipher text character should depend on as many plaintext charas
and as many character of encryption key g

wa! gt yOKS STFSOlhaoayvylft Y2RATA
A Trapdoor function(oneway function)
wFast in one direction, not in the opposite directi@vithout secret information)- <

wHaving the secret the opposite direction wolkscess to the trapdoor)
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Examples for a Breach of the Kerckhoffs Principle

Secret lies within the key and not within the algorithm

A Cell phone encryption penetrateDecember 1999)

alsraeli researchers discovered design flaws that allow the descrambling of
supposedly private conversations carried by hundreds of millions of wireless phones.
AlexBiryukovand Adi Shamirdescribe in a paper to be published this week how a PC
with 128 MB RAM and large hard drives can penetrate the security of a phone call or
data transmission in less than one second. The flawed algorithm appears in digital
GSM phones made by companies such as Motorola, Ericsson, and Siemens, and use
0e ¢Sttt 20SNI mnn YAftAZ2Y OdzAaAI2YSNA AY

Gt NEB@A2dzat e (GKS D{a Sy ONE LI Aig devel@dadNA (i
in secret away from public scrutimy but most experts say high security can only

come from published code. Moran said "it wasn't the attitude at the time to publish
algorithms" when the A5 ciphers was developed in 1989¢iuient ones being

created will be published for peer reviete

[http://wired.lycos.com/news/politics/0,1283,32900,00.html]
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Sample of a Ondime Pad Adaptation

Clothes hanger of a Stasi agent
with a secret one-time pad
(taken from: Spiegel Spezial 1/1990)
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