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Definition Cryptology and Cryptography

Cryptology(from the Greek kryptós, "hidden," and lógos, "word") is the science of 

secure (generally secret) communications. This security obtains from legitimate users, 
the transmitter and the receiver, being able to transform information into a cipher by 
virtue of a key -- i.e., a piece of information known only to them. Although the cipher 
is inscrutable and often unforgeable to anyone without this secret key, the authorized 
receiver can either decrypt the cipher to recover the hidden information or verify that 
it was sent in all likelihood by someone possessing the key.

Cryptographywas concerned initially with providing secrecy for written messages. 

Its principles apply equally well, however, to securing data flow between computers 
or to encrypting television signals. ... Today the modern (mathematical) science of 
cryptology contains not only mechanisms for encryption but also for integrity, 
electronic signatures, random numbers, secure key exchange, secure containers, 
electronic voting and electronic money, and has achieved to render a broad range of 
applications in modern life.

CrypTool 1.4.30

Source: Britannica (www.britannica.com)

A similar definition can be found on Wikipedia: http://en.wikipedia.org/wiki/Cryptology
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Examples for Cryptography Usage

Á Phone cards, cell phones, remote controls

Á Cash machines, money transfer between banks

Á Electronic cash, online banking, secure eMail

Á Satellite TV, Pay TV

Á Immobiliser systems in cars

Á Digital Rights Management (DRM)

Á Cryptography is no longer limited to agents, diplomats or the military. 
Cryptography is a modern, mathematically characterisedscience.

Á Breakthrough for cryptography started with the broad use of the Internet

Á For companies and governments it is important that systems are secure and 

Χ users (clients, employees) have a certain 
understanding and awareness for IT security!

Relevance of Cryptography
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Cryptography ςObjectives

ÁConfidentiality
ςInformation can practically not be made available or disclosed to 

unauthorized individuals, entities or processes.

ÁAuthentication
ςAuthentication ensures that users are identified and those identities are 

appropriately verified.

ÁIntegrity
ςIntegrity ensures that data has not been altered or destroyed in an 

unauthorized manner.

ÁNon-Repudiation
ςThe principle that, afterwards, it can be proven that the participants of a 

transaction did really authorize the transaction and that they have no 
means to deny their participation.
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The CrypTool Project

Á Origin in awareness program of a bank (in-firm training)
ĄAwareness for employees

Á Developed in co-operation with universities (improving education) 
ĄMedia didactic approach and standard oriented

1998  Project start ςeffort more than 17 man-years since then

2000  CrypTool available as freeware

2002  CrypTool on Citizen-CD-ROM from BSI(German Information Security Agency)

2003  CrypTool becomes Open-SourceςHosting by University of Darmstadt (Prof. Eckert)

2007  CrypTool available in German, English, Polish und Spanish

2008  .NET version and Java version ςHosted by University of Duisburg (Prof. Weis)and SourceForge

Á Awards

2004 TeleTrusT (TTT Förderpreis)

2004 NRW (IT Security Award NRW)

2004 RSA Europe(Finalist of European Information Security Award 2004)

2008 ά{ŜƭŜŎǘŜŘ [ŀƴŘƳŀǊƪέ ƛƴ ƛƴƛǘƛŀǘƛǾŜ άDŜǊƳŀƴȅ ςLand of Ideas"

Á Developers
- Developed by people from companies and universities in different countries

Ą Additional project members or usable sources are always appreciated
(currently there are around 40 people working on CrypTool world wide).
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Examples of Early Cryptography (1)
Ancient encryption methods

ÁTattoo on a slave's head concealed by re-grown hair

ÁAtbash (around 600 B.C.)
- Hebrew secret language, reversed alphabet

ÁScytale from Sparta (500 B.C.)
- Described by Greek historian/author Plutarch (45 - 125 B.C.)

- Two cylinders (wooden rod) with identical diameter

- Transposition (plaintext characters are re-sorted)

Plaintext:

ĂCarl is the 

renegade éñ

Encrypted text (ciphertext):

ĂCSEDéñ
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ÁCaesar encryption (Julius Caesar, 100 - 44 B.C.)

Á Simple substitution cipher

GALLIA  EST  OMNIS  DIVISA ...

Plaintext:

ABCDEFGHIJKLMNOPQRSTUVWXYZ
Secret alphabet: 

DEFGHIJKLMNOPQRSTUVWXYZABC

JDOOLD  HVW  RPQLV  GLYLVD ...

Á Attack: Frequency analysis (typical character allocation)

Examples of Early Cryptography (2)
Symmetric Caesar encryption

CrypTool 1.4.30

Presentation with CrypTool via the following menus:

ωAnimation: αLƴŘƛǾΦ tǊƻŎŜŘǳǊŜǎά  \ α±ƛǎǳŀƭƛȊŀǘƛƻƴ ƻŦ ŀƭƎƻǊƛǘƘƳǎά  \ α/ŀŜǎŀǊά
ωImplementation:α/ǊȅǇǘκ5ŜŎǊȅǇǘά  \ α{ȅƳƳŜǘǊƛŎ όŎƭŀǎǎƛŎύά  \ α/ŀŜǎŀǊ κ wƻǘ-моά
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ÁVigenère-Encryption(Blaise de Vigenère, 1523-1596)

Á Encryption with a key word using a key table

Á Example:
Keyword:    CHIFFRE

Encrypting:VIGENEREbecomes XPOJSVVG

Á The plaintext character (V) is replaced by the character in 
the corresponding row and in the column of the first key 
word character (c).  The next plaintext character (I) is 
replaced by the character in the corresponding row and in 
the column of the next key word character (h), and so on. 

Á If all characters of the key word have been used, then the 
next key word character is the first key character.

Á Attack(via Kasiski test): Plaintext combinations with an 
identical cipher text combination can occur. The distance 
of these patterns can be used to determine the length of 
the keyword. An additional frequency analysis can then 
be used to determine the key.

Plaintext character

Keyword character

Encrypted 

character

Examples of Early Cryptography (3)
Symmetric Vigenère encryption
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ÁHomophone Substitution

ÁPlayfair(invented 1854 by Sir Charles Wheatstone, 1802-1875)

- Published by Baron Lyon Playfair

- Substitution of one character pair 
by another one based on a square-based
alphabet array

ÁTransfer of book pages

- Adaptation of the One-Time Pad (OTP)

ÁTurning grille (Fleissner)

ÁPermutation encryption

- α5ƻǳōƭŜ 5ƛŎŜά όŘƻǳōƭŜ ŎƻƭǳƳƴ ǘǊŀƴǎǇƻǎƛǘƛƻƴύ

(Transposition / very effective)

Examples of Early Cryptography (4)
Other symmetric encryption methods
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Cryptography in Modern Times
Cryptography developments in the last 100 years till 1970

Classic methods

Á are still in use today.
όǎƛƴŎŜΣ ƴƻǘ ŜǾŜǊȅǘƘƛƴƎ Ŏŀƴ ōŜ ŘƻƴŜ ōȅ ŀ ŎƻƳǇǳǘŜǊΧύ

Á and their principals of transposition and substitution 
are inputs for the design of modern algorithms: 
combination of simple operation (a type of multiple 
encryption, a so called cascades of ciphers), on bit 
level, block cipher, rounds.

Encryption becomes

Á more sophisticated,

Á mechanised or computerisedand

Á remains symmetric.

CrypTool 1.4.30 Page 13



Examples of the First Half of the 20th Century
Mechanical encryption machines (rotor machines)

Enigma Encryption (Arthur Scherbius, 1878-1929)

Á More than 200000 machines have been used in WW2

Á The rotating cylinder set causes, that every character of the 
text becomes encrypted with a new permutation.

Á Broken by massive effort of cryptography experts (around 
7000 persons in UK) with decryption machines, captured 
original Enigmas and by intercepting daily status reports 
(e.g. weather reports).

Á Consequences of this successful crypto analysis:
άLƴ ƎŜƴŜǊŀƭ ǘƘŜ ǎǳŎŎŜǎǎŦǳƭ ŎǊȅǇǘƻ ŀƴŀƭȅǎƛǎ ƻŦ ǘƘŜ ŜƴƎƛƳŀ 
encryption has been a strategic advantage, that has played 
a significant role in winning the war. Some historians 
assume that the break of the enigma code has shortened 
ǘƘŜ ǿŀǊ ōȅ ǎŜǾŜǊŀƭ ƳƻƴǘƘǎ ƻǊ ŜǾŜƴ ŀ ȅŜŀǊΦέ
(translated from http://de.wikipedia.org/wiki/Enigma_%28Machine%29  - March 6, 2006)
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Cryptography ςImportant Insights (1)

ÁKerckhoffs principle (1883)

ωSeparation of algorithm (method) and key
e.g. Caesar encryption:

Algorithm: ά{ƘƛŦǘ ŀƭǇƘŀōŜǘ ōȅ ŀ ŎŜǊǘŀƛƴ ƴǳƳōŜǊ ƻŦ Ǉƻǎƛǘƛƻƴǎ ǘƻ ǘƘŜ ƭŜŦǘέ

Key:  ¢ƘŜ άŎŜǊǘŀƛƴ ƴǳƳōŜǊ ƻŦ Ǉƻǎƛǘƛƻƴǎέ ό/ŀŜǎŀǊ ŦƻǊ ŜȄŀƳǇƭŜύ

ωKerckhoffs principle: 
¢ƘŜ ǎŜŎǊŜǘ ƭƛŜǎ ǿƛǘƘƛƴ ǘƘŜ ƪŜȅ ŀƴŘ ƴƻǘ ǿƛǘƘƛƴ ǘƘŜ ŀƭƎƻǊƛǘƘƳ ƻǊ αbƻ ǎŜŎǳǊƛǘȅ ǘƘǊƻǳƎƘ ƻōǎŎǳǊƛǘȅά

ÁOne-Time Pad ςShannon / Vernam

ωDemonstrably theoretically secure, but not usable in reality (only red phone)

ÁShannons concepts: Confusion and Diffusion

ωRelation between M, C and K has to be as complex as possible  (M=message, C=cipher, K=key)

ωEvery cipher text character should depend on as many plaintext characters 
and as many character of encryption key 

ωα!ǾŀƭŀƴŎƘŜ ŜŦŦŜŎǘάόǎƳŀƭƭ ƳƻŘƛŦƛŎŀǘƛƻƴΣ ōƛƎ ƛƳǇŀŎǘύ

ÁTrapdoor function (one-way function)

ωFast in one direction, not in the opposite direction (without secret information)

ωHaving the secret the opposite direction works (access to the trapdoor)
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Á Cell phone encryption penetrated(December 1999)

αIsraeli researchers discovered design flaws that allow the descrambling of 
supposedly private conversations carried by hundreds of millions of wireless phones. 
Alex Biryukovand AdiShamirdescribe in a paper to be published this week how a PC 
with 128 MB RAM and large hard drives can penetrate the security of a phone call or 
data transmission in less than one second. The flawed algorithm appears in digital 
GSM phones made by companies such as Motorola, Ericsson, and Siemens, and used 
ōȅ ǿŜƭƭ ƻǾŜǊ млл Ƴƛƭƭƛƻƴ ŎǳǎǘƻƳŜǊǎ ƛƴ 9ǳǊƻǇŜ ŀƴŘ ǘƘŜ ¦ƴƛǘŜŘ {ǘŀǘŜǎΦέ ώΧϐ

άtǊŜǾƛƻǳǎƭȅ ǘƘŜ D{a ŜƴŎǊȅǇǘƛƻƴ ŀƭƎƻǊƛǘƘƳǎ ƘŀǾŜ ŎƻƳŜ ǳƴŘŜǊ ŦƛǊŜ ŦƻǊ being developed 
in secret away from public scrutiny-- but most experts say high security can only 
come from published code. Moran said "it wasn't the attitude at the time to publish 
algorithms" when the A5 ciphers was developed in 1989, but current ones being 
created will be published for peer reviewΦέ

[http://wired.lycos.com/news/politics/0,1283,32900,00.html]

Examples for a Breach of the Kerckhoffs Principle
Secret lies within the key and not within the algorithm
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Sample of a One-Time Pad Adaptation

Clothes hanger of a Stasi agent 

with a secret one-time pad

(taken from: Spiegel Spezial 1/1990)
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