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Because of the wide application of cryptographic mechanisms in private and business environments, a cryptography course
at many universities has the great importance today. An undergraduate cryptography course is mathematically
demanding, and it is quite diﬃcult for students with poor background to follow the course syllabus. This paper presents
the use of interactive software in demonstrating basic cryptology principles in modern cryptography. The teaching
methodology applied fosters students experimental work and engages students in discussions to resolve problems. The
data are taken in three consecutive school years (around 150 participants), when we used to apply ordinary teaching
practices, and when we switched to the interactive teaching approach. The assessment method was the attendance of
students in the classroom, which has increased signiﬁcantly during the semester. At the grade level of the student we noticed
better grade distribution, with higher average grade.
Keywords: cryptography; educational software; interactive teaching

1. Introduction
As information security becomes more and more
important, cryptographic mechanisms have become
an indispensable component of every information
system. Data and information stored in warehouses
and passing through communication channels must
be protected. The use of cryptographic mechanisms
and protocols can solve many security problems
(integrity, conﬁdentiality, authenticity and nonrepudiation of information). Although cryptography initially originated in the military, nowadays its
use has widely expanded to diﬀerent civil areas, such
as Internet banking, electronic commerce, and
social networks. Development of cryptographic
technologies has a direct impact on economic,
sociological and political aspects of the society in
general. On the one hand, the ubiquitous cryptography usage today raises importance of a cryptography course at the university. On the other hand,
cryptography instructors are faced with some of the
following challenges in implementing the course
syllabus.
1.1 Insuﬃcient number of class hours
Cryptography is closely related to other sciences; it
is an intersection of mathematics, communications,
computer science, and data processing. Thus, the
fundamentals of cryptography lie deep in applied
number theory and abstract algebra. The main
application of cryptography is protection of computer networks. Besides diﬀerent mathematical
background, students have diﬀerent academic interests. These circumstances are quite diﬃcult to over256

come in 48 hours, which is the typical duration of
one-semester cryptography course.
1.2 Students poor mathematical background
To be able to study the cryptographic systems,
students are expected to have strong mathematical
knowledge, especially in disciplines such as number
theory, abstract algebra, probability and statistics.
Also, understanding the basics of computer networks is a necessary prerequisite. For example, a
student not taking a course in discrete mathematics
will not understand Euler’s theorem, which will
subsequently cause problems with understanding
the RSA algorithm and Advanced Encryption Standard (AES).
1.3 Lack of student’s experimental work
Although almost all universities have modern electronic laboratories with networked computers and
Internet access, teaching practices in a cryptography course at many universities do not include
experimentation. This lack of practical application
of cryptography is the main reason for students lack
of interest in doing the course work. This paper
describes one possible approach to increase students
interest in a cryptography course and presents
methods which are completely ﬂexible and allow
for diﬀerent approaches to teaching.

2. Related work
Cryptography is a discipline with strong mathematical basis because the security of a cryptosystem is
often based on the inability to eﬃciently solve a
* Accepted 26 August 2017.
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problem in algebra, number theory, or combinatorics. Since many students have found cryptography
to be a hard-to-master topic, many instructors have
made attempts to adapt their teaching methods to
be ﬂexible enough. For example, one such approach
to get students interested in the topic is described by
authors [1, 2] analyze 20 selected academic courses
in cryptology with respect to their aim, scope,
content, organization, and literature recommended
to students, ﬁnally proposing the curricula tailored
for diﬀerent categories of students. In closely related
paper authors [3, 4] propose a ‘‘theory-algorithmpractice-application’’ teaching mode, which has
proved to be eﬃcient in achieving better teaching
results and in helping students to solve practical
cryptography problems encountered in the engineering. Authors [5–7] used diﬀerent concepts for
learning cryptography and algorithms with the help
of interactive animations. In this way, signiﬁcantly
better results were achieved in understanding the
concept of cryptographic algorithms. Authors [8]
various concepts in the cryptographic domain and
the relations among them as the ontology, and
propose a way of utilizing it in the learning process.
Should be remembered that learning domain is
cryptography in network security.

3. Interactive cryptography
Students evaluations of our beginning cryptography course have clearly shown that the plain
textbook-theoretical approach to teaching cryptography that we used to apply simply was not
satisfactory. That’s why we subsequently decided
to shift to interactive approach by introducing the
open-source cryptography software CrypTool 2.0.
The course makeover required substantial instructor and teaching assistant eﬀorts, especially when
choosing the right examples to illustrate the most
commonly used cryptography algorithms and protocols. This section describes our teaching experience and analyzes students results which conﬁrm
that teaching cryptography interactively, through
practical demonstrations, is indeed advantageous.

as well as certain cryptographic techniques. Fig. 1
shows the building blocks of the course.
Students enrolled in the course come with diﬀerent background and face a severe learning diﬃculty
which directly lowers their interest for the course.
For that reason, the main idea was to increase
students interest for cryptography by using interactive software that is easy to understand. An
additional goal was also to try to create an atmosphere in which students better understand theory
and at the same time improve their ability to analyze
and solve problems. In summary, the new implementation of the course syllabus was to emphasize
understanding of the principles of information
security, cryptographic algorithms, and security
services (authentication, authorization, conﬁdentiality, non-repudiation and availability), as well as to
provide practical examples which integrate theory
with practice.
There are not many simulation environments for
learning cryptography that allows students to
develop complex scenarios. For example, the implementation of various security protocols in a real
network environment, in which more student computers can participate in the same simulation. Such
functionality is provided to network components
specially developed in a development environment
that allow the exchange of diﬀerent types of data
and network synchronization. Most environments
only demonstrate the use of certain cryptographic
algorithms. For example, users select the encryption
algorithm, then select the key and enter the message
they want to encrypt, and after that they get an
encrypted message as a result. Such tools are not
useful enough if students want to understand complex cryptographic scenarios or scenarios for cryptanalysis more deeply. The most well-known
cryptographic environments that besides the development of more complex scenarios allow for visualization are GRASP tool [9] and Cryptool 2 [1], and
besides them there is Grace tool [10], Kerberos tool
[11] (visualizing Kerberos protocol) and Game tool

3.1 The interactive course methodology
Our cryptography curriculum mainly follows and
focuses on cryptographic principles, procedures,
mechanisms, and techniques required for secure
communications. The beginning one-semester
undergraduate cryptography course is designed to
introduce students to the basics of cryptography.
Within the course time frame, the topics to be
covered in the class include modern ciphers, block
and ﬂow codes, public key cryptography, key management and distribution, hash functions, digital
signature generation, certiﬁcation and veriﬁcation,
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Fig. 1. Building blocks of our cryptography course.
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[12]. In addition to these tools, there is one more
Cryptol industrial tool [13]. Cryptol has been used
by private companies, educators, and the U.S.
Government. Cryptol was originally designed for
expressing the kinds of cryptographic algorithms
that can be eﬃciently implemented in hardware
circuits.
For this purpose, we have chosen CrypTool, a
free open-source learning application used worldwide for the implementation and analysis of cryptographic algorithms. The CrypTool laboratory oﬀers
easy visualization of key concepts in addition to
fundamental data structures and cryptographic
methods. It includes all modern algorithms and
protocols for encryption, as well as several cryptoanalytical methods, which can be used for studying
cryptography in the same user-friendly environment. Available methods include both classic and
modern encryption systems:
 Caesar, ADFGVX, double-column transposition, and Enigma;
 RSA and AES algorithms, hybrid algorithms for
encryption, and encryption algorithms based on
lattice reduction and elliptical curves;
The CrypTool laboratory is advanced enough to
allow students to use all available algorithms to
model a cryptography system or to simulate a
variety of cryptanalysis methods. The laboratory
uses algorithms recommended by NIST (National
Institute of Standards and Technology) standards.
This environment is also giving students an
opportunity to exercise diﬀerent types of cryptographic scenarios an algorithm. Some of them from
modern cryptography:
Symmetric and Asymmetric:
 AES, DES, TDES, RC4, TEA, Block modes of
symmetric ciphers
 RSA cipher (encryption/decryption), RSA key
generator
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The next two examples illustrate the use of
CrypTool and show cryptographic models that
were developed by students during lab sessions in
our cryptography course.
Example 1: The RSA key generation/encryption
Fig. 2 shows an RSA key generation/encryption
model based on the original algorithms approved by
NIST. Parameters for the RSA public-key encryption algorithm used in the example are as follows:
 Choose p ¼ 11 and q ¼ 3, two ‘‘large’’ prime
numbers,
 Compute N ¼ pq ¼ 33 and ðp 1Þðq 1Þ ¼ 20;
 Select e ¼ 3 which is relatively prime to ðp 1Þ
ðq 1Þ ¼ 20,
 Find d such that ed ¼ 1 mod 20, which gives
d ¼ 7,
 Public key: ðN; eÞ ¼ ð33; 3Þ, Private key: ðd ¼ 7Þ,
 Encrypted message: C ¼ M e mod N, Deciphered
message: M ¼ C e mod N;
Example 2: The DES algorithm
Fig. 3 shows a model of the cryptographic system
based on the DES algorithm with CBC mode and
block mode for updating PKCS #7. Prior to simulating a cryptographic system in CrypTool, it is
necessary to have a theoretically possible model of
the system. The construction of a model begins with
dragging objects to the workspace. Each object has
input and output connectors, which support communication between mutually compatible objects.
In case of the DES algorithm, the input connectors
are the points where the arguments (plaintext, key,
initial vector) are added to the algorithm. Output
connector is the point which displays the results of
algorithm (DES ciphertext). Clicking on any of the
objects allows for choosing option properties, where
additional parameters can be conﬁgured (for example, the mode of the algorithm).

Protocols:

4. Assessment

 Authentication protocols (symmetric and asymmetric) over network
 Diffie-Hellman and RSA key exchange over network
 BB84 key exchange, Zero knowledge protocol

The traditional way to measure student’s outcome
in a cryptography course includes multiple-choice
questions, essays, class attendance, and a written
ﬁnal exam. The interactive educational software
changes this traditional approach by introducing
practical exams. CrypTool allows instructors to
construct problems to be solved by students using
the same software. Additionally, based on work in
[14], we have used the concept of a task to assign
problems to the student’s step by step. A task has
three or more levels, depending on the number of
topics covered. If the student does not solve the ﬁrstlevel problem, the student cannot proceed to the
next level (or skip a level). Only when a student

Cryptoanalysis:
 AES analysis using Entropy, DES known-plaintext analysis
 WEP attack, Key searcher, Factorizer
Hash functions:
 CRC, HMAC, MD5, MD5 collider
 SHA-1, SHA-256, Tiger, Whirlpool, PKCS#5
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Fig. 2. CrypTool example of the RSA key generation and encryption.

Fig. 3. CrypTool example of the DES encryption algorithm.
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Fig. 4. Students attendance before and after using interactive approach to the course.

successfully switches to another level, he is introduced to the problem for that level.
The idea of a task is inspired by computer games
[15] and is used to further engage students in the
course. For example, a task consists of a ﬁle with
basic instructions to students (type of algorithm,
key length, standards applied) to solve a problem
and another ﬁle with encrypted contents. If the
student correctly creates a cryptographic system in
CrypTool, the result will be plaintext with instructions required to solve the next level problem.
Before using the CrypTool interactive laboratory
to illustrate complex mathematical operations, students with poor mathematical background were not
able to fully understand even the basic encryption
principles, for example the DES algorithm and the
RSA public-key system. The non-interactive
approach proved to have negative impact on the
interest of students for the course and their ﬁnal
grades.
CrypTool allows instructors to construct real
time labs with appropriate customizations. Students are able to follow every cryptographic function step by step. More importantly, students can
easily and quickly implement their ideas by dragging objects from the toolbar that contains algorithms and can run simulations in real time.
Students over time gain practical experience which
not only raises their interest for cryptography in
general, but has also a positive eﬀect to feel comfortable in presenting their work and commenting on
other student’s work. The discussion encourages
students to open-mindedness, which further arouses

their enthusiasm in learning cryptography. To
quantitatively assess the new interactive approach,
we have conducted a survey to compare two aspects
of our cryptography course: the students interest
and their ﬁnal grades in the course. The data are
taken in three consecutive school years, when we
used to apply ordinary teaching practices, and when
we switched to the interactive approach.
Fig. 4 reports an increase of student’s interest,
measured by way of their classroom attendance, for
each module of our cryptography course. Percentages of the student’s attendance increase on y-axis
are given depending on the course modules M1, M2,
M3, M4, and M5 on the x-axis of the graph. The
module M1 comprises the following topics: history,
monoalphabetical ciphers, and Caesar cipher; M2
comprises symmetric cryptography, asymmetric
cryptography, one way functions, and key management; M3 comprises certiﬁcates, digital signatures,
message digests, and PKI; M4 comprises VPN,
secure email, SSL, and IPSec; M5 comprises practical cryptography and cryptographic protocols.
The next Fig. 5 shows also an increase of the ﬁnal
grades of students. The passing grade range used in
the graph is 6 to 10, where the numeric grade 10
corresponds to the ‘‘excellent’’ grade, 8 to ‘‘good’’,
and 6 to ‘‘fair’’. As the bar chart in Fig. 5 clearly
demonstrates, the student grades have been
improved with the new interactive approach. Building on previous experience and by applying some
new ideas, we hope to further increase student’s
involvement and learning outcome in the years that
follow.
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Fig. 5. Students grades before and after using interactive approach in the course.

4.1 Discussions
Cryptool 2 is originally developed for interactive
visualization of cryptographic algorithms. It allows
designing complex cryptographic scenarios. In
addition to the standard components with which it
is possible to model the cryptographic protocol,
there are network components that allow interactive simulation between two or more computers in
the network [1]. In this way, in addition to cryptographic protocols, students can get better
acquainted with diﬀerent scenarios of Man-in-themiddle attack. Professors can also create video
tutorials that can be useful for student self-supporting work.
Cryptool does not allow full implementation of
modern cryptographic protocols (SSL, IpSec) due
to the complexity beyond the capabilities of the
environment, but allows the implementation of an
abstract protocol scheme for a limited number of
parameters and a simulation in a network environment.

5. Conclusions
This paper describes the use of an interactive educational environment for learning cryptology. With
use of the CrypTool software tools, provided is an
adequate level of abstraction to a more eﬃcient way
of learning cryptology rules and principles necessary for the development of modern cryptographic
mechanisms. Students are directly aimed at understanding the complex crypto system and practical
scenarios that have been identiﬁed in their application and implementation. A comparative analysis of

student results was observed with signiﬁcant positive eﬀects indicating the very good quality of the
applied educational models in order to successfully
overcome the present syllabus of cryptography. The
presence of students in the classroom has increased
signiﬁcantly during the semester, as opposed to the
traditional way where the number of students
rapidly decreases as the material becomes more
complex and mathematically demanding. With the
increased activity of students in classes, the ﬁnal
estimates tests are signiﬁcantly better. Student also
expressed further interest in the area, and were
willing to research cryptography in post-graduate
studies.
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