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Cryptography everywhere … 

In the digital era, we are all cryptography consumers, whether we know it or not. 
 
Whenever we use the mobile telephone, withdraw money from an ATM, go 
shopping to an e-commerce site using SSL, or use a messenger, we are using 
cryptographic services which protect the confidentiality, integrity, and authenticity 
of our data. 
 
The world as we know it wouldn’t exist without cryptography. 
 
 



Cryptography challenges 

education 

Around all of us 

 perceived as difficult 

 lack of understanding 

  curricula 

  teachers need useful tools 



Context of Cryptography 



CrypTool today: 5 products 

                               version 1.x  http://www.cryptool.org/en/cryptool1  

 
                               http://www.cryptool.org/en/ct2 
 

 

                               https://github.com/jcryptool/ 

 

                                              http://www.cryptool-online.org 

 

                               http://www.mysterytwisterc3.org/ 

 
                                                                   

http://www.cryptool.org/
http://www.cryptool.org/en/ct2-documentation
https://github.com/jcryptool/
http://www.cryptool-online.org/
http://www.cryptool-online.org/
http://www.cryptool-online.org/
http://www.mysterytwisterc3.org/
http://www.mysterytwisterc3.org/


CrypTool Portal: website today 





JCrypTool: User presentation 

https://github.com/jcryptool/core/wiki/jcryptool_us
er_presentation/jcryptool_presentation_en.pdf 





CrypTool 2: Sample screen 



CrypTool: founded 1998 like … 

• Attac, Paris 
 

• Google, Menlo Park 
 

• CrypTool, Frankfurt 



CrypTool 1: Two warnings 

• legal 
 

• worrywarts 



besides 

the 

warnings: 

 

CT1 

still 

made 

it 



Playful learning 

 

Serious tool 

CrypTool can be used to visualize many concepts of cryptology: including digital 
signatures, symmetric, asymmetric and hybrid encryption, protocols, cryptanalysis, etc. 
 



CrypTool 1 

Documentation (online help, readme, 

                                               CTB, presentation; 

                                                later website) 

Self-contained 

programs 

Stories 

CrypTool 1 package 



Self-contained programs 



Flash animations 



The Dialogue of 

the Sisters 

The Chinese 

Labyrinth 

There are two stories included dealing with number theory and cryptography:   
• In "The Dialogue of the Sisters" the title-role sisters use a variant of the RSA 

algorithm, in order to communicate securely. 
• In "The Chinese Labyrinth" Marco Polo has to solve number theoretic 

problems to become a minister of the Great Khan. 



CrypTool website: 2003 



CrypTool website: 2008 



Hosting  /  CT2 + JCT 

• hosting: DA, Duisburg-Essen, Kassel 
 Munich 

• the two CT1 successors CT2 + JCT 
- started in 2008, 
- their 1st public version available in 2011 



Samples for having to act 

like professionals 

• server certificates 

• signed executables 

• trade mark for the 
name „CrypTool“ 

• General Data Protection 
Regulation (GDPR) 

• update permanently 



Working mode with students 

• core team of professionals and maintainers 

• students: new stuff during their theses 

• students: joining our way for a longer time 

• current students’ theses or projects: 
• SPHINCS+ Hagenberg 

• DCA tutorial Siegen 

• Signatures Passau 

• VIC  Bratislava 

• Grover Aachen/Munich 

• PQC  Darmstadt (Fraunhofer) 

• Cipher type detection    San Jose  



Subprojects: CrypTool 1 (CT1) 

• today only maintenance 

• available in 6 languages 

• still high share of all 
downloads 

• specialty: 
F1 for menu items 

• last release version 
1.4.41 from Nov 2017 



Subprojects: CT2 and JCT 

• currently our major versions 

• 64 bit 

  closer look at these: later today 



Setup sizes and source loc 

Setup Size Lines of Code 

CT1 ca. 70 MB ca. 300'  in C/C++/Java and Perl 
ca.   90'  in rc files for GUI resources 
ca.   70'  in html and txt for online help 

CT2 ca. 170 MB ca. 600'  in C#/C++/Java 
               *metrics vague 

JCT ca. 130 MB ca. 200'  in Java/C/C++ 



Subprojects: CTO 

• cryptography and awareness in the browser 

• started 2010 

• 2016 last bigger change (new backend with 
Joomla 3.6, Bootstrap, JS;  quicker react 
times;  better responsiveness) 

• … more later today 





Another 
example 
of CTO 



Subprojects: MTC3 

• permanent crypto challenge contest 

• started in 2010 

• since then, more 
than 25,000 
challenges solved 

 

… more tomorrow Source of picture: pixabay 



Subprojects: MTC3 

• permanent crypto challenge contest 

• started in 2010 

• since then, more 
than 25,000 
challenges solved 

 

… more tomorrow 



Subprojects: MTC3 

• permanent crypto challenge contest 

• started in 2010 

• since then, more 
than 25,000 
challenges solved 

 

… more tomorrow 

Sample 
challenges 



Statistics: MTC3 

> 70 distinguished users per day 



Statistics: CTO and CTP 

Oct 10, 2019 



Statistics: CTO and CTP 



Architecture: CTO and CTP 

To be decided in the near future: 

• move to 
static html 

or 

• update to 
Joomla 4 

 

Source of picture: pixabay 



Subprojects: CrypTool Book 

• some theory and how to apply crypto with 
the CT programs and with SageMath 

• loc in 2017: 
61,545  LaTeX code (tex) 
      825  Sage code (sage) 

… more tomorrow 

 

https://www.cryptool.org/images/ctp/documents/CT-Book-en.pdf 



Subprojects: CrypTool Book 



Website: Function volume 

CT offers > 400 different crypto functions 

• CT1 >= 125 

• CT2 >= 245 

• JCT >= 125 

• CTO >=  45 

https://www.cryptool.org/en/ctp-documentation/functionvolume 





Where are we today (1) 

• overall program downloads (since 2003) 
> 1 million times 

• Alexa rank: between 400,000 and 600,000 

• more than 100 bachelor and master theses 
contributed to it 

• developers and users come from all over 
the world 

• mentioned in books, courses, websites, … 

 



Where are we today (2) 

 CT became the most widespread 
      open-source e-learning program for 
      cryptography and cryptanalysis 

• after 21 years ... still an active project with 
over 1 mio loc being maintained and running 

• success has many piles – especially single, 
dedicated and knowledgeable people … 



Can we be satisfied with that? 

Yes (many goals achieved)  and No 

• many chairs not contributing yet 

• more researchers using it 

• not present in "normal" paper press like 
“Spiegel” or broadcast television 

• weak perception in social media and on 
smartphones yet 

• kind of misuse of our name just noticed – 
what to do? 



Future tasks: 4 core areas 

Switch 
further into 
the user‘s 
perspective 

Continue to 
do the 
„normal“ stuff 
(homework, 
 support) 



Future tasks: 4 core areas 

Early design 
the technical 
roadmap 
for CT3 

Pass over 
responsibility 
to younger 
people 



CrypTool is THE e-Learning 

program for cryptology 



CrypTool.org 

bernhard.esslinger@gmail.com 
BY: 



Contribution samples 

University CT Plugin 

Hagenberg, Eindhoven JCT Post-quantum signature series: WOTS, Merkle, SPHINCS 

Duisburg-Essen CT2 Quantum key-exchange protocol BB84 

Utrecht JCT Elliptic curve calculations over R, F(p), and F(2^m) 

Hagen JCT Inner states of DES 

Frankfurt, Darmstadt JCT Kleptography (4 attacks implemented) 

Kassel, Belgrade CT2 Network communication, chat 

Bochum CT2 Keccak for hashing (SHA3), as PRNG, and as stream cipher 

Frankfurt CT2 Padding-oracle attack 

Kassel CT2 Heartbleed attack against a life server 

Kassel, Duisburg CT2 CrypCloud – distributed computing 

Bochum CT2 SAT solver (analyzer works, still problem with port from Unix) 

Brno (Freiburg) CT2 Protocols like oblivious transfer, dining cryptographers 

Bratislava CT2 Fialka, VIC 



Some contributing 

universities 

Belgrad, Berlin, Bochum, Bonn, Brisbane, Brno, 
Darmstadt, Dubai, Duisburg-Essen, Eindhoven, 
Frankfurt, Hagenberg, Jena, Karlsruhe, Kassel, 
Klagenfurth, Koblenz, London, Madrid, 
Mannheim, Osnabrück, San Jose, Siegen, 
Thessaloniki, Utrecht, Warsaw, … 

 



Abbreviations used 

CT     CrypTool 

CT1     CrypTool v1  (e-learning program) 

CT2     CrypTool v2  (e-learning program) 

JCT     JavaCrypTool  (e-learning program) 

CTO     CrypTool-Online  (apply crypto in a browser) 

MTC3 MysteryTwister C3  (international cipher contest) 

CTP     CrypTool Portal  (main website www.cryptool.org) 

CTB  CT Book (free and open-source, too)  

http://www.cryptool.org/

