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Cryptography

In the digital era, we are all cryptography consumers, whether we know it or not.

Whenever we use the mobile telephone, withdraw money from an ATM, go
shopping to an e-commerce site using SSL, or use a messenger, we are using
cryptographic services which protect the confidentiality, integrity, and authenticity

of our data.

The world as we know it wouldn’t exist without cryptography.



Cryptography challenges

Around all of us
perceived as difficult
lack of understanding
curricula
teachers need useful tools



Context of Cryptography

Risk Management
IT Security

Cryptology

Cryptography Cryptanalysis

Mathematics Computer Science

www.cryptool.org



today: 5 products

CRYPtOOL version 1.x http://www.cryptool.org/en/cryptooll
CRYPtOOL 2 http://www.cryptool.org/en/ct2

Thaler ptotranhy eleamning platform. https://github.com/jcryptool/

" CRYP:OOL_-ONLINE http://www.cryptool-online.org

Mystﬂ[ﬂﬁistﬁ[ : http://www.mysterytwisterc3.org/

THE CRYPTO CHALLENGE CONTEST


http://www.cryptool.org/
http://www.cryptool.org/en/ct2-documentation
https://github.com/jcryptool/
http://www.cryptool-online.org/
http://www.cryptool-online.org/
http://www.cryptool-online.org/
http://www.mysterytwisterc3.org/
http://www.mysterytwisterc3.org/

CrypTool Portal: website today
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Cryptography for everybody

FREE DOWNLOADS

What is CrypTool 1

(% CrypTool 1
CrypTool 1 (CT1) is an open-source Windows program for cryptography and cryptanalysis. It's the most wide-

spreaded e-learning software of its kind. BB (X CrypTool 2
= W JC1 JCrypTool
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About CrypTool Documentation ~  Education ~  Contributors  Links / Books
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Cryptography for everybody

JCTJCRYPTOOL

FREE DOWNLOADS
What is JCrypTool?

4 (% CrypTool 1
JCrypTool (JCT) is an open-source e-learning platform, allowing to experiment comprehensively with
cryptography on Linux, MAC OS X, and Windows. ‘ Q CrypTool 2

¢ JCrypTool

PORTAL

o
CRYPTOOL
Q cryprooL 1 B Q cryproor 2 B ICT scryPTOOL

About JCrypTool Documentation +~ Downloads ~ Screenshots Team  Volunteer Links

Q. JCRYPTOOL NEWS

JCRYPTOOL UPDATES TO JCrypTool -- The cryptography e-learning platform
ECLIPSE 2019-06

JCrypTool weekly builds are based on JCrypTool enables students, teachers, developers, and anyone else interested in cryptography
the latest Eclipse version 2019-06 since to apply and analyze cryptographic algorithms in a modern, easy-to-use application. The JCT
July 2019. plaform creates a new way of e-learning by not just encouraging users to learn about

cryptography and apply the algorithms themselves, but also to develop their own cryptographic
plug-ins and extend the JCrypTool platform in new directions.

Read more ...

RELEASE CANDIDATE 9
AVAILABLE

' Cookie policy Release Candidate 9 is
P RPN lamnd mAam~

‘8006 JCrypTool




. User presentation

https://github.com/jcryptool/core/wiki/jcryptool us
er_presentation/jcryptool presentation_en.pdf

& ICrypTool 1.0.0 20191005 (weekly) - O X

File Edit Algorithms Analysis Visuals Games Window Help

R lmlewe® | ©| i@ Default % Algorithm

= [0 SPHINCS+ Signature | Certificate Verification = ™9 s

2 Certificate Verification -
im}

In this plug-in you can load three certificates and adjust their validity periods with six sliders. The signature and verification time can be adjusted with two
additional sliders. Three validity models are available to validate this certificates and the validity periods.

Not Valid Before Not Valid After Load Root CA certificate
2004 2034 2004 2034 Load CA certificate
BociiCa I I Load User certificate
ca | | Log:
#4000 #4##
User I I Root CA: valid from: 01.09.2010, valid
thru: 01.05.2032
Signature date CA: valid from: 01.03.2013, valid thru:
Verification date 01.11.2029
User: valid from: 01.09.2015, valid thru:
2004 2034 01.01.2024
. Signature date: 01.01.2019
Signature date | Verification date: 01.09.2020

Dates based on selection SUCCESSFULLY
Verification date I validated with Shell model

Details to the certificates (adjust month and year with the sliders above; day can be set here)
Root CA CA User Signature date Verification date

valid from: /Sep/10 /Mar/13 /Sep/15 Jlan/19 /Sep/20
valid thru: /May/32 E /Nov/29 E /lan/24

(® Shell model () Madified Shell model () Chain model
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Ct CRYPTOOL 2

Cryptography for everybody

N

FREE DOWNLOADS

A Nl {7 CEEI——

CrypTool 2 (CT2) is an open-source program offering an innovative visual programming GUI to experiment )
with cryptographic procedures and to animate their cascades. | | ] Q CrypTool 2

‘f{ JCT JCrypTool
CRYPTOOL
Qt cryproor 1 QX cryprooL 2 B ICT scrYPTOOL ONLINE m‘ '
T | W

PORTAL

About CrypTool 2 Documentation Downloads Screenshots Team Volunteer Report a Bug

About CrypTool 2

CrypTool 2 is the modern successor of CrypTool 1, the well-known e-learning platform for cryptography and cryptanalysis.

: PR—
Modern Plug’n’Play Interface / Visual Programming u ﬁ
lme:n::ume generator WEP protocol

CrypTool 2 provides a graphical user interface for visual programming. So workflows can be visualized and
controlled to enable intuitive manipulation and interaction of cryptographic functions.

The vector-oriented GUI is based on the Windows Presentation Foundation (WPF) and gives users the ability to
scale the current view at will.

VY

Visualization of Algorithms = T/ Pmetaion

Feegtaze pahmomat

The same component used for visual workflow programming can also visualize its inner operation. This makes it handy for
the user to comprehend all the details of a cryptographic algorithm while seeing the bigger picture of how this algorithm
may be used in a real-life scenario. =
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Start Bearbeiten

: Sample screen

CrypTool 2.1 (Nightly Build 8450.1) - PaddingOracleAttack_AES.cwm

Kryptotutorien

7 2
@ Neu ~ 70ﬁnen ~ HSpeichem v @ Drucken @ N - Protokoll
= —

O X
Qober -

& A ©

Starten Startcenter ~ CrypTool-Store ~ CrypCloud ~ Updates  Einstellungen Hilfe
Datei = Ausfiihren = Ansicht il Extras ]
e ' A N N
ST Qo [ Startcenter x ‘[ wf Paillier-Chiffre.. % ‘I U Differenzielle K.. X ‘[ Giyplool 2Up.. % (D) [ Padding-Orake... x)
Klassische Verfahren <« 8 l I:I
ADFGVX XL; A E B Padding-Orakel-Angriff =T x
| Caesar CLIENT SERVER
Der Client will eine Nachricht an den Server schicken. Die Nachiicht wird mit AES im | | Nach Empfang einer verschltisselten Nachricht entschltsselt der Server sie im CBC-
4lE» Enigma CBC-Modus verschliisselt. Sie besteht aus zwei 16 Bytes langenBlécken: Der erste Modus (C2 wird entschliisselt und dann XOR-verkniipft mit C1). Anschliessend wird
9 Block wird nur als Initialisierungsvektor verwendet, wahrend def zweite die geheime Eingabe das Padding tberpriift. Das Ergebnis der Uberpriifung wird dann als Wahr/Falsch-
N Information enthélt. Antwort an den Angreifer zurlickgegeben.
0 ra- a a )
ABZE@ Tt —HE (st X E = nes oms3|™
Hill-Chiffre = > Antwort vom Padding-Orakel > = e >
& 49 4E 49 5476 45 43 54 EA 33 E‘ﬁ AES| [ | AEs OFER AGFEEQ  eensoEel oHE
ﬁ Lorenz 5242 10 8C 92 07 06 05 02 03 04 05 i3 Anariffslogik »>
06 07 08 09 01 02 03 04 05 06 0% 0% 9 9 AES| m ]
=i m-138 o7 DB. : String-Dekodi Verschltisselur ] 0%
95 Zeichen, 1 Zeile Entschldisselur Padding:
0% ] :
Klartext ] Momentan angezeigte Bytes 1.8
Nihilist
ﬁ ABEEQ T . - 554
= ] l Angezeigte Bytes 1.8 ‘ 0%
Playfair 1234567812345678 .
Padding-Orakel
16 Zeichen, 1 Zeile ‘ Automatische Suche ‘ ‘ Alles entschliisseln ‘ -
Purple o il
FSchiisc/B— String-Dekodi
@ Skytale Seil=s e Ausgabe Orakel-Anfragen: 0
2Y s ) & )
_ Klassische Verfahren X 0%
— LEGENDE 7 7
’ Moderne Verfahren C1: Der erste Block der Client-Nachricht (verschliisselt). et <Ol el it
C2: Der zweite Block der Client-Nachricht (verschlisselt). X
—_ D2: Der entschlisselte Block C2. ANGREIFER
% 7\ Steganographie ©: Das Overlay, das die Manipulation an C1 darstellt. Der Angreifer sitzt zwischen dem Client und dem Server und liest alle Nachrichten mit. Sein Ziel ist, die geheime Information in der Nachricht zu entschltisseln. Die Nachricht besteht aus den
P2: Die resultierende Klartext-Nachricht. Wihrend des Angriffes stellt zwei Geheimtextblécken C1 und C2. Die geheime Information ist in Block C2 enthalten. Die Entschliisselung wird dadurch bewerkstelligt, dass der erste Geheimtextblock C1 manipuliert wird,
A\ / Hash-Funktionen P2 das Padding dar. Am Ende des Angriffes enthlt P2 den zweiten Nachrichten an den Server geschickt werden und dessen Antworten darauf ausgewertet werden. Die Manipulation geschieht durch die XOR-Verknipfung des originalen Blockes C1 und dem
Block der urspriinglichen Klartext-Nachricht. sogenannten "Overlay" O. Das Ergebnis dieser Berechnung ist der neue, manipulierte Block C1.
-
L l SIS Diese Komponente kann nur 8 Bytes pro Block gleichzeitig darstellen. Der Angriff besteht aus den folgenden drei Phasen:
Bei groReren Blocken kann der Scrollbar benutzt werde, um alle Bytes 1. Finde ein glltiges Padding.
@ Protokolle anzuzeigen. 2. Bestimme die Lénge des Paddings durch Auffinden des ersten Padding-Bytes.
- 3. Byteweise Entschliisselung der Nachricht.
S Werkzeuge - =




CrypTool: founded 1998 like ...

* Attac, Paris
* Google, Menlo Park

* CrypTool, Frankfurt =




. Two warnings
* |egal

* worrywarts



C'yp?‘:--i 1.4.41 - startingexample-en.bxt - |
File Edit View Encrypt/Decrypt Digital Signatures/PKlI Indiv. Procedures Analysis Options Window Help

D||af | @S] &|B@ &[5 22

& startingexample-en.txt ESRECH

Starting example for the CrypTool version family 1.x (CT1)

CrypTool 1 (CT1)

1 Step by Step Signature Generation
b e S | d e S about cryptograph

offering extensive

t h e This text file was

1) The starting pa
H N functions via links
Wa rn I ngS . The starting page
using the search
Press F1 to start

Secscccccnnnn

Documen
2) A possible nex it

Symmetric (class

3) There are sever
examples can be

4) You can further
- Navigating playfu

L - Reading the incl
- Viewing the incly
or via the "Docum|
- Viewing the web

December 2017
The CrypTool Tea

DonoD 53 74 61 72 74 69 BE 67 20 65 78 61 6D 70 6C 65 20 66  Starting example f
D0D12 6F 72 20 74 68 65 20 43 72 79 70 54 6F 6F 6C 20 76 65 or the CrypTool ve
DoD24 72 73 69 6F 6E 20 66 61 6D 69 6C 79 20 31 2E 78 20 28 1rsion family 1.x (
00036 43 54 31 29 0D OA OD 0A 43 72 79 70 54 6F 6F 6C 20 31 CT1)....CrypTool 1
DOD48 20 285 43 54 31 29 20 69 73 20 61 20 63 6F 6D 70 72 65 (CT1l) is a compre
DODEA 68 65 BE 73 69 76 65 20 61 6E 64 20 66 72 65 65 20 65  hensive and free e
D00DeC 64 75 63 61 74 69 6F 6E 61 6C 20 70 72 6F 67 72 61 6D ducational progran
DOD7E 0D 0A& 61 62 6F 75 74 20 63 72 79 70 74 6F 67 72 61 70 . .about cryptograp
Donen 68 79 20 61 6E 64 20 63 72 79 70 74 61 6E 61 6C 79 73  hy and cryptanalys
DODA2 69 73 0D OA 6F 66 66 65 72 69 6E 67 20 65 78 74 65 GE is. .offering exten
DOOB4 73 69 76 65 20 6F 6E 6C 69 6E 65 20 68 65 6C 70 20 61 sive online help a

[ ]
) Document: startingexample-en.txt
I Press F1 to obtain hel




CrypTool can be used to visualize many concepts of cryptology: including digital
signatures, symmetric, asymmetric and hybrid encryption, protocols, cryptanalysis, etc.



CrypTool 1 package

Self-contained Documentation (online help, readme,
CTB, presentation;
programs later website)

Stories \ CrypTool 1
\ /



Self-contained programs
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Flash animations
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There are two stories included dealing with number theory and cryptography:

* In "The Dialogue of the Sisters" the title-role sisters use a variant of the RSA
algorithm, in order to communicate securely.

* In"The Chinese Labyrinth" Marco Polo has to solve number theoretic
problems to become a minister of the Great Khan.



CrypTool website: 2003

TECHNISCHE -
UNIVERSITAT ; L] ' s
DARMSTADT UNIVERSITAT SIEGEN ; Deutsche Bank .

von morgen

CrypTool 1.3.0s

eLearning Program za kriptografiju

Hrvatski CrypTool Mirror je preveo i obradio: Matej Mateji¢ek, MB 0036375274.

Matej Matejicek je 2001. godine sudjelovao na izradi CrypTool alata, a zasluzan je za implementaciju testova i potrebne dokumentacije na njemackom koji
provjeravaju valjanost pseudoslu¢ajnih generiranih brojeva.

Ove preslika (mirror) stranice su rezultat seminarskog rada iz predmeta Operacijski sustavi 2 iz podru¢ja Racunalne sigurnosti na Fakultetu elektrotehnike i
raCunarstva Sveuciligta u Zagrebu.

Kriptografija je inicijalno vezana uz tajnost pisanih poruke.

Danas je kriptografija aktivno podruéje istraZivanja sa preg§tom primjena u modernom Zivotu (sustav za imobilizaciju u automobilima, mobilni telefoni, SSL
veze izmedu pregledavaca internet stranica 1 posluZitelja, ...) -- uglavnom neprimjecena.

Mnogo ljudi su jos kao djeca pokusali enkriptirati poruke sa jednostavnim metodama. Ali, ve¢ina njih nikad nije dobila neku dublju predodzbu i ideju o
modernoj kriptografiji. Sa CrypTool kriptografijom (i kriptoanalizom) se o tome moze nauciti i uvjezbati na zabavan nacin.

Open source projekt CrypTool koji je pokrenut od 1998 od strane gospodina Bernhard Esslinger-a, razvija freeware program CrypTool u zelji da $iri znanje.
Ovaj program je koristen na sveucilistima, $kolama kao i u nacionalnim i internacionalnim kompanijama i agencijama.

Program CrypTool je eLearning alat za Windows operacijski sustav koji je tu da primjeni i analizira kriptografske mehanizme. Sadrzi iscrpnu online pomoé
sa vodi¢ima/scenarijima i skriptom sa vise detaljnih informacija.

Volonteri, pogotovo programeri i studenti koji planiraju pisati njihove teze su uvijek dobrodoali u ovaj svjetski projekt.

E(rypTool 1.3.05 - startingexample-en.txt M=] B3
File Edit View Crypt Digital Signatures Key Management Indiv. Procedures Analysis Options Window Help

D|(ef|R|S| 5 |5|@ £ 2(N
mstartlngexamplef&n.txt !EIB
CrypTool

This is a text file, shown in order to help you to make your first steps with CrypTool.




CrypTool website: 2008

Ct. = RYPtOOL

Acerca de

Introduccion a Cryptool
Cryptool en la Educacion
Crytool para el Conocimiento

Cobertura en los medios

Premios

Colaboradores

Proyectos Relacionados

Contacto

“Germany
Land of Ideas
eveccessen

“CrypTool ist einmeii,
anregend

medial
ut und, sowelt ich es
webersehe, ohne Fehler.”

-Prof. Or. Ruediger Grimm, TU

Himenau

Uteims modificacién de |a pégina:October 28

En ls_hoja de ruta puede encontrar las nuevas caracteristicas plane
fechas

Introduccién a CrypTool

Cryptool es

L
Ay pars Wiidows: Pusss viilaaces bore apichr v
analizar algoritmos mwtogvﬂveo; U woraian achal da Cryntosh e JAll
métodos actuales de

a on todo el m
en escuslas ¥

orta tanto los
como la

La versién actusl ofrece, entre otras cosas, lo siguiente

o tos
- 19 DLog s clésicos y (cifrado ¥ ) 9 de clave,
segura i seguros, ...)
« Visualizacién de varios métodos (p.ej. César, Enigma, RSA, Diffie-Hellman, firmas digitales, AES)
- cri lisis de ciertos ® o . RSA, AES)

« Métodos de medida criptoanalitica (p.ej. entropis, n-grams, autocorrelacién)
* Métodos auxilisres (p.ej. tests de pr

= Tutorial sobre teoria de nimeros
* Ayuda detal

factoriz

en basetd)

da on-line.

« Script con m&s informacién sobre criptografia

Desde su uso original para la fo on de una Cryptool ha
proyecto de cédigo abierto para temas r.l.aon.do: con la criptografia.

en un
Desde la primavera de 2008, ests funcionando dentro del proyeto Cryptool el Cripto Portal para profesores.
Por ahora el portal sélo esté disponible en slemén y se espe:
o1 puedan

paras la

que actie como una plataforma para que los
de la criptog ¥ temas
Actualmente el equipo de Cryptool ests trabajando en dos proyectos futuros que se espera que sean los sucesores

de la actual versién CrypTool 1.4.x Qque est$ escrita en C++, Ambos proyectos de continuacién utilizan el dlumeo
modelo de esténdares de programacién, pero ain estén en un estado alfa/bet

¥ una pr

= Cryptool 2.0 se desarrolla en C# con Visual Studio 2008 (Express Edition) y WPF. La version alfa (para
desarrolladores) se hizo publ«c- en Ab"ll de 2008, Esta versién proporciona una arquitectura completamente

d criptogréfica combinada con una pionera interfaz grafica con la
funcionalidad de drag-and-drop.

« JCrypTool se desarrolla en Java basado en Eclip:
publica en Agosto de 2007, la

:P. La primera versién (lamada milestons 1) se hizo
versién (Il
desarrolladores y usuarios) se espera para Junio de 2008. JCrypTool es independiente de plataforma y

esperada para
trabajs junto con el FlexiProvider (un potente conjunto de herramientas para la Java Cryptography
Architecture JCA) desarrollado por el TU Darmstadt, y con BouncyCastle

D para la 6

das para ambas futuras versiones, y las
de la préxima versién de CrypTool 1.4.x.

dores y

que pl.
a unirse para el desarrollo da esu proyecto world-wide.

14103

—

escribir sus tesis, son siempre bienvenidos

\
\
Y

m—

—Ss———————————————————————————————————
Contacto Imprint Mapa web

Copyright @ 1998 - 2008 Deutsche Bank / Contributors




Hosting /

* hosting: DA, Duisburg-Essen, Kassel
- Munich

e thetwo CT1 successors CT2 + JCT

- started in 2008,
- their 15t public version available in 2011



Samples for having to act
like
e server certificates

* signed executables

 trade mark for the
name ,,CrypTool”

e General Data Protection
Regulation (GDPR)

 update permanently




Working mode with

e core team of professionals and maintainers
e students: new stuff during their theses
e students: joining our way for a longer time

 current students’ theses or projects:

. SPHINCS+ Hagenberg
. DCA tutorial Siegen

. Signatures Passau

. VIC Bratislava

. Grover Aachen/Munich

. PQC Darmstadt (Fraunhofer)

. Cipher type detection San Jose



Subprojects:

 today only maintenance

* available in 6 languages

= = ~ |
% CrypTool 1.4.10 - Autocorrelacion de <startingexample-es. txt> Q@
‘ Archivo Editar ¥er Cifrar/Descifrar  Firma Digital/PKI  Procedimientos Indiv. Andlisis Opciones Wentana Ayuda

* still high share of all
downloads oomal "

aplicacidn. A la 12

grama ASCI de i o> (1072

ayuda, al que p |

2 un posit 7 Autocorrelacion de <startingexample-es.txt>

través del

(3) Existen " i
localizar a Autocorrelacin de <startingexample-es.txt>

-1 for menu items

- Consultan

Septiembre

* last release version
1.4.41 from Nov 2017

180

Desplazamiento

Pulse F1 para cansultar la Ayuda. e




Subprojects:

* currently our major versions
* 64 bit

=>» closer look at these: later today

C RYP‘-OO L 2 Cryptography for everybody

A A The cryptography e-learning platform.




Setup sizes and source loc

ca. 70 MB ca. 300' in C/C++/Java and Perl
ca. 90' in rc files for GUI resources
ca. 70" in html and txt for online help

CT2 ca. 170 MB ca. 600' in C#/C++/Java
*metrics vague

JCT ca. 130 MB ca. 200' in Java/C/C++



Subprojects:

 cryptography and awareness in the browser
* started 2010

e 2016 last bigger change (new backend with
Joomla 3.6, Bootstrap, JS; quicker react
times; better responsiveness)

... more later today



PORT

About CrypTool-Online  Ciphers ~

(k. CTO OVERVIEW

CIPHERS

How do classical ciphers work?

CODINGS

Where are codings used and how do

they work?

CRYPTANALYSIS

How to obtain the plaintext without
knowing the decryption key?

. What is CrypTool-Online?

CrypTool-Online (CTO) runs in a browser and provides a variety of encryption and cryptanalysis methods

4
including illustrated examples and tools like password generator and password meter. N | Q CrypTool 2

! — v
CRYPTOOL
Q cryrrooL 1 B Qk cryprooL 2 B JCT scryPTOOL ONLINE
R A |

Codings +  Cryptanalysis ~

FREE DOWNLOADS

(% CrypTool 1

JCT JCrypTool

Fd 3

’

Highlights +  Documentation ~

About CrypTool-Online (CTO)

Encrypt directly within your browser

CrypTool-Online provides an exciting insight into the world of cryptology. A variety of ciphers,
coding methods, and analysis tools are introduced together with illustrated examples. Our
emphasis is on making explanations easy to understand in order to further the general interest
in cryptography and cryptanalysis. Therefore, you can experiment with the introduced methods
in an interactive way directly on the website.

So you can learn the fundamentals of historically relevant ciphers in a little while, and also use
the tools under Ciphers to encrypt messages yourself. You can also decrypt and analyze
already encrypted messages and discover weaknesses of different ciphers. Under Highlights,
you can for instance check the modern cipher AES or let the site generate good passwords for
you.

CrypTool-Online is the online version of the e-learning program CrypTool. The so-called
download (or offline) versions of CrypTool are also free and suitable for working with longer
texts and conducting high performance analyses on encrypted messages.

Developers who like to join and enhance CTO with self-written plugins, find a good guidance in
the Wiki. Especially the page How-to-Start leads you step-by-step.

This site works together with the website www.cryptoprograms.com, and partly is a successor
of it. The author of cryptograms.com develops the famous Windows analyzer of classic ciphers
CryptoCrack.




Another

example
of CTO

N HOME ©| ANGUAGE

Ct CRYPTOOL-ONLINE

Cryptography for everybody

DID YOU KNOW...

that you can create Barcodes with CrypTool-Online?

Cryptanalysis ~  Highlights +  Documentation ~

About CrypTool-Online  Ciphers +  Codings ~

Password Meter

How secure your password is classified by different evaluation methods, you can check here purely locally. Your entries are neither
transferred nor stored. For a good password, the length is most important.

‘ tvtoday1.A|

Show password Length: 10

[] Manage dictionaries

Rating

KeePass:  490% (628is) (N

Mozilla: 65%

PGP: s1% ¢26is) (I

zxcvbn: s (.
Stutz' PS: 57% (43 Bits)

Total: 57%

The color of the progress bar indicates the password strength: red = very weak, yellow = medium and green = very strong.




Subprojects:

 permanent crypto challenge contest
e startedin 2010 s

* since then, more
than 25,000
challenges solved

.. more tomorrow Source of picture: pixabay



Subprojects:

MysteryTwister

THE CRYPTO CHALLENGE CONTEST

earch______J A e

Challenges Forum

Level | Level Il Level Il

42/82 24/133

solved solved

... more tomorrow

MTCS3

NUMBER OF ACTIVE MEMBERS: MTC3 PARTNERS

9924

Register here

Follow us: f E

Overall Hall-of-Fame Submit a challenge

0/62 0/18

solved solved




Subprojects: MTC3  Sample

challenges

Start Challenges Forum

Level |

Level | Challenges (82)

All challenges in , ordered by date posted (the most recent appear first).

[wolter-01] - 38 users already solved this challenge, 26 are working on it.

A piece of music is given as mp3 file and in music notation. The notes represent a secret message, which was encrypted with two classic methods. In
part 1 of this challenge you have to solve the first of these methods. Thereafter, you can set out to solve part 2 (which is in level 2).

“? Click to get to the corresponding forum topic to share your opinion.
Click to download the challenge.
B Click to download the additional file of the challenge.

You must be to solve the challenge

[wolf-01] - 86 users already solved this challenge, 2 are working on it.




Statistics:

> 70 distinguished users per day

matomo

Q ¥ MYSTERY TWISTER C3 2019-10-18 & ALL VISITS ¥ DASHBOARD A
Dashboard Visits Overview (with graph) Visits in Real-time
Dashboard of esslinger 120 - Visits = [..] DATE VISITS ACTIONS
% Visitors Last 24 hours 114 392
60

A Behaviour Last 30 minutes 4 46
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Statistics: CTO and CTP

Google Analytics-Startseite Wo befinden sich meine Nutzer?
Nutzer Sitzungen Absprungrate Sitzungsdauer Aktive Nutzer in Echtzeit Sitzungen nach Land
2.012 2.415 65,01 % 1m39s 3
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Statistics: CTO and CTP

W New Visitor B Returning Visitor

Users New Users Sessions Number of Sessions per User

60.758 60468 76.842 1.26 A.

Country Users % Users
1. Germany 19173 [ 31.46%
2. B§ United States 9,956 [ 16.34%
3. == India 3.797 | 6.23%
4. B Switzerland 2316 | 3.80%
5. China 1,970 | 3.23%
6. = Austria 1,716 | 2.82%
7. Eig United Kingdom 1,310 | 215%
8. B Australia 1.297 | 2.13%
9. Bl Taiwan 1.211 | 1.99%
10.0#1 Canada 1,135 | 1.86%



Architecture: CTO and CTP

To be decided in the near future:

* moveto
static html

or

e updateto
Joomla 4

Source of picture: pixabay



Subprojects:

 some theory and how to apply crypto with
the CT programs and with SageMath

* Jlocin2017:
61,545 LaTeX code (tex)
825 Sage code (sage)

... more tomorrow

https://www.cryptool.org/images/ctp/documents/CT-Book-en.pdf



3 1 (10f552)

Overview about the
Content of the CrypTool
Book

Contents Overview
Contents

Preface to the 12th
Edition of the CrypTool
Book

Introduction — How do
the Book and the
Programs Play together?

1 Security Definitions and
Encryption Procedures

2 Paper and Pencil
Encryption Methods

3 Prime Numbers

4 Introduction to
Elementary Number
Theory with Examples

5 The Mathematical Ideas
behind Modern

Cryptography
6 Hash Functions and
Digital Signatures

» 6.1 Hash functions
6.2 RSA signatures
6.3 DSA signatures

» 6.4 Public key
certification

Bibliography

» 7 Elliptic Curves
» 8 Introduction to Bitblock

and Bitstream Ciphers

» 9 Homomorphic Ciphers

» 10 Survey on Current

Academic Results for
Solving Discrete
Logarithms and for
Factoring

11 Crypto 2020 —
Perspectives for Long-
Term Cryptographic
Security

A Appendix

GNU Free Documentation
License

List of Figures
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The CrypTool Book:
Learning and Experiencing

Cryptography with
CrypTool and SageMath

Prof. Bernhard Esslinger
and the Development Team
of the Open-Source Software CrypTool




Website:

CT offers > 400 different crypto functions
e (CT1>=125

e (CT2>=245
e JCT>=125
* CTO>= 45

https://www.cryptool.org/en/ctp-documentation/functionvolume



Cryptological functions in different CrypTool versions

Cryptographic category: | No filter applied v
Additional search phrase:
CrypTool 1 (CT1) CrypTool 2 (CT2) JCrypTool (JCT) CrypTool Online (CTO)
405 rows found according to the selection criteria.
Function CT1 |CT2 JCT (CTO |CTA1 Path CT 2 Path JCT Path CTO Path
3DES X C A Encrypt/Decrypt! [C] Modern Cipherst [A] Block Ciphers\ Block Ciphers\
Symmetric (modern)t | Symmetric\ DES DESede CBC (OID: 1.2.840.113549.3.7)
Triple DES...
3DES Brute-Force Attack X CA\T Analysis\ Symmetric [C] Cryptanalysis\ Specifict
Encryption (modern)\ KeySearcher
Triple DES._. [T] Cryptanalysis\ Modern\
Triple DES Brute-force Analysis
Achterbahn C\T [C] Modern Ciphers\
Symmetrict Achterbahn
[T] Cryptography\ Modern\
Symmetric\ Achterbahn Cipher
ADFGWVX X CA\TWWV D X | Encrypt/Decrypt! [C] Classic Ciphers\ ADFGVX | [D] Algorithms\ Classich ADFGVX Ciphers\
Symmetric (classic)\ [T] Cryptanalysis\ Classical\ ADFGWVX

ADFGVX...

ADFGVX Cipher dictionary




Where are we today (1)

e overall program downloads (since 2003)
> 1 million times

 Alexa rank: between 400,000 and 600,000

e more than 100 bachelor and master theses
contributed to it

 developers and users come from all over
the world

e mentioned in books, courses, websites, ...



Where are we today (2)

=» CT became the most widespread
open-source e-learning program for
cryptography and cryptanalysis

e after 21 years ... still an active project with
over 1 mio loc being maintained and running

* success has many piles — especially single,
dedicated and knowledgeable people ...



Can we be satisfied with that?
(many goals achieved)

* many chairs not contributing yet

* more researchers using it

 not presentin "normal" paper press like

“Spiegel” or broadcast te

 weak perception in socia
smartphones yet

evision

media and on

* kind of misuse of our name just noticed —

what to do?



Future tasks:

Continue to
do the

,hormal” stuff
(homework,
support)

Switch
further into
the user’s

perspective




Future tasks:

Pass over

responsibility
Early design to younger
the technical

roadmap




CrypTool is e-Learning
program for cryptology



CrypTool.org
bernhard.esslinger@gmail.com



Contribution samples
sty T Pen

Hagenberg, Eindhoven JCT Post-quantum signature series: WOTS, Merkle, SPHINCS

Duisburg-Essen CT2 Quantum key-exchange protocol BB84
Utrecht JCT Elliptic curve calculations over R, F(p), and F(2"m)
Hagen JCT Inner states of DES

Frankfurt, Darmstadt JCT Kleptography (4 attacks implemented)

Kassel, Belgrade CT2 Network communication, chat

Bochum CT2 Keccak for hashing (SHA3), as PRNG, and as stream cipher
Frankfurt CT2 Padding-oracle attack

Kassel CT2 Heartbleed attack against a life server

Kassel, Duisburg CT2 CrypCloud — distributed computing

Bochum CT2 SAT solver (analyzer works, still problem with port from Unix)
Brno (Freiburg) CT2 Protocols like oblivious transfer, dining cryptographers

Bratislava CT2 Fialka, VIC



Some contributing
universities

Belgrad, Berlin, Bochum, Bonn, Brisbane, Brno,
Darmstadt, Dubai, Duisburg-Essen, Eindhoven,
Frankfurt, Hagenberg, Jena, Karlsruhe, Kassel,
Klagenfurth, Koblenz, London, Madrid,
Mannheim, Osnabritck, San Jose, Siegen,
Thessaloniki, Utrecht, Warsaw, ...



Abbreviations used

CT
CT1
CT2
JCT
CTO
MTC3
CTP
CTB

CrypTool

CrypTool vl (e-learning program)

CrypTool v2 (e-learning program)

JavaCrypTool (e-learning program)
CrypTool-Online (apply crypto in a browser)
MysteryTwister C3 (international cipher contest)

CrypTool Portal (main website www.cryptool.org)

CT Book (free and open-source, too)


http://www.cryptool.org/

