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1. Introduction

* Thousands of encrypted manuscripts can be found in archives

— Diplomatic/military correspondence

— Intelligence reports

— Scientific writings

— Private letters and diaries

— Manuscripts related to secret societies and magic
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* Mostly not yet available for historical research
 Many researchers are working on these, but
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— in various scientific areas: history, linguistics, philology,| " tups
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1. Introduction

* Not much is known in detail about encrypted
documents throughout the centuries

1. infrastructural resources
2. tools for historical cryptology

* Available tools are mostly unsuitable to these
documents, because of

1. (old) hand-writing

2. miste ~2/%f‘0 f

3. UfngJJ\‘/~‘“JJ, AAEC

4. no cﬂzgm ization available (transcriptions)

5. often mixtures between ¢ %E,,’T%/,T/C]Q”JL”L”and different languages
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1. Introduction

 Planned solution: DECRYPT project g@gﬁ@ﬁ@%@
* Project goals: DL £ 4
1. Build infrastructural support for historical cryptology (;;RYPT§
@
@@3?@@%@@9@’%
2. Collect various documents throughout the ages, digitize them,
store them

3. Release resources and tools to digitize, process and decrypt
historical encrypted sources
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2. Historical Cryptology

e ,Historical cryptology is the study of encrypted messages from
our history aiming at their decryption and &
contextualization”

* Dimensions

— Mathematical/computerized (cryptanalysis)
Linguistic and other coding pattern
-Historical context
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3. The DECRYPT Project

* “DECRYPT focuses on the refinement and development of the tools %s@te beagy
involved in the automatic processing of encrypted historical sources.” QJ%?

* Supported by the Swedish Research Council, grant 2018-06074 DE %
— Funding for 2+4 years, started in 2019 CRYPT

o L . . %
— Interdisciplinary (linguists, historians, philologists, ‘3@@@@%&%@
computer scientists, and cryptanalysts)

— Involved universities from Sweden, Hungary, Spain, Germany (see next slide for details)
3 steps involved in our project:

1. Data collection and digitization

2. Analysis needed prior to decryption

3. Decryption and cryptanalysis
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3. The DECRYPT Project

Project Members

* Uppsala University, Sweden (language analysis)
— Beata Megyesi (project leader)

* University of Gothenburg, Sweden (language analysis)
— Michelle Waldispuhl

 Computer Vision Center, Universitat Autonoma de Barcelona,
Spain (image processing)

— Alicia Fornés
* Budapesti Miiszaki és Gazdasagtudomanyi Egyetem, Hungary (history)
— Benedek Lang
* University of Siegen, Germany (cryptanalysis)
— Bernhard Esslinger
* Universitat der Bundeswehr Miinchen, Germany (cryptanalysis)
— Arno Wacker
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3. The DECRYPT Project

Step 1: Data collection and digitization

* Archive work oy,
—Search for crypto-related documents IC)(E):DE
0
—Scan/photograph

—Cataloge (in DECODE database)

e Researchers: historians
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3. The DECRYPT Project

Step 2: Analysis needed prior to decryption

 Determine “scenario” (= attack type):
~ound ciphertext (Ciphertext-only)
2. Found ciphertext and plaintext (Known-plaintext)
3. Found ciphertext and key (Decryption)
4. Found plaintext and key (Encryption)

 Researchers: cryptanalysts
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3. The DECRYPT Project

Step 3: Decryption including cryptanalysis

e Part 1: (transcription)

— Digitization and pre-processing of the
historical source resulting in images
— (Semi-)automatic transcription of images
— Researchers: image processing experts
e Part 2a: (analysis)
— (Historic) language models

DWW

— Researchers: computer linguistics, philologists
e Part 2b: (cryptanalysis)
— Breaking of ciphers using e.g. heuristics
— Researchers: cryptanalysts
e Part 3: (historical analysis of plaintexts)
— Analysis of new (historical) findings concerning plaintexts and methods
— Researchers: historians
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4. Resources and Tools

1. DECODE database e@;@“’%
— Collection of ciphertexts, keys, etc. DE 5

2,
2. Historical corpora (HistCorp) and language models CODE @&

— Collection of historical original text corpora in 14 European I EN
languages

3. Tools

— Web service: for transcription and ,easy” parts of cryptanalysis
— CrypTool 2: tool for supporting ,, difficult” parts of cryptanalysis

— Console applications as prototypes =2 will be migrated with ,,nice” Ul
into CrypTool 2
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5. Some Exemplary Results of the Project

* Huge collection of historic documents in the DECODE
database

— ~1.000 records
— 33% are original keys

. ot i I u v, Pl y | aY al o Pl y r prAac f"‘llr \
— 634 cipher texts (205 decrypted, 232 transcribed)

— Many “one pagers”; longest document 410 pages
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5. Some Exemplary Results of the Project

* Decipherment of collections of
historic Vatican ciphers

Key found in Solved
Reconstructed |Meister based on | independently by Total
from plaintexts homophone N. Biermann and
analysis T. Bosbach
10 1 3 21

e 19 of 21 collections are solvec
e 2 are unsolved

* A huge set of (console) tools developed by Lasry (and
currently ported to CTZ)
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5. Some Exemplary Results of the Project

Tools in CrypTool 2 — Homophonic Substitution Analyzer

Analyzer | Key letter distribution | Bestlist
The ciphertext length iz 423 and the ciphertext containg 51 differant homophones.

Ciphertz:t alphabat LECDEFGHI JELMNOPORSTUVWEYZAUabedefghijklmnopgretuvweyz 1881234567

Flzintext mapping: TH2 POBEALSOFNWSASTHEUREMERTINFIBRANDSTLADWLICYG AHQGEHUIMVEVEYJ XO

1a Cost valus: -3758445.25 Stop | | Reset locked letters

| Find/Lock words

Ciphertaxt:

36 29 25 10 9% 04 Ze 07 557140 15 34 35 18 12 30 36 88 %9 09 47 599 258 11 12
40 1e/28 23 17 05 99 06 15 41 35 05 1e 99 48 15 10 9% 32 3e 50 25 02 Oe 4%
17 43 0908 95 11 36 25 25 9% 16|50 38 95 35 30 23 10 95 01 37 59 40 15 34
39 1e 10 95 36 29 25 42 52 95 34 25 32 18 35 30 36 9% 46 01 37 559 13 02 17
38 99128 46 26 99 37 30 Z7 92 03 36 41 40 41 38 37 17 28 0534 599 48 15 18

Revezled plaintext
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5. Some Exemplary Results of the Project
Tools in CrypTool 2 — DECODE Downloader and DECODE Viewer

— - -— - p— =
You are logged in as Name: Copiale i i ? | e
Stz i b
Lo Id: 2 o
. Name ‘ vin|iniaay g ion
Type: cpher Infine plaintext  faise R T L %
2 Copisle 1 Coent e G rrbwieaol'::cre AATLAUL ::,\:)f‘(t‘{
b |
210 BAV @org-Lat 898 Ciphertype: e = : 4‘|xlt€|,r||onfli|:é{.
S et eyt : ST vl
= % 3 ; f AR . Gy festgppnae
Number of poges: 105 Pluntest language:  German 5 '-’:A‘;'I'.{Zli:'?é!l‘l't':!f-:'-
Crigin: Authae: The Orulist Society Dating 1734-01-01:1736-12- 11 ! v
Senier [ Gormany 1
Receiver: City: fas
i
B . by
e b i .‘é.-miﬁ;_r:»rmiubd;x{:.tm&%ﬁ \
Add.info:  hetpo/stp gl uuse/~bea/copiale/ i :j.\r.]\m::bc.?dqtdwﬁ;#?z *i.s‘l.]ﬁ.lﬁ'ciﬂkﬁ?
=g | AR SL s &,
Images: | Y Tensgeakp i
2 Ay 2
{ lymfl'\étuiﬁ.v.‘.'.i &
niéfé."\féln&'i&pz.i:‘-
¢ gomaxAdn anéiuds
| [P SIVO SR
Available ¥ Transcriptian ¥ Descipherment
Statistics ¥ Translation Downloaded image
2T e il e L L ~looame 00 ewews 0 ER
3 decryption of copiale cipher  2016-08-09  B7 kB =3 ¥
1 transcription of copiale cipher 20160803 237 kB ot it
2 translation ta English of copia  2016-08-03 79 kB e =

#% Transcription of Copiale document, August 2011.

$2 1. document lines separated here by blank lines.

#% 2. each character transcribed using an ascii cede.

## 3. uncertainties are marked with "2"

$% 4. catch words letters at page bottom marked with "g"
—————— e #2 5. page numbers marked with "#f"

DECOOE Downlosder DECODE Viewer #% €. capitalization is recorded (e.g., first letter is "L", not

$2 7. logograms: *o% society, *star* secret, *nee* master, “tri*
. | lodge, *bigx* freemason, *gate* table shaped, *lip* oculist (eye),
*bigl* position of feet, *tribig¥* lodge, *“sci® "Ged", *toe* power

x
This template shows how to download encrypted historical documents from the DECODE database: | :
1) Start the template (Play button).

2) Within the DECODE Downloader a list of database records is shown. These records can be limited by :;
entering a filter text, e.g. "Copiale”.
3) Via double click on an entry in the DECODE Downloader list, the record’s meta data are shown in the Skring Encoder % DPAGE 1
DECODE Viewer. .
- . . . Lit:mzgrrbarbl
4) In the DECODE Viewer, additional documents and images can be downloaded: To do so, double click
on the specific image or document entry in the lists, These downloads are shown in the components v x. zzz bar ih lam s. k sgp ki arr bar w n

"Downloaded Document” and "Downloaded Image".

246,594 characters, 3,858 fines

= L_. -
Downloaded Document

s‘m:,«&
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5. Some Exemplary Results of the Project

Tools in CrypTool 2 — DECODE Decipherer

[atzm@  eewevecgbew @]

Catalog name: Arch, Munz. Celonia 13-2
Transcriber name: Callum, edited by BM

Transcription time: undefined

Image name:

Date of transcription:

Transcription methed:

005r.jpg

Summer 2013, December 2015

undefined

Tokens: 458

Comments: the whole text is underlined, underlines not transcribed

Page: 1
2365535992566 121 2056265505155 771077656623 42 22
p 2 ace a N.5 i 2 hab b ? apr o

9819 336673636063833245552932553331581E9 70888 1099
c Wvr a ? ? ? ? ngannatvtre ? S5ig.re ? [+

1

6533995562 10345266322855205661653172847233961254280

? rcoa ? 3 T anas a it2?e? 2poter
31784545655533252099396971 5059999132237 7063115 =0
? ? gg?arae c o ? 1 7 ¢ uvn trattato ? Pace?
35558858316342654022439931332523054757323236550
fec?2e ?2r 2?2 083cCcere 7 72 ? pp 7
317651324551 31282331107531917172667758 65205634

el uwwn g h e 3 3 e 7 e uwli €t a b ? ? i 3
7548253331773142226048336581758338375753 308229

? e reberopo 2 r ? 2 7 r ? 2 TAnNto 7 n
236668822928 6676388 20B8058823272714233205653 189 &0
3 B a ? na3a l Eletctore? ? ? ntir 2 i ? Sig.re
6323314532664266326420495155771077655543392342

7 pegnazran? 7 hab b 2 a3 opr
556358574113 707166011653271112220463419 3915770735 50
a ? c ? 7 2 m=? n imao ? 3 u/va Be MENATE?
8932323397819 552056232233 7255438275440314078

2 pp o ? ulva iportas??? e 1
31946063355599227661559333031306802319 22664531

e 7 afacolzta? e p uvo a g e

1% 224011226933554225748 602339992235222596411313273 &

10

11

12

DECODEDedpherer

e
SE g
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5. Some Exemplary Results of the Project

Tools in CrXETooI 2 — DECODE Sxmbol Heatmap
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5. Some Exemplary Results of the Project
Tools in CrypTool 2 — DECODE Key Clusterer

Document count: 121 Cluster count: 49
Mame Document count = Symbol count  Different Symbols Cluster info
undefined 1 3 3 n=33, /=33 a=33
Segr. di Stato/Spagna 6_1/1/ 1 454 10 0=24 4=15 6=12,2=11,5=5 1=8 7=8 0=7 8=3, 3=3
Segr. di Stato Spagna T'd & 7344 10 0=21,2=13,6=13,4=13, 5=11, 7=9,1=9, 9=5 8=3, 3=3
Segr. di Stato Francia 346/3 2 6120 10 1=13,3=13,4=11,0=11,7=10, 8=10, 9=10, 5=8§, &=7, 2=7
Segr. Stato Francia 64,1 3 61107 10 1=18,4=14,3=13,0=11, 8=10, 8=9, 5=8, 7=7, 6=6, 2=5
Segr. di Spagna 112 1 855 11 0=21,2=14 4=12 6=11,5=11,1=9, 7=9 9=5 3=3 8=2 0*.=1
Segr. Stato Spagna 364D/15 14 34070 10 8=13,1=12, 5=12, 2=12, 7=11, 3=11, 0=10, 9=9, 6=5, 4=5
Segr. Stato Spagna T\ 1 967 14 0=23 8=11,4=11,2=11,7=9,5=8,1=6,9=4 3=4 8=4,60_=1,4_=1,2_=1,7_=1
Segr. di Stato Francia 3/1/ 1 1540 10 6=18, 2=16, 8=13, 1=12, 4=11,0=8, 3=7 5=7, 7=3, 5*.=1
Segr. Stato Spagna 6_IN2 & 7169 10 0=23,8=13,2=12,4=11,5=11,7=9, 1=8, 8=5, 8=3, 3=3
Segr. di Stato/Portogallo 117/5 1 489 11 8=20,5=16,4=13, 1=11, 3=10, 9=7, 7=6, 0=3, 6=4, 2=3, ==
Segr. Stato Spagna 6_I1\3 1 387 10 0=21,6=17, 2=11,4=11,7=10, 5=10, 1=7, 9=5, 8=3, 3=3
Segr. Stato Francia 3434 1 EYN 13 2=17,6=16,4=10, 8=10, 1=8, 0=8, 5=6,3=5,7=3,1_=2,2_=2,6_=28_=23_=20_=1,
Segr. Stato Spagna 423\6 2 3329 10 =13, 0=13,3=11, 2=11, 6=10, 4=10, V=10, 5=9, 9=09, 1=5
Segr. Stato Francia 18-5plit/3/ 1 6374 10 1=23,0=14,5=13, 2=11, 7=8, 8=8, 3=7, 9=6, 4=5,6=4
Segr. Stato Francia 22/11 28 177861 10 1=23,0=14,5=14, 2=14, 7=10, 3=7, 9=6, 4=5,6=5, 8=1
Segr. di Stato/Portogallo 117/2 1 858 10 8§=20 5=19,3=12,4=10,7=5 1=8 9=7,0=7, 6=3, 2=3
Segr. Stato Francia 171 1 239 14 9=19, 3=14, 1=14, 1*.=10, 04.=8, 5=7, 4*.=6, 6".=5, 2".=4, 7=4, 34,23, 54.=3,6=1, 0=1
Segr. Stato, Francia 41 1 1867 18 5=12,2=11,1=11,6=11,7=9,4=7, 3=7,0=5, 8=4,5_=3,6_=3 4_=3, 5_=3,9=2 7~=1,7_
Segr. di Stato Spagna 423/1 & 12797 10 6=12, 4=11,8=11,7=11,2=10,0=10, 5=10,8=10, 3=10, 1=5
Segr. di Stato Francia 7/1/ 1 2917 a7 24,213, 5=6, 1=6, i=5, a=5, 2=5, 8=4 9=4 e=4, 3=3 "=3 r=3 0=3,6=3, [=3 n=3, -=3 t=2,
Segr. Stato Francia 22/32 1 785 10 1=15,3=13, 4=11, 9=10, 2=10, 8=9, 6=9, 5=0, 7=8, 0=6
Segr. Stato Spagna G_IN\24 1 363 10 0=24 5=13,6=13, 2=12,4=12, 1=9,7=5, 9=4 3=4, 8=2
Segr. Stato Spagna 364C/18 9 38595 10 8=13,1=13,5=13, 2=12, 7=12, 0=11, 9=9, 6=5, 4=6, 3=5
it
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5. Some Exemplary Results of the Project
Tools in CrypTool 2 — DECODE Parser Tester

Parser Mame Significant Entropy Mulls
MoMomenclatureParser True 2
MaoMomenclatureParser False 7.2440474077 2059 20
Momenclature3DigitsEndingWithMull1DigitsParser  True 543772172689615 8.1
Momenclature3DigitsEndingWithMNull1DigitsParser  False 5.7335435188922 84
Mamenclature3DigitsEndingWithMull2 DigitsParser  False 6.31088858836370
Mamenclature3DigitsEndingWithMull2 DigitsParser  False £6.21088858836370 72
MomenclaturedDigitsWithPrefixParser False 5.119215894029043 32 1
Mamenclatured DigitsWithPrefixParser False 5.11940099082577 30 1
Franciz4Parser False 2.921689128404563 B3
Franciz4Parser False 2.02204573142625 7.8
FranciaGParser False 2092023038180524 73
Franciz@Parser False 2.9205979T78587%0 T2
Francial7Parser False 2.92169128404563 3
Francia17Parzer False 2.022684573142625 7.8
Francia18Parzer False 2.614564428505838 g1
Francial8Parser False 5.75000969482 32
Francia346Parser False 5.051409835986291 g
Francia346Parser False 595565832371 1
Francia283Parser False 5.130813205309424
Francia283Parser False 5.13081329539424 53

(i CRYPTOOL 25 Nils Kopal 2019-10-31 20
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6. Conclusion

* DECRYPT collects historic ciphers and develops tools and resources
for transcription and cryptanalysis

* Project limits & challenges

— Will NOT be able to solve every cipher automatically, e.g. non-deterministic ciphers
— Sometimes, manual transcriptions are more feasible than automatic due to errors
— “Unknown” cipher (types) will also be hard to be solved automatically

— Tools often will support the cryptanalyst and can not replace him ©

* Benefits
— Huge set of original historic crypto material
— Many helpful tools
— New insights in early-modern cryptology
— New insights in our “hidden history”
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Questions and discussion

Thank you very much for your attention!

Do you have questions?
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