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Motivation
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Difficulty - Factors

e System design

— Diffusion

— Confusion

— Weaknesses
* Key

— Key space/length
* Ciphertext

— Length

— Language

George Lasry
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Difficulty

Easy Moderate Hard Very hard
Monoalphabetic Playfair Playfair Playfair
substitution (long ciphertext) (short ciphertext) (very short)
Transposition Transposition ADFGVX Double transposition
(short key) (long key)
Vigenere Enigma Enigma

George Lasry

(long ciphertext)

Hagelin M-209
(long ciphertext)

Hagelin M-209
(known plaintext)

(short ciphertext)

Hagelin M-209
(short ciphertext)

Sturgeon T52
(regular stepping)

Fialka

Double transposition
(long random key)

SIGABA
(known plaintext)

Sturgeon T52
(irregular stepping)
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Generic Approaches - 1

Exhaustive
Search

e Simple brute force
e Dictionary search

e Match some
constraints (e.g.,
known plaintext)

e Or optimize a scoring
function

George Lasry

Combinatorial
Search

e Backtracking
e Meetin the Middle
(MITM)

e Match some
constraints

Stochastic
Search

Hill climbing
Simulated annealing
Hybrid (e.g., nested)
Others (e.g., genetic
algorithms)

Optimize a fitness or
scoring function



Generic Approaches - 2

Frontal Attack Divide and Conquer
Key
Step 1 Part
1
Attack Key 2 — -
Key
Step 2 Part

George Lasry



Scoring Functions - Resilience to Errors vs. Selectivity
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Scoring Functions - Resilience to Errors vs. Selectivity

+ Log bigram scoring function

m |C scoring function
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Agenda

e Case studies
— Hagelin M-209

George Lasry
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Hagelin M-209

George Lasry

Boris Hagelin
1892-1983
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Hagelin M-209 — Functional Diagram

Pseudo Random

Input Displacement Sequence Generator
Letter | i e E e e e e e e e e e e e e S
i RotatingCage
1 1
— 1
Beaufort - +1 [’
1
Encoder !
¥ Total 1
Displacement 1
Output = | (Shift) : +1 [
(Z— Input + Displacement) < 1
Modulo 26 ‘J :
1 0] [
1
1
1
' +1 [
— s g p———
R Output
Letter Pins in Active = =

Position |

Pin in effective state

Pin in ineffective state

Lug engaged by an effective pin in active position Positions I

Lug not engaged

Barengaged and adding 1 to displacement

Bar not engaged Wheels 1 2 3 B S 6

o B
2
m
L]
.
|
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Hagelin M-209 - Key Space

* Wheel pins

Input Displacement Sequence Generator

Letter

RotatingCage

2131 Options Beaufort +1 | I. [“Baro1)

Encoder | || v 1| e
Total
Displacement
L o v + Bar25 |
. u gs (Z - Input + Displacement)
Modulo 26

o (

Bar 26 |

. +1 @ Bar27 |
— 238 options

* Total keyspace
2169

Pins in Active {= = = - - —
Position L.

Pinineffective state
Pinin ineffective state

Wheel = i
Lug engaged by an effective pin in active position Positions  L_ ]

Lug not engaged

Barengaged andadding1to displacement

°cr @@ o

Bar not engaged

Wheels

——
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Known-Plaintext Attack

* Frontal attack

— On full key space - pins and lugs

. . . Full Key
* Hill climbing Hill climbing (Pins and

1ah Lugs
* Specialized score ugs)

— ADE - Aggregate Displacement Score

P Y,

George Lasry



Known-Plaintext Attack - ADE Scoring Function

ADE: requires 50
known-plaintext
symbols

Score value

Simple score: Moo \.\
Ny

requires 300 \

o - -t -
known-plaintext R S
= "\_h“-'_‘.-h‘”\
symbols vz A
‘\—'i-"\---.._
--}_H

0 5 10 15 20 25 30 35 40 45 50 55 &0 65 70 75 80 85 50 85 100
MNumber of Lugs and Pins Settings Errors

— b ooreggte Displacement Error (Scaled to Fitness Score) === Number of Corredt Letters (Scaled)
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M-209 - Ciphertext-Only Attack

Frontal nested attack

Outer hill climbing - lugs

— Inner simulated annealing - pins
Log monograms

Requires only 500 letters
— Vs. 1500 with previous attacks

George Lasry

Nested
Hill Climbing
and
Simulated
Annealing

Full Key
(Pins and
Lugs)
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M-209 - Ciphertext-Only Attack

~ Challenge M-209 - Table of Honor

* Challenges solved r N,
— 1035 letters - 1977 L
— 500 letters - 2012

George Lasry won the Challenge on January 14, 2017

George Lasry 18



Agenda

e Case studies

The Playfair system was invented =~ = Lord Playfair, who heavily promoted =
by Charles Wheatstone, who first its use.
described it in 1854.

George Lasry 19



The Playfair Cipher — Key Square

* Keyword:
— PLAYFAIREXAMPLE

George Lasry

PLAYPF:
I RE X:M:
B C D=G H:=
KN O0:Q=S
T UV WwZ

PLE A

20



The Playfair Cipher — Encryption Rule 1

I
a2z W e

< O|w M
S!OG)§I-<
N 0 @ | H

HI

Shape: Rectangle

Rule: Pick Same Rows,

Opposite Corners

BM

21



The Playfair Cipher — Encryption Rule 2

PLAYTF -
I R E>X>M . -

B C D G H Ru?ep:el;ici\::emsto Right of Each
K N O Q S Letter, Wrap to Left if Needed
T UV W Z e

George Lasry
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The Playfair Cipher — Encryption Rule 3

H X I H D
cz20xmH
< OO« »
=0 QX K
N®nIomZ e

D]

Shape: Column
Rule: Pick Items Below Each
Letter, Wrap to Top if Needed

OD

L*d

George Lasry
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The Playfair Cipher — Example

Original plaintext: Hide the gold in the tree stump
Formatted plaintext: HI DE TH EG OL DI NT HE TR EX ES TU MP

Ciphertext: BM OD ZB XD NA BE KU DM UI XM MO UV IF

George Lasry
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Prior Attacks

* Historical attacks e
— Ciphertext only: 800 letters (vauborgne, 1918) |
— Key from keyword: 30 letters (vonge, 1936)
— From crib

Born February 26, 1881
New York, New Y

* Modern attacks
a H i I I C I i m b i n g: h u n d re d S Of Iette rS Breaking Short Playfair Ciphers with the Simulated

Annealing Algorithm

— Simulated annealing: 80 letters (cowan, 2008) R
e 4-grams, logarithmic scale e T

— Compression-based: 60 letters (Al-Kkazaz et al., 2018)

An Automatic Cryptanalysis of Playfair Ciphers Using
Compression

.
* Order 5, equivalent to 6-grams on log. scale e
Bm;;l:gnn UK i Bm;i::xgnr. UK '
n.al-kazaz@bangor.ac.uk w.j.teahan@bangor.ac.uk
82.nralgmail

George Lasry 25



Ciphertext-Only Attack - Short Ciphertexts

* Integrated into CrypTool 2 |
— Java code ? e - =
— Analysis Connector API . | " | [~
* Simulated Annealing = @ == ==
 Erhanced Ffm—
* b6-grams
* Rich transformations
— Swaps of any 2 elements/rows/columns
— Permutations of the rows/columns, inside row/column
George Lasry 26
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Simulated Annealing - Variable Temperature

Algorithm 4 Simulated annealing algorithm - variable temperature

1:
2
3
4
5:
6
7
8
9

10:
11:
12:

13:
14:

procedure SIMULATEDANNEALING(C,N, Ty, o) > N = SA rounds, o = cooling factor

BestKey < CurrentKey < RandomKey()

T <+ Ty

for/ =1toNdo
for T'rans formation € PossibleTrans formations|do
CandidateKey <— Apply(Trans formation,CurrentKey)

D < S(CandidateKey,C) — S(CurrentKey,C) > Degradation
P, < e"?ﬂ > Acceptance probability
if D > 0 or Random(0..1) < P,|then
CurrentKey < CandidateKey > New key accepted
if S(CurrentKey,C) > S(BestKey,C) then
BestKey <— CurrentKey > Found a better global key
T'<—o-T > Reduce temperature

return BestKey

George Lasry 27



Simulated Annealing - Fixed Temperature

Algorithm S Simulated annealing algorithm - fixed temperature

1: procedure SIMULATEDANNEALING(C,N,T) >|T = fixed temperature

2 BestKey < CurrentKey < RandomKey()

3 for/ =1to Ndo

4 for Trans formation € PossibleTrans formations do

5: CandidateKey < Apply(Trans formation,CurrentKey)

6 D < S(CandidateKey,C) — S(CurrentKey,C) > Degradation

7 P, + e_@ > Acceptance probability

8 if D > 0 or Random(0..1) < P, then

9: CurrentKey < CandidateKey > New key accepted
10: if S(CurrentKey,C) > S(BestKey,C) then
11: BestKey <— Current Key > Found a better global key
12: return BestKey

George Lasry 28



Simulated Annealing - Minimal Acceptance Probabililty

Algorithm 6 Simulated annealing algorithm - with minimal acceptance probability

1: procedure SIMULATEDANNEALING(C,N,T,P,i,) > Py, = min. acceptance probability

2 BestKey < CurrentKey <+ RandomKey()

3 for/=1toN do

4 for Transformation € PossibleTrans formations do

5: CandidateKey < Apply(Trans formation,CurrentKey)

6 D < S(CandidateKey,C) — S(CurrentKey,C) > Degradation

7 P, + e 7 > Acceptance probability

8 if D > 0 or (Random(0..1) < P,|and P, > P,,;,)) then

9: CurrentKey <— CandidateKey > New key accepted
10: if S(CurrentKey,C) > S(BestKey,C) then
11: BestKey < CurrentKey > Found a better global key
12: return BestKey

George Lasry
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Klaus Schmeh’s Challenges

Q0000006: - 000000 -P0O0O0 . - 00000008: -

@@@@@@ @@@@@@@ o . . @@@@@@ @@@@@@@
Playfair cipher: Is it breakable, if the message has

Playfair cipher: Is it unbreakable, if the message has only 40 letters? Playfair cipher: Is it breakable, if the message has
only 50 letters? only 30 letters?

Von Klaus Schmeh / 8. Dezember 2018 / 11 Kommentare /

Auf einer Seite lesen

Seite 1 von 2

Von Klaus /7. April 2018 /

CXIRED I e

e 1von 2/ Auf ej

Von Klaus Schmeh / 15. April 2019 / 7 Kommentare / Seite 1 von 2 / Auf einer Seite lesen

SURPI SURPI SURPI SURPI
EABCD EABCD EABCD EA®BCD SLERT LI
FFGHKT W jJreaKLAe JEGHK® W inHKLM,(a IA::D‘M” "“cnucu
>4 ,
MNOCQT MNOOT MNCQT® MNOOT jFG L JFGARKL
VEXYZ vNXYZ VKXY S vNXYS Wxco® KNOoOT
VHEXYZ vNXYZ
SURP1I SURPI SOURP1 SURPT
EABCD E&BCDO 28@®@p 2@3ch SURPFI SURPI
jromxy e jrenxumow " - . 5 EABCD rasco
jromxy B jreax AW 3 BA 5CB 3 ANCW
MNOGQT HMROQT » = ’YG!II(L ,YG)IKL
vuxyz vexyz MBO9 K9oQ=T MNOQT MROQT
MM XN VS EOKE veuxyaz vwxyz
SURPRI SURPI
EADCD Ea®co SURPI SURPI SURPI SURPI
§ PG H KD WM ;l‘GEKL“’(’ BEADRCD . 380C»o EADCD Ea®co
MNCOT MNOOT §PGHKE WMF {16 RRL AP ;rcnxttM»H ;rGHKLuxa
VHEXYS vNXKYZR MNCOT MNOOT MNCOT MNOOT
VW XYS vNXYZ2 VW XYS veNXxYZ

The Playfair cipher is an encryption method from the 19th century. Some say that a
Playfair-encrypted message of 50 or less letters is still secure today, if the method is My readers have shown that a Playfair cryptogram consisting of only 50 letters can My readers have shown that a Playfair cryptogram consisting of only 40 letters can
used properly. Let’s put this claim to the test. be broken. Here’s a Playfair challenge with only 40 letters. Can you break it, too? be broken. Here’s a Playfair challenge with only 30 letters. Can you break it, too?

George Lasry 30



e Case studies

Agenda
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Double Transposition Cipher - The “Spy Cipher”
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Double Transposition - Attack

* Divide and Conquer
* Phase 1

— Find K2

— Hillclimbing

— Specialized scoring - IDP
* Phase 2

— Undo K2 and find K1

— Hillclimbing, 4-grams

George Lasry

Phase 1

Phase 2

K2

K1

88



IDP - Index of Digraphic Potential

ciphertext

George Lasry

K2

undo second
transposition

. 4

interim
decryption

IDP score

e Hillclimbing
e Dictionary attack

34



The Double Transposition Cipher Challenge, 2007

e Otto Leiberich
e Klaus Schmeh

* Secure parameters
— Different K1 and K2
— Key lengths 20 to 25
— Cryptogram length

VESINTNVONMWSEFEWNOEALWRNRNCEFITEETICRHCODEEAHEACAEOHMYTONTDEIFMDANGTDRVAONRRTORMTDHE
OUALTHNFHHWHLESLITAOETOUTOSCDNRITYEELSOANGPVSHLRMUGTNUITASETNENASNNANRTTRHGUODAAAR
AOEGHEESAODWIDEHUNNTEFMUSISCDLEDTRNARTMOOIREEYEIMINFELORWETDANEUTHEEEENENTHEOOEAUEA
EAHUHICNCGDTUROUTNAEYLOEINRDHEENMEIAHREEDOV. . .

George Lasry 35



Solving the Challenge

ONLINE
Cras ']—[ il
L Jp)  Startseite Politik |Finanzen QUEEELN Gesundheit = Kultur | Pang

Seitt

Doppelwiirfel entschliisselt

Israeli knackt scheinbar unlosbares
Jahrhundertratsel

What exciting news, deciphering the “Doppelwiirfel’!
| congratulate you to this great success.
Otto Leiberich, December 29, 2013

George Lasry
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Agenda

e Case studies

— SIGABA

George Lasry 37



Design of SIGABA

Cipher Rotors

Plaintext [:>

Stepping Control
Index Index
Input Output
Logic Logic
Index Rotors
M
S E E .— F
L A D — G
o} S | — H
w T U — |
M

George Lasry

Control Rotors

38



SIGABA - Key Space

* Cipher and control rotors

Cipher Rotors

2788 options
Plaintext:>
* Index Rotors
2168 Options { i 1SteppinlgControll
Index - r Index
* Total keyspace et I:I I:I |:| utput
295 6 Index Rotors
S F lE‘
L A D
(o] S |
w i U
M

Control Rotors

George Lasry



Prior Attacks

c WW2

— “U.S. 5-letter traffic: Work discontinued as
unprofitable at this time.”

e Savard and Pekelney — 1999

— Attack on messages “in depth”
— Unrealistic operational scenario

e Stamp and Chan - 2007, Stamp and Low — 2007

— Known-plaintext attack

THE THIRD REICH
IS LISTENING

APPLIED
— 2867 yg, 2956 for brute-force attack CRYPTANALYSIS

George Lasry 40



New Known-Plaintext Attack — Concept

Cipher Rotors

Known
Plaintext :>

—

Stepping Control

Expected
Ciphertext

Index
Input
Logic

Index
Output
Logic

Index Rotors

Sorw

- »vworPrm

SEC—-—om=

Control Rotors

George Lasry

Meet in the Middle

41



New Known-Plaintext Attack — Outline

Cipher Rotors

Phase 1: Find matching
cipher rotor settings and
stepping sequences

Known Expected
Plaintext ,:> :> Ciphertext
Stepping Control <,§
Index Index
Input Output
Logic Logic

Index Rotors

Sorw

- »vworPrm

SEc—-om=

Control Rotors

George Lasry

Meet in the Middle

Phase 2: Find control
and index rotor settings
that generate one of the
matching cipher stepping
sequences

42




Hash Table for Meet-in-the-Middle Attack

(Maps to) Cipher Rotor Settings

Stepping Sequence (Hash Key)
Rotor Selection Starting

1 2 3 4 5 Positions

01011 01000 11001 00111 00111 1111000010 |=|8R | O [|4R | 7 1 |HYJNH

1 |7R| 0 |[8R| 4 [TUALM

01111 01100 11100 11001 00010 10101 10001 |=|1R | 4 |[8R | 7 | 0 |[KHJNM

11010 10011 00111 10101 00111 0011010011 |=| 0 |8R |7R | 4 [IR|EQAMB

George Lasry 43



Meet-in-the-Middle Attack — Complexity

* Processing
— Phase 1: 2471
— Phase 2: 2602
— Overall: max(2471, 260-2) = 260.2

— Comparison:
» 2936 for brute-force attack
o 2867 for best prior attack (Stamp & al. 2007)
» 236 for DES — cracked in 1997

* Space
— About 80GB RAM for hash table
* Feasible with modern technology

George Lasry 44



Solving MysteryTwisterC3 Challenges

NUMBER OF ACTIVE MEMBERS: MTC3 PARTNERS

MysteryTwister

THE CRYPTO CHALLENGE CONTEST

Start Challenges Forum My Profile

Follow us: f U

ir levels Level | Level | Level 1l Level X hallenges Hall-of-Fame

Level lll Challenges (59)

Page 1 of the challenges in , ordered by date posted (the most recent appear first).

[stamp-06] - 3 users already solved this challenge.

Decrypt the given ciphertext which is encrypted with the Sigaba machine.
Please give the letters in the key as capital letters.

This challenge has solutions that cannot be automatically checked. If you find such a solution and want to receive your points please write us an

“ Click to get to the corresponding forum topic to share your opinion.
Click to download the challenge.
B click to download the additional file of the challenge.

Congratulations George Lasry! You've already solved this challenge. You are number 3 in the of this challenge.

George Lasry



New Challenges

Ciphertext

First 100 Plaintext Letters

Hint

#1

GSZQEMAGFULNFZHHRVUTCUEXU
FBMPDGOROJRPMAUDOZMJIWJICVH
YCBZDELOWKVLYJLSZBQJXWXLR
WOIMBVUTBAVRHPPPYQDTIURLV
IQGIZSEVGXOYCMGESFOXDLPFT
UQQCRDSRNFDTBDDULFJKQGXZB
XKKIMSBSIUZSZNOOLCFRRVTOD
XFQRRXLDEMSLORKXUCGDKCZKY
ULDORUGEGDLTTROBUIVWJTBVH
YWOKANYJCGQUYGPHSMWJIRILZP
SQJIOXKKMEGMWQEXWVKE

AHZFOULZSHREWDZNEWSZBESHR
EWZTHYZVERYZHEARTZIZDIDIN
OTZTHINKZTOZBEZSOZSADZTON
IGHTZASZTHISZHATHZMADEZME

All cipher and control
rotors are at position A.

#4

CEXZZGZOYLDYPAGJQTFJSEYZP
ORHMSTYLQVSJARJLCDBYXFPKB
NREAEYVOPBQKYFYETXOUQNMAT
CBWIIFKJWZJFWZHEMJYQALVNXV
UDUVEJGJNBWZRCVMIHDHLPOSD
LSBPTENEGWIAIRZZPIPPVEEWV
VBGLNCGBKWFUUCVGTTGKGEHRJQ
XGEHVPLDDLALNWVNDOXTPPWCQ
HNAWETXVOWIZFVRWXBIIJDFAU
TMCNWDHLSCHNOBQRURVLCXLVE
YXDXKMPY IWPYOXPFXBNESBUCR
WZECWXOUDTVVNRGGHPTE

IZWILLZBESPEAKZOURZDIETZW
HILESZYOUZBEGUILEZTHEZTIM
EZANDZFEEDZYOURZKNOWLEDGE
ZWITHZVIEWINGZOF ZTHEZTOWN

The last 2 cipher rotors
and the last 2 conrrol
rotors are at position A.

#2

ZMJHMLJTJSSHZBBMYXJRVZCUS
PMETNBPZQCAHGY JDHINQNMTHY
EJAOOQYFSURONLTOGQVKOMABX
OXGKRAVBZYWBRWYWGLBYFZNNA
XIVJIVOJYYBQGTWJIIIZESYBRAN
XEWYDRMYAINJWWDEWBVCTHRGL
ZCTNHWWBRYSJSZSYMSSLUXBLZ
STDBARVGCSMTJOWIRFXYIBZCF
CCYRUXMUCISNUIFLCOJYZQTBY
DWVEJDHZBJINSAPYAUYWQGEPYOQ
ZJYWPCWVRSVCQTPHTFPGHCJAM
CFZRHYNFXJVWWNNN

WOULDSTZTHOUZNOTZBEZGLADZ
TOZHAVEZTHEZNIGGARDLYZRAS
CALLYZSHEEPBITERZCOMEZBYZ
SOMEZNOTABLEZSHAMEZFABIAN

The last 4 cipher rotors
and the last 4 control
rotors are at position A.

#5

JITWIZMPUKYDGRESPIXTYPAPA
IVGEOTXMFWRZLBRXQPNRYLCPE
WNMZFHFSMVIEEDAHWZOMBIVPA
RTAOWYOWRFACGAITUAFDFCTEV
YZAQIQXVHZFCIBSVSQJAMYPTS
YNWXBFBKDKVDOXZQQEVVGAAWI
LREYRGIPJCKVVPMQAEIAIMOPY
XCSJFDAUHYZYVQJIXGGZTMCAGW
BEICRYROYCPNGEZQFVVQTSZBP
SZYWCONNWMUBCNYQX

HOWZMIGHTZWEZSEEZFALSTAFF
ZBESTOWZHIMSELFZTONIGHTZI
NZHISZTRUEZCOLOURSZANDZINO
TZOURSELVESZBEZSEENZPOINS

The last cipher rolor
and the last conrrol ro-
tor are at position A.

#3

HYYQUSBFHVDVKSLKSGUQIVZAR
QKCQZBLLGCTCLQHZNBEQVUQJH
BROKUKRYXWPGSPDJSWLLTDASB
MTTPRPFHMSXPLBDENAYJWAQZD
JDXGBJCWXNARABTTSEZBJDYHT
NEIQCQRTFUAZDTTVEBNHJIGWQEF
UHAPPBPYJAIXGELTILPULVSNC
BJJIGEJNYDURTIVWYHINKFSLS
ALTHLBHYQBYXUK

TISZWONDERFULZWHATZMAYZRE
ZWROUGHTZQUTZOFZTHEIRZDIS
CONTENTZNOWZTHATZTHEIRZSO
ULSZAREZTOPFULZOFZOFFENCE

The last 3 cipher rolors
and the last 3 control
rotors are at position A.

George Lasry

#6

FWEYNOPSTLFMWXQITVIMRVHOL
YDEIROBXPPVZVBLCSJPSYIXIY
IJHJMCHAWSWAQBHSUVASAGYLR
DJREKIFQUXBEJZUFVIJBIMWVT
VSPHOQTRAECHEEJLBRCDTGXRP
OVSJIKDYYWNWIUTPXKVXSHDCBC
WVYDGBVJLMCPZJROXKDPTDTMC
PHXGCTHPDLVHYQHHFRTTKSOTE
IWAXEDMUOVBLSLZUWETYGNCQY
YPHZRNJRBXYVVSNPYWAEMXOIV
UQWAXAECBOCDIPLWGCVQJIVDCX
GKCBXHCUK

TOZHAVEZNOZSCREENZBETWEEN
ZTHISZPARTZHEZPLAYDZANDZE
IMZHEZPLAYDZITZFORZHEZNEE
DSZWILLZBEZABSOLUTEZMILAN

No hint given.

Table 1: New SIGABA Challenges
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Reference Source Code for SIGABA Simulator

5 Appendix - Source Code and
Challenges

GABA Simulator Source Code

* Used to create the challenges

class Sigaba
private Kotor cipherBank () = mw Kotor (3]
rolBank (] = ew Rotor (5]

Private Tndeakotor adeaBuakl] = sew Tndevkotor(s]
Sigaba(String cph. String ctl. Siring idx

* Validated against:

private statie final int TORIGHT = 0

n reversed
cph. charA(i -
phP. charAt(1)
controlBank (1 iring ITORIGHT §
Rotor (cil_charAt(i « 2 WIRINGS| wiringln.

— Pekelney (1998) | z:;';?zfi;i:‘iff:::f:‘

1dxP. charAt(1) ~ '0°)
)

Rotor  int unhn‘[n.ﬁ\ boolean reversed . int pos) {
1+ {

String enceypiDecrypt (boolean decrypt . Striag 1n) {
String outString

* Itself validated against real machine T s || e

) return
return outString (wiring [TORIGHT | ( in

— S u I I iva N (2002) P ot o

Pos +26)%26

witing [TOLEFT |[( pos—in+26) $26]+26) %26

if (controlBank [3].pos = (iat) O v int rightToLeft(int i) {
1 (treversed) (
controlBank [1]. advance () retarn
(witing [TOLEFT |[( in+pos)%26] pos +26)%26.
controlBank [3]. advance () )

} teturn

Pos—wiring [TORIGHT | [( pos 6
controiBank [2]. advance () )

)
Private static final int INDEXIN[] = statie class IndexRotor
132 454, & rivat

(
{9 5. 6,6 » static final int WIRINGS|](] = {
N 58K 5 8. 8 5. 9.1, 4,8, 2,6 )
private static final int IN . ;
(. s.s ' )
private vold cipherBankUpda )
boolcan move ||
for (int i =
1 { o
int indexin = INDEX.IN[controlPath (i)
move [INDEX_OUT{ indexPath(indexin)| — 1] = true

i < +) { int indexPath(int in)
) cipherBank[1].advance () retarn (wiring[(in + pos) % 10] — pos + 10) % 10:

Private int cipherPath(bo
it (decrypt) {

for (int £ = 4; 1 >= 0, r—)

¢ = cipherBank[r]. rightToLeft(c)

o decrypt. int ©) oid main(String (] args) {

MAMA

¢ < Ciphertank (1), teftToRIght(€) System . out. prin

1gaba("ORIN

private int cotrolPath(int ) {

for (iat r = 4; 1 >= 0, String In = sigaba.encryptDecrypt(

¢ = ControtBask (7], rightToLeft(e) System . out. printf(
} }
private lat indexpath(int c) { )

for (int r=0 4 rae)

¢ = indcBaaki s - tadexPath ()

George Lasry



Other Projects

Project

ADFGVX

Sturgeon T52

Vatican ciphers

WW1 Diplomatic codes
Enigma - double indicators

Single transposition with
long keys

George Lasry

Method

Divide and conquer, hillclimbing, IC and
ngrams

Divide and conquer, two phases,
specialized scoring and monograms
Backtracking for known-plaintext attack

Manual and computerized methods (e.g.

simulated annealing)

Mostly manual methods
Hillclimbing, specialized scoring

Hillclimbing, two phases, specialized
scoring and 4-grams

Results

600 original Eastern Front
German cryptograms, 1918

Original German cryptograms
from 1942

Homophonic and polyphonic
ciphertexts, from 16-18th cent.

1913-1915 German messages
5-10 indicators required

Key length up to 1000
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Thank You

November 1, 2019
George Lasry, Ph.D.
george.lasry@gmail.com

George Lasry, Solving a 40-Letter Playfair Challenge with CrypTool 2,
Proceedings of the 2nd International Conference on Historical Cryptology,
HistoCrypt 2019, June 23-26, 2019, Mons, Belgium, fulltext

George Lasry, A Practical Meet-in-the-Middle Attack on SIGABA, Proceedings
of the 2nd International Conference on Historical Cryptology, HistoCrypt 2019,
June 23-26, 2019, Mons, Belgium, fulltext

George Lasry, A Methodology for the Cryptanalysis of Classical Ciphers with
Search Metaheuristics, Kassel University Press, Ph.D. Thesis, 2018, fulltext

Full list of publications



http://www.ep.liu.se/ecp/article.asp?issue=158&article=010&volume=
http://www.ep.liu.se/ecp/article.asp?issue=158&article=005&volume=
http://www.upress.uni-kassel.de/katalog/abstract.php?978-3-7376-0458-1
https://dblp.uni-trier.de/pers/hd/l/Lasry:George

Classes of Active Pins

Pseudo Random

Input Displacement Sequence Generator
Letter | i e E e e e e e e e e e e e e S
i RotatingCage
1 1
— 1
Beaufort T ! [’
1
Encoder Y (R
¥ Total 1
Displacement 1
Output = | (Shift) : +1 [
(Z— Input + Displacement) < 1
Modulo 26 ‘J :
1
1
1
1
' +1 [
S P
R Output
Letter Pins in Active

Position

Pin in effective state

Pin in ineffective state

Lug engaged by an effective pin in active position Positions

Lug not engaged

HwDpoOZ 2R

Barengaged and adding 1 to displacement

Bar not engaged Wheels 1 2 3 B S 6

IX Y
3
m
n

George Lasry May 2017



Classes of Active Pins

Input
Letter
Beaufort
Encoder
~
Output = Displacement =3
(Z— Input + 3)
Modulo 26
S
W Output
Letter
- Pin in effective state
o Pininineffective state

George Lasry

Pinsin Activeg™ =

Position [ B

Wheel
| .

Positions

Wheels

Displacement Class
0o 000000
7 000001
1 101100
3 101101
12 111110
25 1113111
1 o 1 1 0 1)

1 2 3 4 5 6

May 2017
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Classes of Active Pins

0.2 -
0.15- Plaintext: P
0.1
0.05-
0 -
ABCDEFGHI JKLMNOPQRSTUVWXY Z
Class Displacement Beaufort 0.2 -
? Encryption 0154 Beaufort: 25 - P
25-P+D
Modulo 26 0-1 7
000000 0 25-p 0057
0 —
000001 7 18-P ABCDEFGHI JKLMNOPQRSTUVWXYZ
0.2 -
101100 1 24-P
0.15- .
01101 ; p | o . Beaufort: 22 - P
0.05-
111110 12 13-P o
ABCDEFGHI JKLMNOPQRSTUWVWXY Z
111111 25 0-P

George Lasry May 2017 52



ADFGVX

™ d

Fritz Nebel
1891-1967

FYGAY GXGXA ADFAG GXFDF
AXFYA GAGXA AXFDD VXXGY
XDGVYF DXFDX DAXA

0
3
D
F
A
X
F

UTHOR
65234
DXADG
XRXAFX
FGDAA
DVFXA
REAFX

Georges Painvin
I . : e 1886-1980
Substitution + Fractionation + Columnar Transposition
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Before SIGABA — Hebern Cipher Machines — 1920s

e 5 cipher rotors
* Regular stepping

. Y .
Y
-
- ' i A .
d Ns«l’lt' ‘» l“‘ .
\

Aoy e

Edward Hebern and his electromechanical rotor cipher machine

George Lasry 54



History of SIGABA — William Friedman’s Design

e 5 cipher rotors

* Irregular stepping
— Punched taps
— Plugboard

George Lasry
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SIGABA

* 5 cipher rotors
* Irregular stepping

|ll

— 5 ,,control” rotors

— Plugboard

George Lasry

Rk tantiod wad s o el s

ate cdestiiol pu Bhesay. dicd poTiiehacagadls. , Wirsin
4o fa arraiined oo Moidicate) ‘
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History of SIGABA - Final Design — US Navy

* 5 cipher rotors
* Irregular stepping

|ll

— 5 ,,control” rotors

* No plugboard

— 5 ,index” rotors

George Lasry
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Time-Memory Trade-off

* Process only 8 known-plaintext symbols
— Rotors step up to 7 times

* Less than 8 - slower
— More false positives

 More than 8 - more memory
— More matching sequences

* Pruning false positives

— Use additional known-plaintext symbols

— Or Index of Coincidence after decrypting
ciphertext

George Lasry

Stepping Sequence (Hash Key)

01011 01000 11001 00111 00111 1111000010 |=|8R | 0 (4R | 7 | 1 |HYJINH

=1 |7R|0 |8R| 4 I TUALM
4

01111 01100 11100 11001 00010 10101 10001 | 5‘ 1R

11010 10011 00111 10101 00111 00110 10011 | a‘ 0
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