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Abbreviations used

CT
CT1
CT2
JCT
CTO
MTC3
CTP
CTB

CrypTool (means the project)

CrypTool v1

CrypTool v2

JavaCrypTool

CrypTool-Online (apply crypto in a browser)
MysteryTwister C3 (international cipher contest)
CrypTool Portal (main website www.cryptool.org)

CT Book (free and open-source too)
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http://www.cryptool.org/

Agenda

Why we created CrypTool

Cryptography with the offline programs CT1, CT2, and JCT n

CT websites CTO, MTC3, and CTP

Some sample contributions from different universities

Further needs
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Agenda

Why we created CrypTool
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What Happens with the Implementations of Research Results?

http://commons.wikimedia.org/wiki/File:Universit%C3%A4t Bonn.jpg
http://commons.wikimedia.org/wiki/File:Bin.JPG
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How to Set up an Open-Source Project — 99 % of them are Dead?

e p— ; Lommee ot e mmons lang 2.0.jar
commaons-validator,jar commons-lang-Z.2.jar
ey COmmOnS'CII-l.OJar Commons"d'gemr'l-.,-ja con\n\ons.h[tpc”ent_3_1_,3(
GIEIIIID ey

~Jcommons-logging.jarp=—4commons-collections-2.1.jar

—] == ng-2.1l.ja
=] commons-cli-1.1,jar . .
commons-iang-£.1.jar

.commons-coliections-3.2.jar
= commons-dbcp-12 1jer —
i —— ed COMIMoONS-beanutils.jar

commaons-lang.jar

re.jar

™ commons-logging-1.1.ja E
= Sheo 1 2 rlcommons-collections-3.1.jarb—

Open Sou rce Mons-io- aplcommons-collections-2.1.1 jar oo =]
} [comemecn-pect 3.4 0]

commons-digester-1.8.jar Py
a IDNSHORENAN commons-pool-1.3. jar ]
=2 ==

commans-legging-api.jar

http://commons.wikimedia.org/wiki/File:Opensource.svg Logo of the Open Source Initiative
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What Makes an OS Project Successful? - Make Many People
Benefit, Make Many People Contribute, Spread the Word, and Start Again

Contributing universities (contributing with crypto plugins): > 20

— Belgrad, Berlin, Bochum, Bonn, Brisbane, Brno,
Darmstadt, Dubai, Duisburg-Essen, Eindhoven,
Frankfurt, Hagenberg, Jena, Karlsruhe, Kassel,
Klagenfurth, Koblenz, London, Madrid,
Mannheim, Osnabriick, San Jose, Siegen,
Thessaloniki, Utrecht, Warsaw, ...

Contributing people
— 70 volunteers, both experts and beginners from all over the world
— Keep the main contributors and the core team happy

High responsiveness; Administrators to run the website securely and stable
— We try to answer each mail within 2 days (we are getting circa 3 mails from users per day)
— Some effort is needed to keep Linux, PHP, Joomla, and all other tools up-to-date
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Target Users — Audience
The CrypTool project exists since more than 15 years !

Audience — heterogeneous by will

Students
Pupils
Teachers
Post Docs
Lecturers

Mission

Raise the number of pupils and students to study a MINT subject, and

Offer a modern e-learning tool to help them succeed when studying information
security / cryptography

Continue to maintain the “good things” (framework instead of bin)
Support lecturers with an open framework containing the results in cryptology
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Agenda

the offline programs CT1, CT2, and JCT “
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Overview of CrypTool: Three Offline Programs plus Websites

C RYP 't.OOL version 1.x http://www.cryptool.org/en/cryptooll

The cryptography e-learning platform.

https://qgithub.com/jcryptool/

e cddaie]e) BNe]\ | /= hitp://www.cryptool-online.org

MysteryTwister (2

http://www.mysterytwisterc3.orq/

THE CRYPTO CHALLENGE CONTEST
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CT1
www.cryptool.org/en

— CrypTool 1 [1.4.30 (released); 1.4.31 (stable); 1.5.00 (planned for 2017) ]
— C++ under VS 2015, for Win32
— Runs under Windows 7, 8, and 10; mature and still broadly used
— Available in English, German, Spanish, Polish, Serbian, Greek, and (soon) in French

W HOME © LANGUAGE

Ct CRYPTOOL 1 M

ryptography for everybody

o~

A U —
- .4

_| -

| f $ y
:ﬁ 1L \\ J

g N FREE DOWNLOADS
x @ Whatis CrypTooI 12 !
8 CrypTool 1 (CT1) is an open-source Windows program for cryptography and cryptanalysis. lt's the Q CrypTool 1
maost wide-spreaded e-learning software of its kind. '
Q CrypTool 2 sl
ABOUT CRYPTOOL 1 DOCUMENTATION DOWNLOADS SCREENSHOTS
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CT2
www.cryptool.org/en

— CrypTool 2 [CT 2.0 released 2014; beta 1 and nightly builds of CT 2.1 are both stable ]
—  C# under Visual Studio 2015 (free Express Edition) and WPF
— Runs under Windows 8 and 10 (requires the .NET framework v 4.0)

— Available in English and German. Build-in automatic upgrade mechanism

& HOME © LANGUAGE

Cryptography for everybody

FREE DOWNLOADS

o oo
/

Q CrypTool 2

What is CrypTool 27

CrypTool 2 (CT2) is an open-source program offering a visual programming GUI to experiment with
cryptographic procedures and to animate their cascades.

Q. crvrrooL1 @ Gk cryprooL 2 B JCT JervpToOL | Gt ngE“C’L [;3 Wvﬂfgg =

ABOUT CRYPTOOL 2 DOCUMENTATION DOWNLOADS SCREENSHOTS TEAM VOLUNTEER

PORTAL
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CT2

Example of modern symmetric encryption (AES) in CT2

CRYPLOOL 2

~ 0
@ 2
Home Edit
@ New ~ j

Components

Classic Ciphers

ADFGVX

| " | Caesar
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A Hill Cipher
ﬁ Lorenz SZ42
= VRE!!

ﬁ M209

ﬁ Nihilist
Playfair
* Purple

W Scytale

z; Solitaire

B et o

./ Classic Ciphers

@ Modern Ciphers

; \‘ Steganography

A { Hash Functions

-Ox Cryptanalysis

@ Protocols

[N Tools

CrypTool 2.1 (Nightly Build 6847.1) - AES Encryption (using automatic conversion) - [}
G_ ®) CrypTool 2.1 (Nightly Build 6847.1) - AES_Sample01 (Enc and dec and compare results via hashvalue).cwm — O X
Home Edit Crypto Tutorials Oavout -
- ) < B
@ New ~ jOpen ~ HSave v @ Print ./ -Log & A
o Stop Startcenter  Connect Updates  Settings Help
File s Execute s View = Extras ]
Components T Qr ’ Startcenter x w’o W AES Encryption... )q O 9% AES Sample... x
Modern Ciphers 8 a - #
P Calculation finished (To stop the workspace please push the stop button or enter new data to start a new calculation)

Symmetric A A
aES AEs Parameter
(8] Achterbah B> > = =
crierann A=ge - —HE - Aes ORLES ABPEEQ Tt vt SHE @ lags| A decrypr

-
B cametia Hallo Welt! AES 5C 6F 29 D1 58 5D 9B 94 56 A8 D4 1EBCF9 ~ he
— Hello, world. 4563 C83D 43 CB 1A CB 58 56 C4 34 21 FF
g DS Hola mundo. | 100% 8B 62 8C 07 5F 57 A8 D3 E4 72 D1 55 09 F4
B Crainvi BOIHJF)l'Jr I_e monde. AES Encrypt 88 96 45 24 B9 86 84 C3 22 48 48 D4 23 69 Advanced Encryption
Witaj Swiecie! 69 FO AC 2E E3 18 5E F4 45 38 A9 57 A7 34

HC128
HIGHT
. Mickey 2

74 characters, 5 lines

Plaintext

Y Random IV

/| Classic Ciphers

3 Modern Ciphers

% l Steganography

\7'{3\@ 4

8% 00—

AES decrypt i‘l

M ETY-T- -

SHA
[ 100%
SHA-256

=

(V]

239 characters, 1 line

Ciphertext

Comparator

Decrypt

128 Bits

Electronic Code Book

PKCS7

Warning: 19:03:03:371: Sho

Info: 19:16:16:911: Execute model now!
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CT2 Features (1)

= Visual programming (concept developed by universities of Koblenz and Aachen)

Allows the combination of cryptographic and cryptanalytic components
= |mplicit data conversion (plus explicit conversion using converters)
= CT2 learns which links are used more frequently when connecting the components

= |Control links the components directly (much faster than via the GUI).
In addition, there is an embedded components interface used e.g. in the KeySearcher.

= There is a kind of sub routines (calling component chains via the VARIABLE mechanism)

= Components can include a visualization which is shown within a window directly on the
workplace. This allows to visualize several algorithms in "parallel”.

» (Classical and modern primitives, and protocols

= Some have nice visuals like Enigma, PRESENT, Keccak, MD5, transposition, frequency
analysis, (N)LFSR, Quadratic Sieve, Key Searcher, QR codes, Padding Oracle Attack

= Video tutorials
= Further people are needed to create videos we want to show directly within CT2

= Link with information for developing new plugins:
WwWw.cryptool.org/en/ct2-documentation
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CT2 Features (2)

= Networking components supporting TCP / UDP
= Components allow different participants at different computers to perform a protocol
= Webcam encryption with and without DH

» Framework for research (to embed your research topic)
= E-learning / didactics: How to use the new mechanisms, how to try new things?

= Use the existing tools with all its elements (editor, interfaces, ...) to test and discuss new
methods (ciphers or attacks)

= Volunteer Computing for distributed cryptanalysis
= A multicast P2P network for brute-force attacks comes with CT 2.1
= Work in progress: e.g. Visualization of AES, DES, and Avalance, encrypted virtual
machine using SEAL, automated SAT analyzer using CBMC, port of Dieharder, ...
= Teaching
= Used in schools (pupils crypto courses, maths and computer science) and universities

emo

= Crypto presented more accessible and easier to understand
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O . “
Home Edit Crypto Tutorials

WY -
T3 New ~ jOpen ~

e

File ]

Execute

CrypTool 2.1 (Nightly Build 6843.1) - Startcenter

N A -Log

fa View =

Startcenter

- O X

About -

O A ©

Connect Updates  Settings Help

Extras

Startcenter

o |

x WJ AES AES Cipher (Te... X [ W Keccak Cipher

x l . Padding Oracle... X l p Heartbleed Test X [Q CrypCloudMan... X [

AES Simple AES Chat X |

]

CRYPLOOL 2

the program functionality in cryptegraphic scenarios.

. Main Functions

Welcome to CrypTool 2. There are two ways for a quick start: Click on the wizard button in the section “Main Functions” to

FUTemplates

Use the wizard to easily try some CrypTool 2 features.

Create a new workspace with the graphical editor.

Watch videos about CrypTool 2.

Read the online documentation.

Mok s» A~

Filter

Search

[ u: Cryptography

-b\ Cryptanalysis
*/ Hash Functions

J Mathematics
4 Codes

I &3 Protocols

[ E,I?E Steganography

I« Tools

ur, or load one of the pre-defined workflows in the section "Templates” which demonstrate

News

<

aa Ticket #907 (Crash report 2016-09-16) al
m Changeset [6843]: small text change

&3 Changeset [6842]: some text fixes/char
EB Changeset [6841]: some text changes

EB Changeset [6840]: fixed connection line

m Changeset [6839]: small typo fix in wizé

—

_‘ Recently Opened Templates

AES| Simple AES Chat -
Open the CrypTool Book.
w Simple Video and Audio Chat using AES encryption
p Heartbleed Test -
Visit the official CrypTool 2 website. W
. Padding Oracle Attack on AES
“ Keccak Cipher
Visit us on Facebook.
\AES| AES Cipher (Text Input) e

[] Show this welcome screen at startup.

Info: 14:17:55:939: AutoUpdate: No updates found - you are on the most current version.




Fit with one click Add text field (memo)
CT2 to workspace size to workspace

_Cryplool 2.0 (Nightly Build 5474.1) - Caesar Analysis

Y ppee @R EpoeTaeEs roout -

G- |aﬁ‘_ Gaesar Analysis % |‘£—‘t. Kecczk Hash (SHA-... x'\'|

~ =
Parameter
= =
Text Input Text Output
ABEER =H% aREEe e F7| FrequencyTest
. ~ - 2
Ns hwduythwiumd, f Hfjefwe hnumjw, foqxt pstbs fic In cryptography, a Caesar cipher, alsc known as h... Frequency Test
Hfjefr'x hnumjw, ymj xmnky hnumjw, Hipdw'x htij Caesar's cipher, the shift cipher, Caesar's code or
tw Hfjfr xmnky, ne ts] the yrnj snrugjy fsi rixy Caesar shift, is one of the simplest and most
bnijgd pstbs jshwduynts yhmsnvzjx, Ny nx fyduj Caesar Decryp widely known encrypticn technigues. It is a type of Enter the |ength of the
tk xzguynyzynts hnumjw ns bmnhm jthm gjyyjw ns substitution cipher in which each letter in the gramms to be investigated.
ymj ugfnsyjoy nx wjugfhji gd f gyyjw xtrj kngji = plaintext is replaced by a letter some fixed 1 [=]
szrgjw tk utknyntsx iths ymj fqumfgjy. Kiw jefrugj, CaesarAnalysi: number of positions down the alphabet. For =]
bnym f xmnky tk 3, F btzqi gj wjugfhji gd I, G btzgi example, with a shift of 3, & would be replaced by Handling of unknown
gjhtrj J, fsi xt ts, Ymyj rjymti nx sfiji flogjw Ozgnazx D, B would become E, and so on. The method is characters
Hfjxfw, bt zji ny ns mnx uwnafy] htwwjxutsijshj, named after Julius Caesar, who used it in his I \ ]
; ] - . |D0n1c0unt V|
[xtzwh] myyuif/js.bnpnujinf.twl/onpn/ B private correspondence, L
Hfjxfw_hnumjw] ASEE® T- L HR [source hitpy//en.wikipedia.org/wiki/ Alphabet case sensitivity
5 Caesar_cipher] | Case insensitive v |
FrequencyTest 1 character, 1 line Word boundary fragments
. 0% [ |
553 characters, 2 lines - = Sealharere 2 e | No fragments at bounda |
= o Presentation
iphertext Deciphered Ciphertext
P P J| Autozoom
x Chart height 160
Caesar - statistical analysis =
This sample parfarms a statistical analysis attack on the Caesar cipher. The character frequencies are analyzed and -- based on it -- the oom
substitution done by the Caesar cipher is reverted,
How it works:
The encrypted text is forwarded to the FrequencyTest companent. This compenent generates a bar chart of the character frequencies of the
encrypted text and sends it to the CaesarAnalysisHelper companent. This compenent performs the cryptanalysis of a Caesar cipher using the
frequency of unigrams and bigrams in the encrypted text. The calculated shift key is finally given to a Caesar component to decrypt the
encrypted text. The key may be also seen in the TextCutput "Key™, =
9% &-@—0J
Info: 00:24:10:113: ExecutionEngine successfully stopped

Additionally: Quickly adapt the CT2 GUI with the keyboard using F11 and F12
by fading-in or fading-out parts outside the actual workspace
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CT2

Home Edit Crypto Tutorials
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File
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Startcenter Updates Settings Help

] Execute F] View & Extras ]
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IQ" 4 |ﬂ_ Factorization with... 3 i © 7 Startcenter

-
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b4 iﬂ_ Keccak Hash (SHA-.. X Iﬁ Mew Project

Start

4 Factorization
Brute-force
Quadratic sieve

4 Primality test
Sieve of Eratosthenes
Miller-Rabin test
Sieve of Atkin

4 Generation of primes
Generation of primes

4 Distribution of primes
Number line
Number grid
Number of primes
Ulam’s spiral

4 Number theory
Powering
Number-theoretic functions
Primitive roots

Goldbach's conjecture

Number theory )

Powering & ‘ Number-theoretic functions &) l Primitive roots & | Goldbach's conjecture &

Input parameter

| Execute | | Cancel |

automatic execution stepwise execution | MNext stap | Resume

Base 2
Exponent | 28
Modulus |13 1

s

) = . = .
Paint order @ clockwise () anti-clockwise

Progress

L2mod13 =12

2.2%2mod 13 =4
3.4*2mod13 =8
4.8%2mod13 =3
5.3%2mod13 =6

6.6%2mod 13 = 12

Zoom

Waming: 11:40:17:419: AutoUpdate: Cannct check for updates, no connection to server.




JCT
www.cryptool.org/en

— JCrypTool [ RC 8 (stable) and weekly builds, Release JCT 1.0 planned for end 2016 ]
— Build with the free IDE Eclipse, RCP, and SWT, and using Java 8 as JRE
— Available in English and German; runs on Windows, MacOS, and Linux

— Build-in automatic upgrade mechanism

N HOME © LANGUAGE

JCTJCRYPTOOL -

Cryptography for everybody

FREE DOWNLOADS

i (¢ CrypTool 1
-
 [SETEER

. JCrypTool

What is JCrypTool?

JCrypTool (JCT) is an open-source e-learning platform, allowing to experiment with cryptography on
MAC OS5, Windows and Linusx.

CRYPTOOL- MYSTERY- "
| Q. crwrooL1 @ Gt crvprooL 2 [l JCT JcrYPTOOL el ;%‘
e j A

 PORTAL

ABOUT JCRYPTOOL DOCUMENTATION DOWNLOADS SCREENSHOTS TEAM VOLUNTEER LINKS
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JCT - Welcome and Default Perspective

CrypToc

The cryptography e-learning platform.

( 'Jc.é JCrypTool

Eile Edit Algorithmd
UEH Welcome 53

=

S PTO  — ————————

File Edit Algorithms Analysis  Visuals
8-8 12| @® @
B File Expl 32 £ Actions| = O
Bl ~
5 LA
8 HA
[, PAN
£ ZA
(=) DA
&)
D Help &2 =0

Contents (jf) Search
. Related Topics Il Bookmarks
& Index

Dragon

Dragon is a word-based stream cipher,
based on a nonlinear feedback shift
register and a nenlinear filter function
with memory.

See alzo:
E Dragon Cipher
More results:

57 Search for Dragon

B

Games Window Help

4E unsaved0l.bt 57
This is the JCrypTool sample file.

You can use this file for a fast start with JCrypTool, e.g. by
encrypting or digitally signing it using the "Algeorithms' menu,
or by applying one of the analysis offered in the

"Analysis’ menu.

All cryptographic operations are additionally arranged in the
'Crypto Explorer’ wiew on the right side. A double click on the
selected entry on the 'Algorithms' tab launches a wizard which
guides you step by step through the encryption process.
Decrypting the file at a later time works the same way.

All offered algorithms as well as all analysis always

require an opened file in one of the JCrypTool editors.
Visualizations and games on the other hand are normally
independent of any opened file. You can either use this sample
file or open any of your own files wherever one is reguired.
The original file remains untouched all the time, every
cryptographic operation creates its own working file.

The filter field on top of the 'Crypto Explorer’ view can help you

searching a particular algorithm (as well as an analysis,
visualization or game). Using this field filters the currently
active tab on matching results.

More information on learning, using and extending JCrypTool is
available in the extensive online help, which can be accessed
via the menu 'Help' --> 'Help Contents'.

-

ﬁ; [@ Default | o Algorithm

= 8 /4% Crypto Explorer 52

v = H

bﬁ.symmetric
bCIassic 4
LE] ADFGYX
bS] Autokey-Vigenére
LEq Bifid
[Jili Caesar
[Jili Double Box
LED Playfair
LEd Substitution

= =

[ Hash
= MAC
[ Random Mumber Generator
[ Signature
=) Symmetric &
fi AES
{8 IDEA
LED LFSR
{8 RC6
5 XML Security

Algorithms | Analysis | Visuals | Games

s[@ s AERAER
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JCT - Algorithm Perspective

8 00 JCrypTool
J & | @ J @ =} @Default T Algorithm
] Keystore 52 il |E%—» B2 < ¥ = O |/{F unsavedonl.txt 52 & algorithms 53

JCrypTool Keystore

¥ ', Alice Whitehat
[l Certificates (Public Keys)
¥ £ Key Pairs
b S CMSSwithSHA LandWinternitzOT5_1 (Ol
b S CMSSwithSHAIB4andWinternitzOTS_1 {
b £ CMSSwithSHAZ BdandWinternitzOTS_4 1
b S DSA (0ID: 1.3.14.3.2.12)Key Pair (key 5
b S ElGamal (OID: 1.3.14.7.2.1.1)Key Pair (|
b S RSA (OID: 1.2.840.113549.1.1.1)Key Pz
b S RSA (OID: 1.2.840.113549.1.1.1)Key Pz
¥ = Secret Keys
= AES, Rijndael (OID: 2.16.840.1.101.3.4
2= HmacMD5 (0ID: 1.3.6.1.5.5.8.1.1) (key
= IDEA (OID: 1.3.6.1.4.1.188.7.1.1) (key !
= MARS (key strength: 128)
= RCE (key strength: 128)

2 Help 52 =] ¥ =08

[ contents &7 search = Related Topics
Eﬂ] Bookmarks [%j Index

Operations

After selecting an algorithm in the Algorithms view,
the corresponding entry will appear in the
Operations view. This view allows you to enter the
input source (either the text editor or a file) and the
output destination (a file). Via drag and drop from
the Keystore view, a key can be added to a specific
operation. It is necessary to add a matching key
before executing an algorithm.

To execute an algorithm, after all parameters are set
correctly, click on the execute icon in the upper right
corner of the Operations view.

More results

This is the JCrypTool sample file.

You can use this file for a fast start with JCrypTool, e.g. by
encrypting or digitally signing it using the "Algorithms' menu,
or by applying one of the analysis offered in the

"Analysis' menu.

All cryptographic operations are additionally arranged in the
"Crypto Explorer' wview on the right side. A double click on the
selected entry on the 'Algorithms' tab launches a wizard which
guides you step by step through the encryption process.
Decrypting the file at a later time works the same way.

All offered algorithms as well as all analysis always

require an opened file in one of the JCrypTool editors.
Visualizations and games on the other hand are normally
independent of any opened file. You can either use this sample
file or open any of your own files wherever one is required.
The original file remains untouched all the time, every
cryptographic operation creates its own working file.

The filter field on top of the 'Crypto Explorer' view can help you
searching a particular algorithm Cas well as an analysis,
visualization or game). Using this field filters the currently
active tab on matching results.

More information on learning, using and extending JCrypTool is
available in the extensive online help, which can be accessed
via the menu 'Help' --» 'Help Contents'.

) Operations 32

Current Entry: (Shacal) no name Created on: Wed Apr 10 23:00:08 CEST 2013

YEQ. (Shacal) no name Created on: Wed Apr 10 23:00:08 CEST 2013

Padding: PKCS5Padding

YaAsymmetric Block Ciphers
EIGamaI (OID: 1.3.14.7.2.1.1)
cEliecePKCS (OID: 1.3.6.1.4.1.8301.3.1.3.4.1)
[ MeRrsa
MpRSA
Niederreiter
RSh_PKCSl_Vl_S (0ID: 1.2.840.113549.1.1.1}
[ RSA_PKCS1 v2_1 (0ID: 1.2.840.113549.1.1.7)
YaBIock Ciphers
» %] camellia

[ saFER++
erpent (OID: 1.3.6.1.4.1.11591.13.2)
hacal
[&]shacal2
Twofish
Ya Hybrid Ciphers
ECIES

. ¥ (g )
%7 search for Keystore view E Igpu(.n’Output. [ CmacDESede
2 Input: <Editors ¥ 5 HMac
& Output: <Editor> [#]Hmac (OID: 1.3.6.1.5.5.8.1.2)
o= Key: [FHmacDHA256
[ Operation: <not specified> HmacFORKZ 56
[& HmacMD4
[EHmarMD5 (0IN: 1.3.6.1.5581.11
| o W 1]
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McEliecePointchevalCipher (OID: 1.3.6.1.4.1.8301.3.1.3.4.2.2)
Ya Message Authentication Codes
» [ CBCMac
v a CMac
[ CmacaEs128
[&]CmacAEs 192




JCT Features

— Platform independent

— Acrypto plugin developer doesn't have to care for the other operating
systems. He/she just develops on his platform.

— Two perspectives (Default and Algorithm) )

_ These features plus
— Two crypto providers (FP and Bouncy Castle) a modern GUI are
— Text and hex editor offered by JCT.
— Cascading of ciphers —  The crypto-plugin
— Action history developer decides
— Common key store used by all modern plugins. what to use.

It stores secret and public keys, certificates and some meta data.

— Work in progress or planned: build multi-tree variant of MSS, connect existing
plugins, brute-force search, graphical interface for Bouncy Castle in JCT, ...

. : “ a0
2SI

— Link with information for developing new plugins:
https://github.com/jcryptool/core/wiki
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JCT

i 5 E Elliptic Curve Calculations &3 [f=¢7
= =a
ﬁ Crypto Explorer 3 |
Elliptic Curve Calculations
I-"- R -\\II Felect the type of curve and fill in the curve attributes.
k ":l. LY Qe (2T TEXT ﬂ It's then possible to perform calculations on the curve (addition of two peints and scalar multiplication of a point).
Elliptic Curve (y* = x* + ax + b) Settings
ﬁ"h"isu.ﬂs Eel . Curve size
(=) Small () Large
b1 Android Unlock Pattern (AUP)  Curve type
. . . Real number F(p) F(2Am}
ﬁ Ant Colony Optimization —+s e O O

.- Curve attributes

LZg Chinese Remainder Theorem a=lo 3
P = -

Algorithms |Anahr5i5 |‘u"i5ua|5. Gamesl ’ 15_ 8

Calcul

[ Please choose P in the graphic with your mouse
and select how to choese Q:

(E) Choose Q also with your mouse

(") Choose Q as k*Pwithk = 1 U

G_]. —Is 0 L P= - (-1.0[3.74)
1(4) reria-

Save results?

G (6) 2(2)

| Browse | | Save now |

5(3) 3(9)
4':1] Y =x*+15

Zoom graph

| Remove selection |
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JCT Information for Developers

Wiki:

https://github.com/jcryptool/core/wiki

Style guide:

https://github.com/jcryptool/doc/blob/master/Guidelines/JCrypTool-GUI-Guidelines.pdf

Information for both, the core
and the plugin developers, is
provided in the Wiki.

JCT-plugin developers should
not need any projects from the
JCT repository but need to run
JCT as atarget platform and
develop for it.

Included in JCT itself is the
User Guide (see screenshot
here) — in analogy to Eclipse.

& Help - ICrypTool
p - JCryp

Search:

Contents

= @ User Guide
B About JCrypTool
B Tips and Tricks
el General Information|
B Changing the Language
B Cheat Sheets
24 Editors
uf Perspectives
24 Preferences
B Updates
2 Views
& Cryptology
& Algorithms
& Cryptanalysis
= Games
& Visualizations

5| = 2 a

Scope: All topics

o el 8
User Guide > A

General Information

JCrypTool is based on Eclipse, which brings in
important concepts like perspectives, views and
editors. You can learn all you need to know about
these concepts when using JCrypTool on the
following pages.

A view with context sensitive help is available on the
lower left in both perspectives to make JCrypTool
usage as easy as possible. The help contents shown
here are based on the active (currently selected) GUI
part. Use the links to open the complete online help
with more information on the topic. Please remember
that the context help must be provided by each plug-
in. In case this information is missing the plug-in
author simply did not provide any content.

li'_i)HeIp 23 =0

= Related Topics

File Explorer View
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Agenda

CT websites CTO, MTC3, and CTP
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Online Resource: CTO
www.cryptool.org/en/cryptool-online

— CrypTool-Online
—  CrypTool within a browser (running on a PC or on a smart phone)
— Currently, backend gets new infrastructure with Angular 2, Bootstrap, and Joomla 3.6

— Available in English and German

® HOME © LANGUAGE

Cryptography for everybody

FREE DOWNLOADS

What is CrypTool-Online?

CrypTool-Online (CTO) runs in a browser and provides a huge variety of encryption methods and
analysis tools including illustrated examples.

|
CRYPTOOL- MYSTERY-
Q. cryrrooL 1 @ Gk cryprooL 2 @ JCT JycrypToOL ll Gt ONUNE [;3 TWISTER €3

HOME

PORTAL
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CTO: http://www.cryptool-online.orqg

([T Frefox > | — . e W — - T— = 13

|CRYPTOOL P... |CRYPTOOL P... |CRYPTOOL P... |ECRVPTO0L P... |[§]cerTO0L P... |©Home-jcrypt...|CrypTooI-... x ImCryptoportal... |\v CrypTool - W... | +
Pl S & B~

| € S cryptool-online.org B—

. CRYP*OOL-ONLINE

Ciphers Codings Cryptanalysis Highlights CrypTool-Homepage

What is CrypTool-Online?

Ciphers Cryptanalysis

Encrypt directly within your browser
la | ciph How do | cbtain the clear text

decryption k CrypTool-Online provides an exciting insight into the world of cryptology. A great variety of
ciphers, encryption methods and analysis tools are introduced, often together with illustrated
examples. Our emphasis is on making explanations easy to understand with the goal to
further the general interest in cryptology and cryptanalysis. Therefore, this website also
provides applets to experiment with the introduced methods and to learn the principles in an
interactive way.

You can learn the fundamentals of historically relevant ciphers in a little while {e.g. the
) i ) Enigma, which significantly affected the progress of World War 11), and also use the tools
CDdII‘IgS H'Ehhghts provided on this website to encrypt messages yourself. You can also decrypt and
are codings used and interesting B analyze already encrypted messages to educate yourself about the weaknesses of the
do they g tare secure o different ciphers.

CrypTool-Online is the online version of the free e-learning program Ci

CrypTool online is primarily intended for studying the fundamentals of classic ciphers, the
download version of CrypTool is also suitable for working with longer texts and conducting
high performance analyses on encrypted messages.

_ s (among others: ADFGVX, Alberti, Bifid, Caesar, Enigma, Four-Square, Freemason, Navajo, Nihilist, Playfair, Vvigenere)
Coding methods (ASCII, Bacon, Baseb4, Code38, Huffman, Morse [you can listen, guess and learn])
(amaong others: Autocorrelation, Frequency analysis, n-gram analysis)

Links Contact Imprint Sitemap

Copyright @ 1958 - 2013 CrypToal Project [ Contributers



http://www.cryptool-online.org/
http://www.cryptool-online.org/
http://www.cryptool-online.org/

Online Resource: MTC3 — The Cipher Contest
www.cryptool.org/en/mtc3

— MysteryTwister C3 (MTC3)
— International Crypto Cipher Contest

Mystery Twister

THE CRYPTO CHALLENGE CONTEST

— Available in English and German

— Currently more than 200 challenges, created by more than 40 different authors

W HOME ® LANGUAGE

(3 MYSTERY TWISTER C3 i

Cryptography for everybody

FREE DOWNLOADS

What is MysteryTwister C37
MysteryTwister C3 (MTC3) is an international Crypto Cipher Contest offering a broad variety of
challenges, a moderated forum and an ongoing hall-of-fame.

CRYPTOOL- MYSTERY-
Q. cryerooL1 B Gk cryprooL 2 M JCT JCRYPTOOL AR BB vas

HOME

PORTAL

il (¢ CrypTool 1

CrypTool 2

o
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MTCS3: http://www.mysterytwisterc3.orq/

CrypTool 1 - CrypToo... X [ Start X W CrypTool - Wikipedia,... > | ) ICrypTool - GitHub X ‘ actual - Englisch - Deutsc... X ‘ ar

€ 9 (0@ https//www.mysterytwisterc3.org/en/ El ¢  Q Search Ww B ¥ & 4 5 © O

NUMBER OF ACTIVE MEMBERS: MTC3 PARTNERS

MysteryTwister 7535

Register here
THE CRYPTO CHALLENGE CONTEST

Start Challenges Forum MysteryTwister |

Follow us: f S

About MTC3 Partners News

FOUR LEVELS OF CHALLENGES

MysteryTwister C3 offers something for everybody by
featuring four levels of challenges, from pen-and-paper
riddles to highly sophisticated mathematical mysteries.

Register here

Welcome to MTC3 — The Cipher Contest

You like riddles? You always loved to solve the crosswords in your newspaper? Or maybe you are just curious and want to find out about some of the
+++ +++
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I —

E leonhard euler - Google-5 % CRYPTO 2013 ® [ Finse winter school 2013 | x [

=

C [ www.mysterytwisterc3.org/en e all-hall-of-fa
Start Challenges Forum MysteryTwister |

Overall Hall-of-Fame

[

35;50 14;51 0_!41 0_!11

solved solved solved solved

Overall Hall-of-Fame (This month)

The Overall Hall-of-Fame contains the sum of all achieved points of all solved challenges for all users. You will get at least 100 points for a level | challenge,
1,000 points for a level Il challenge, and 10,000 points for a level 11l challenge (minimum points per challenge). As closer to the date it was published you solve
it as more points you'll get: The maximum is the double of the minimum points when you send in the correct solution within a day after the publishing date. If
you solve a challenge some weeks after it was published you will only get about 110 % of the minimum points. The points will be fewer every day, but will
never fall below 100 % of the minimum points.

If you want to know more on how the points are calculated, take a look at the shown at the end of the Overall Hall-of-Fame table.

Using the drop-down list at the right side on top of the following table you can select the displayed time frame of the Overall Hall-of-Fame.

Time frame: view from 2013-04-01 to 2013-04-16

Rank User #Level I
(#57) (#0)

Velko Nikolov (staafl) 0

mk (bilbobeutlin)
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@ Level I - Mozilla Firefox

Datei Bearbeiten Ansicht Chronik Lesezeichen Extras Hilfe

. [BlLevelt > |[HLeveln [ Level m | M... | [BE] Level X | My... | [ Forum | My... Em (st > +

-..(- 4_' & || S ¥ |- |. http:/Swwew. mysterytwisterc3.org/findex.php/en/crypto-challenges/level-1-cryptography-challe | Pl e

Level | challenges (19)

All challenges in . ordered by date posted (the most recent appear first).

[wolter-01] - 4 users already solved this challenge, 3 users are working on it.

A piece of music is given as mp3 file and in music notation. The notes represent a secret message, which was encrypted with two classic
methods. In part 1 of this challenge you have to solve the first of these methods. Thereafter, you can set out to solve part 2 (which is in level 2).

= Click to get to the corresponding forum topic to share your opinion.
Click to download the challenge.
B click to download the additional file of the challenge.

Revealed the secret of the challenge? Check if it's correct: _

[wolf-01] - 5 users already solved this challenge, 1 user is trying it.

By the time guantum computers exist, the actual signing algorithms are not secure anymore. Then one can switch e.g. to so-called "Unbalanced
Oil and Vinegar" systems. It is your challenge to break a simplified version of such a system today already.

™ Click to get to the corresponding forum topic to share your opinion.
Click to download the challenge.

®  Suchen: romlec ¥ Abwarts 4 Aufwadrts &7 Hervorheben [ GroB-/Kleinschreibung
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http://www.mysterytwisterc3.org/

Home EN - Cryp... X [l Start X | W CrypTool - Wiki... X ‘ ) JCrypTool - GitH... X ‘ actual - Englisch - D... X ‘ o=

€ O @ https//www.cryptool.org/en/

& C®search B O 3I A 495 e

®LANGUAGE

Ct CRYPTOOL PORTAL

Cryptography for everybody

What is CrypTool 27

FREE DOWNLOADS

(% CrypTool 1

CrypTool 2 (CT2) is an open-source program offering an innovative visual programming GUI to experiment o
with cryptographic procedures and to animate their cascades. § B & CrypTool 2

CRYPTOOL
Q CRYPTOOL 1 Q CRYPTOOL 2 JCT JCRYPTOOL ONLINE

About CrypTool Documentation ¥  Education v  Contributors  Links / Books

(k. CRYPTOOL NEWS

JOIN THE #CSCG

The Cyber Security Challenge Germany
(CSCQG) is the German hacking
competition for pupils and students.

https://www.cryptool.org/en/cryptool2 *Nges starting

= ¥ JC1 JCrypTool

The CrypTool Portal

The CrypTool Portal raises awareness and interest in encryption techniques for everyone.

All learning programs in the CrypTool project are open source and available for free. The
CrypTool project develops the world most-widespread free e-learning programs in the area of
cryptography and cryptoanalysis.
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CrypTool Book: Background Information (some more maths)

On the CTP website:

Menu path:
“Documentation” = “CT Book”

http://www.cryptool.org/en/
ctp-documentation/
ctbook

Edition 12 from 2016

- CT-Book-en.pdf - Adobe Acrobat Reader DC

Home Tools CT-Book-en.pdf

@ Bookmarks X
m

N & %

@ m Overview about the Content of the

CrypTool Book
m Contents Overview

m Contents

Preface to the 12th Edition of the
CrypTool Book

N Introduction — How do the Book
and the Programs Play together?

® m 1 Security Definitions and
Encryption Procedures

® m 2 Paper and Pencil Encryption
Methods

® m 3 Prime Numbers

4 Introduction to Elementary
Number Theory with Examples

& N 5 The Mathematical Ideas behind
Modern Cryptography

® m 6 Hash Functions and Digital
Signatures

® m 7 Elliptic Curves

® m 8 Introduction to Bitblock and
Bitstream Ciphers

& N 9 Homomorphic Ciphers

& N 10 Survey on Current Academic

Results for Solving Discrete
Logarithms and for Factoring

& m 11 Crypto 2020 — Perspectives for
Long-Term Cryptographic Security

® N A Appendix
m GNU Free Documentation License
m List of Figures
m List of Tables

m List of Crypto Procedures with
Pseudo Code

m List of Quotes
m List of OpenSSL Examples
m List of SageMath Code Examples

m Bibliography with References from
All Chapters

v

X

-

| The CrypTool Book:

Learning and Experiencing
Cryptography with
CrypTool and SageMath

' Prof. Bernhard Esslinger
tand the Development Team
tof the Open-Source Software CrypTool

E

L Edition 12 (2016)

4
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How to Search for a Specific Crypto Functionality within CrypTool
http://www.cryptool.org/en/ctp-documentation/ctp-functions

On the CTP website:

Filter on the

CrypTool portal for the
currently around 500
different functions
(from all CT versions)

Menu path:
“Documentation”
- “CT Functions”

Plus within the offline
programs:

— Online help search

Filters within CT2 and
JCT

Cryptological functions in different CrypTool versions

Selection

Cryptographic category:

Additional search phrase: fac

CrypTool 1 (CT1)

No filter applied

CrypTool 2 (CT2)

JCrypToal (JCT)[7] CrypTool Online (CTO) [7]

4 rows found according to the selection criteria.

=
L]

Function CT1 CT2 CT 1 Path CT 2 Path
Factorization of a Number X CATVWAAN [ Indiv. Proceduresh RSA Cryptosystemt Factorization of a [C] Cryptanalysis\ Generic\ Factorizer
Number...\ Brute-force [C] Cryptanalysis\ Generic\ Quadratic Sieve
Indiv. Procedures\ RSA Cryptosystemh Factorization of a [T] Mathematics\ Factorization with Trial Divigion
Number...\ Brent (brute-force)
Indiv. Proceduresh RSA Cryptosystem Factorization of a [T] Mathematicsh Factorization with General
Number...\ Pollard Number Field Sieve
Indiv. Procedures\ RSA Cryptosystemh Factorization of a [W] Starth Mathematical Functions\ Prime
Number_..\ Wiliams. Factorization
Indiv. Proceduresh RSA Cryptosystem Factorization of a [M] Crypte Tutorials\ World of Primes' Factorizationh
Number...\ Lenstra Brute-force
Indiv. Proceduresh RSA Cryptosystemh Factorization of a [M] Crypto Tutorialsh World of Primes' Quadratic
Number...\ Quadratic Sieve Sieve
General Mumber Figld Sieve (GNFS) C\T [C] Cryptanalysis\ Generic\ General Number Field
Sieve
[T] Mathematicsh Factorization with General
Number Field Sieve (GNFS)
Prime Number Tutorial X N Indiv. Procedures\ RSA Cryptosystem) Prime Number Test. .. [M] Crypto Tutorials\ World of Primes
Indiv. Proceduresh RSA Cryptosystemt Generate Prime Numbers...
Indiv. Proceduresh RSA Cryptosystem Factorization of a
Number...
Quadratic Sieve (QAS) C\T [C] Cryptanalysis\ Generic\ Quadratic Sieve (QS)
[T] Mathematics) Factorization with Quadratic
Sieve

Prof. Bernhard Esslinger: “CrypTool — E-Learning Project for Cryptography and Cryptanalysis”
Gl Crypto Day * Walldorf, SAP * Sep 22nd, 2016



http://www.cryptool.org/en/ctp-documentation/ctp-functions
http://www.cryptool.org/en/ctp-documentation/ctp-functions
http://www.cryptool.org/en/ctp-documentation/ctp-functions
http://www.cryptool.org/en/ctp-documentation/ctp-functions
http://www.cryptool.org/en/ctp-documentation/ctp-functions

Agenda

Some sample contributions from different universities
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Sample Contributions

Hagenberg, Eindhoven | JCT Post-quantum series: WOTS, Merkle signature schemes
Kassel CT2 Quantum key-exchange protocol BB84

Utrecht JCT Elliptic curve calculations over R, F(p), and F(2"m)
Hagen JCT Inner states of DES

Frankfurt, Darmstadt JCT Kleptography (4 attacks implemented)

Kassel, Belgrade CT2 Network communication, Chat

Bochum CT2 Keccak for hashing (SHA3), as PRNG and as stream cipher
Frankfurt CT2 Padding-oracle attack

Kassel CT2 Heartbleed attack against 2 life servers

Kassel, Duisburg CT2 CrypCloud — distributed computing

Bochum CT2 SAT solver (analyzer at work, problem with port from Unix)
Brno CT2 Protocols like oblivious transfer
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@ JCrypTool

File Edit Algorithms Analysis Visuals Games Window Help
BEvedRel2/e0®

— O

X

i1 ‘ b= Default % Algorithm

= |El Winternitz OT-Signature (WOTS (I:I MerkleTree & [ Extended Euclidean / Reciproca} El Certificate Veriﬁcationw ElShanks Babystep—Giantstep} El Huffman Codingw

= &

Seed and Key Generation MerkleTree Message Signing Verification

|

Merkle Signature Scheme (MSS)

eXtended Merkle Signature Scheme Merkle Signature Scheme (MSS)

The eXtended Merkle Signature Scheme (XMSS) is a Scheme, that extends the Merkle Signature Scheme. One Advantage dd kle Scheme (XMSS)
are smaller as in the MSS. An other Difference to the MSS is the Usage of the Bitmask Q and the L-Tree. With this two Ext&nswowms; e asen ( TG U,
function can be replaced by a second preimage resistant hash function.

Seed 444402438794322819 Generate new Seed

Generate Key Pairs

Merkle Signature Scheme uses the Winternitz One Time Signature (WOTS) Scheme in the Seedmode, which generates the Keys with the help of a Seed. One must use

2"n keys because else there are problems with the verification of Merkle signatures. For more information please consult the help menu.

Number of Keys 8 %

EER 3
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@JCrypTool
File Edit Algorithms Analysis Visuals Games Window Help

fEvEedobe B e®

O

X

i1 ‘ b= Default % Algorithm

= |El Winternitz OT-Signature (WOTS (I:I MerkleTree & [ Extended Euclidean / Reciproca} El Certificate Veriﬁcationw ElShanks Babystep—Giantstep} El Huffman Codingw

= &

Seed and Key Generation MerkleTree Message Signing

|

Here you can see the Signature. The signature will only be verified correct, when the correct Node is chosen. Otherwise the verification will fail.

‘Please click Verify to check the chosen Node.

Verify

Node

Leaf O Leaf 1 Leaf 2

Node

Root

Node

Leaf 4

Leaf 5

Leaf 6

Node

Leaf 7

Test

EER 3




@ JCrypTool — O X

File Edit Algorithms Analysis Visuals Games Window Help

EvElLe B|lo® E"@Default % Algorithm

= |El Winternitz OT-Signature (WOTS (I:I MerkleTree & [ Extended Euclidean / Reciproca} El Certificate Veriﬁcationw =l Shanks Babystep—Giantstep} El Huffman Codingw -
e =
&

Seed and Key Generation MerkleTree Message Signing Verification

EER 3

Here you can see the Signature. The signature will only be verified correct, when the correct Node is chosen. Otherwise the verification will fail.

| Verify ‘

Root

Node -

- Node Node Node

Leaf 0 Leaf 1 ) \eafd) Leaf 4 Leaf 5 Leaf 6 Leaf 7

|Hash = (82D6AE28F907BC7BDF1D31C44CD3EAB5384A6DE768A9DB1584D2E5CACH1 5964C)i

Test




JCT

-
b= JCrypTool

e

File
&

S fE

h

B

EE

Edit  Algorithms  Analysis  Visuals Games

2@ @

Window Help
M=

E| Diffie-Hellman Key Exchang E| Magic Door El Extended RSA Cryptosystem E| Werifiable Secret Sharing E| Inner States of the Data Enc E| Elliptic Curve Calculations &2

Elliptic Curve Calculations

Select the type of curve and fill in the curve attributes,

It's then possible to perform calculations on the curve (addition of twe points and scalar multiplication of a point).

Elliptic Curve (y* mod p = (¢’ + ax + b) mod p)

=]

50

IS

40 + =] o o

BT

30+ s

-]
LX)

| | | L | |

oo

| I I T I I
5 10 15 20 25 30

y* mod 53 = (1 + 10x + 15) med 53
Zoom graph <
Points (64)

0 asno

(44]16)

o) a5 )
©42) (15[28) 27126) (45)18)
@n9) a7n3) @720 @5p35)
@234) 17}40) (28126) @712

{1812) (2827) 7)51)

Remove selection

F

lam | »

H 0 Algorithm
= &

= =
L

B

h

Settings
Curve size

@ Small () Large

Curve type
© Frm)

() Real numbers @ F(p)

Curve attributes

Calculations

Please choose P in the graphic with your mouse
and select how to choose Q:

@ Choose ( also with your mouse
(1 Choose Qas kK*Pwithk= |1
Results:

P= (26(34)

Q= (4]15)

R=P+ Q= (1439

Save results?

Browse | | Save now

Auto save
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|| File Edit Algorthms Analysis Visuals Games Window Help

'B~-8lRe| B ® =5 (17 Default ) 5 Algorithm

[=] Android Unlock Pattern (El Extended RSA Cryptosystem (El Elliptic Curve Calculations | [=] |
Algorithm Study | Anti- / Fixed Point Study | 5-Box Study | ~

Information Input

Different aspects of the encryption or Mode Key Data

decryption process of DES are visualized. @ Encrypt @ KO0 k3] k5 O kB] ) Manual key (16 hexdigits): Plaintext (16 hexdigits): Ciphertext:

Key: ©Decrypt  OKOl Okl ©k12 Okl | ROl 1 6 | 89B07EISAIBIRTE

The key kis used to encrypt or decrypt

the data.

Output table "Roundciphers™ Output

The table shows the intermediate round Roundciphers | DES(k p+e_i) | Distance Matrix | Roundkeys | cn Malrin|

ciphers m[d]-m[17] for the process =

(en-/decryption]. 1 2,3 4 5 6 7 8 9 10 11 12 13 14 15|16 17 18 19 20 A 22 23 24 5 X% 27 28 29 30 31 32 DIST |

For each column: Adjacent bit-colors
change if adjacent bit-values change.

Cutput table "DES(k, p+e_i)™

Faori=1, .., 64: Plaintexts p and p+e_i
differ at position i by one bit.

Each DES(k; p=e_i} is presented and
compared with DES(k,p) using the
Hamming distance DIST as measure.

Cutput table "Distance Matrix™
Two matrices visualize Hamming distances

Mare information can be found on the tab.

Cutput Table "Roundkeys™
The table shows the 16 round keys.

Output table "CD Matrix™:

Round key k_i is generated from Ci], D[]
by cyclic operations combined with
specific bit-elections.

For more information please consult the
documentation.

Status

mg o 9o 0 o0 o0 09090111 1111190 0 0 000w0w@01 1 11 1 1 11

mi2] 1 1

mEd] 1

mB] 1

miE 0 1

mi10] 1 1

mi2l 0 1

ml4] 1 1

ml161

2013-04-24 00:58:54 Data Evaluation: Mode=Encrypt, Key=K[0], Data=1111111111111111

e
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Kleptographic attacks on RSA

Kleptography is the technique of stealing information securely and subliminally by introducing an asymmetric backdoor in a cryptographic system. This can be accomplished in an RSA cryptosystem by using
a subliminal channel to leak encrypted data that will allow an attacker to easily factor a given RSA modulus. When executed correctly in a black-box device, the encrypted output will appear perfectly normal
and even a successful reverse-engineering of the system will not reveal the leaked data. It may reveal the presence of the attack, but the private key of the attacker will not be revealed. This implementation
uses RSA and includes four different malicious methods of generating keys that an attacker could use to compromise a device. This topic shows how important it is to use truly randomly generated keys.

Key generation
Settings

Method: Attack 4: SETUP
«7
Key bit length: /' | 64 > |(in decimal)

/
Additional cryptosystem values

Attacker's M e4643b83
Attackeg}é/ E 8bab9%abd
Encryp*/t/ed p b356b562

N’ Q/emporary composite) b356b5625cf9e581

/
/;?;fandard cryptosystem values
/

/

/
/

P (prime)

Generate primes P and Q
9134767
N=P*Q
b356b561a090a96f
E (public exponent)

67960daebc661227

Calculate N

D (private exponent)

Calculate D
88270e838fcd1ba7

Plain- and ciphertexts
Original message (plaintext)

~ O Binary O Decimal @ Hexadecimal

Generate new attacker keys

Generate all at once
Q (prime)
e45370b9

Generate random E Restore default E

Encrypted message (ciphertext)

Dishonest key generation in RSA: SETUP attack

Step 1: A SETUP (secretly embedded trapdoor with universal
protection) attack is designed to leak encrypted data out of a
cryptographic device. In this example, it is assumed that the
attacker has compromised the device to contain his or her own
public key.

Step 2: The prime P will be generated randomly. It will then be
encrypted with the attacker's public key. A temporary composite N'
will be designed so that the upper half of the bits are equal to the
encrypted P, and the rest is random. The second prime Q is
calculated by division from the equation P*Q + R = N', where R is
an unused remainder. Warning: this may take several seconds or
even minutes for large key sizes!

Step 3: Multiply P and Q together to calculate the actual composite
N. N is also equal to N' - R. Note that if R is large enough, the
upper half of the bits in N may be equal to one less than those in
N'. The attacker will later have to take this into account.

Step 4: Calculate Phi, select the public exponent E, and calculate the
private exponent D by finding the modular inverse of E mod Phi. E
and N together form the public key, and D and N form the private
key.

Step 5: Enter a message below and encrypt it with the public key.

Decrypted ciphertext (plaintext)

this is a test message

Attack 4: SETUP

Generate honest (random) primes
Attack 1: Use fixed P
Attack 2: Generate P via pseudo-random function

Attack 3: Generate P via pseudo-random generator
Attack 4: SETUP

7247tb1344b4742e2dd0c21024b7e3e49cealfcfed03c84411
2065b879a254984e190ad3da1e496069ed5c5e6fb8fI65

Encrypt

Decrypt | Save public key and ciphertext

this is a test message

A gl=|e® & | b Default % Algorithm
E 1 ARC4 / Spritz | El Kleptography R
§ Key generation and encryption SETUP attack

EER- TN
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FER

& 0l »

2| @@

1 ARC4 / Spritz | El Kleptography &

Key generation and encryption ISETUP attack

The attacker's perspective

- O

| B

i)

The goal of an attacker is to use publicly available information, i.e. the public keys and ciphertexts, to obtain the information that he or she needs to factor the key composite N and thus recalculate the

private exponent D.

Decrypt encrypted P
Calculate private keys
Decrypt ciphertexts

Back to Key Generation and Encryption

Carrying out a SETUP attac

Step 7: Extract the encrypted prime P
from the upper bits of the composite
N. Decrypting this value with the
attacker's private key yields the prime
P, unless a borrow bit was taken in the
earlier division. Since the attacker can't
know if this occurred, he or she must
decrypt both the encrypted P and that
value plus one.

Step 8: Using P and P along with the
public key allows the attacker to
reproduce the second prime Q and
then the private key. The attacker must
calculate Q and Q', although only one
of them will be prime and divide N
evenly.

Step 9: You now have two possible
keys to decrypt the ciphertext with. An
attacker should already know which is
correct, but one will always reproduce
the original plaintext message and the
other nonsense.

Public key
The public key is by definition publicly accessible and thus visible to an attacker. This key was copied directly from the first tab.
N (composite)

b356b561a090a96f

E (public exponent)
67960daebcb61227

Additional data

The encrypted P is read from the upper bits of the public key composite N, and to decrypt it the attacker will need his or her own private key.

Encrypted P Attacker's D (private exponent)
b356b561 331a3165
Calculations

The attacker will find the prime P encrypted with his or her public key stored in the upper bits of the composite N. Because of a potential carry bit in division
in the prime generation algorithm, the attacker must also calculate P' by adding one to the encrypted P before decrypting. The attacker can use P to find Q
and then D but must also use P to find Q" and D'

Decrypted P Decrypted P (P + 1)
8782402b 9134767

Q = N/ decrypted P Q' = N/ decrypted P!
152cdbc5b e45370b9

D (private exponent) D' (private exponent)
0 88270e838fcd1ba7
Ciphertext

The ciphertext is transmitted publicly, so it is entirely visible to an attacker or any other party monitoring the communication channel.

7247fb1344b4742e2dd0c21024b7e3e49cealfcfed03c844112065b879a
254984e190ad3da1e496069ed5c5e6fb8f965

Decrypted texts

The attacker can obtain the plaintext by decrypting with the a recalculated private key, but he or she will not know whether D or D' is the correct private
exponent and thus must use both.

Ciphertext decrypted with D Ciphertext decrypted with D*

-

this is a test message

X

=

{5 Default % Algorithm

H®wi¥ s
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CrypTool 2.0 (Nightly Build 5471.1) - AES_Videochat.cwm

o B

Home Edit

QL* | Factorization with... %

This template shows an AES encrypted video

chat over an IP-based Network with any
preshared key.

You have to set the ip of your chat partner below in

order to connect to him. By default you will
connect to yourself.

3 characters, 1 Ane
‘100 %

Crypto Tutorials

Startcenter

Calculation finished (To stop the workspace please push the stop button or enter new data to start a new calculation)

X [:f-‘ Keccak Hash (SH... % |&%. New Project

X | &1 Simple Videochat... %

" e B9

Pictuse OUtjus

" [ 3xis < omi|S
] AES
0w © o |

444

08
< TR W) (esaee o =
eS8 —— —
Hofo, b
Hella, b 3
22 charactars, 1Wne 22 cha lin
e ™ 00
=l
Text Inget = - 2

8 characters, 1800

“

Simple Videochat... %

About -

3 outgoing chat
] going

Status bar
V| Number of characters

7| Number of lines

Info: 01:30:15:021: Decryption complete! (in: 5872 bytes, out: 5866 bytes)
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E

&' [&1 Factorization with...

SHA-3, ariginally known as Keccak (prang

P

designesd by Guida Berton, luan Dasmes
RadioGatin. On Ootober 2, 2012, Kecoak
SHA- is not meant ta replace SHA-Z, as

the successful attacks on MDS, SHA-D an)

alternative, dissimilar cryptographic has

[Sources httpefen wikipedia.orgwiki/SHA

| Keccak

Bleck B
Ferandl 1724

) (x) y - eccak Hasl -
Home Edit Crypto Tutorials ﬁﬁbout w
Q- [a Feimrmia il "1 st oty xm;ﬂ_ Keccak Hash (SH... x‘ﬂﬁ New Project xﬁﬁ Simple Videochat... xw

(= =) |

Info: 01:23:56:173: Execute mod

-3, ariginally known as Keccak (pranounced [ketfak], like “ketchak?), is a cryptographic hash function FAC9BL1ZEC AATLDISD
designes by Guids Bertoni, bsan Daemen, Michagl Peeters, and Gilles Van Assche, building upan
RadioGatin. On Cotober 2, 2012, Keccak was selected as the winner of the MIST hash function competition.
SHA-3 is not meant to replace SHA-Z, as na significant attack on $HA-2 has besn demonstrated. Because of
the successful attacks on MDS, SHA-D and theoretical attacks on SHA-1, NIST perceived a need for an 95 characters, 1 line
alternative, dissimilar cryptographic hash, which became SHA-1

[Source: hetpeenwikipedia.orgfwiki/SHA-1]

,_

5
vv_|
v

Squeezing Phase

The 256-kit hash value is extracted from the bit rabe part fupger part of the state),
Carmverter

stata Hagh Owtpat

1a 23 &7 Br aB 3c &7
& =7 34 54 03 30 =
A3 ad b= Bz F3 13 30 T4
€3 =1 32 =2 an 71 =3 38

[r—r
a0 22 ==
prgg]
TR |
8= ia =3
aS =5 37 54 == as = =
Al 3% Td OF ¥z BR 34 56

CELALS4FCFASID AF CE L2 B7 24 F483 3C BA A3 A4 9090 23 12 30

#kaccak: nunning Kaccak with the following parameters:
#Keccak: output length 256 bits

#Keccak: state sze 1600 bits
#keccak: bit rate 1088 bits
#heccak: capacity 512 bits

#Spange: the input af length 5032 bits is padded to 5440 bits
#Smange: the padded input is splitted inta § Block(s) of size 10680 bit

#5pange: begin absorting phase
#Spange: XORing input block #1 on state

#Keccak-f: start Kecoak-flLG00] with 24 rounds
#Heccak-# state before permutation:

53 40 41 20 33 2C 30 6F
272 69 67 69 BE 61 BC 6C
9 20 6B GE 6F 77 GE 20

6173 20 4B 65 63 63 61
B 20 28 70 72 GF GE 6F

5 GE G3 65 64 20 58 60
10998 74 CA B3 6L 6B 5D
C 20 6C 69 68 65 20 E2
;B0 90 G0 65 74 63 GA 6L
B E2 8090 29 2C 20 69
32612063 T2TIT0
274 GF 67 7261 70 GE 69
3 20 6B 61 71 B8 2066

5 GE G3 74 6% 6F GE 20
G5 73 69 67 GF 65 64

0 G2 79 20047 75 69 64

- RC W AT AR 71 T4 AC AF

L

Info: 01:23:56:173: Execute model now!
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CrypTool 2.1 (Nightly Build 6843.1) - Padding Oracle Attack on AES

P

- O X

OAbout ~

C1: The first block of the client message (encrypted).

C2: The second block of the client message (encrypted).

D2: The decrypted block C2.

O: The Overlay, which represents the manipulation to C1.

P2: The resulting plaintext message. During the attack, P2 represents
the padding. At the end of the attack, P2 represents the secand block
of the original plaintext message.

ATTACKER

This plugin can display only 8 bytes per block at one time. While
having a block length greater than 8, the scroll bar can be used to view
all bytes.

1. Find a valid padding.

Padding Oracle Attack

The attack consists of three phases:

2. Determine the padding length by finding the first padding byte.
3. Bytewise decryption of the message.

Play Startcenter | Connect | Updates  Settings Help
File i Execute ] View = Extras ]
MR | Startcenter x ‘ |ABS ALS Cipher (Te... X | n Keccak Cipher x | - Padding Oracle... X p Heartbleed Test | © CrypCloudMan... X ‘ |AES| Simple AES Chat X ‘ % Simple Video a... X | »
L-. ( B
% > m. EQ Padding Oracle Attack -:-H” ®
CLIENT SERVER
The client wants to send a message to the server. AES in CBC mpde is used to encrypt | | Upon receipt of an encrypted message, the server decrypts it in CBC mode (C2 is
the message. The message consists of two 16 byte long blocks:[The first block is only decrypted and then XORed with C1). Afterwards the padding is validated. The result
used as initialization vector, while the second block contains the secret information. Input of the validation is then returned as True/False Response to the attacker.
o & )

ayEge 't —HR|T T(s amg|Z 2k ong|” &

Response from the Padding Oracle = i -
494F 4954 76 45 43 54 FA 33 :ﬁﬁ AES| L | es oEte’ ASERQ  Poddin Orecle _HE
108C 92 07 06 05 02 03 04 05 i - >
06 07 08.09 01 02 03 04 05 06 0% 0% Attack Logic |AES| m ]
0708 String Decode Encrypt ] 0%

95 characters, 1 line Decrypt Paddmg

0% ]
Plaintext ] Currently Viewing Bytes 1.8

] ‘ Currently Viewing Bytes 1.8 | 0 %
1234567812345678 Paddirg Oradl
adding Oracle

16 characters, 1 line ‘ Auto search ‘ ‘ Decrypt completely | s

0%

String Decode
Key o Oracle Requests: 0O
) EX )
X 0%
LEGEND

The attacker is between client and server and intercepts every message. His/her goal is to decipher the secret information of the message. The message consists of two ciphertext blocks C1 and
€2 and the secret information is in block C2. The decipherment is performed by modifying the first ciphertext block C1, sending messages to the server and interpreting the server responses.
The modifications are performed by computing the XOR of the original block C1 and a so called "Overlay” O. The result of this computation is the new, corrupt block C1.

x

Info: 18:27:45:511: AutoUpdate: No updates found - you are on the most current version.
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CrypTool 2.1 (Nightly Build 6843.1) - Heartbleed Test

O X

OAbout ~

Edit Crypto Tutorials
&' 4 { Startcenter x w{ |4ES| AES Cipher (Te... XW[ " Keccak Cipher XW[ . Padding QOracle... le W Heartbleed Test xﬁ{ © CrypCloudMan... X w{ |4ES| Simple AES Chat XW[ % Simple Video a... xwr »
~ X x
AGERe U TG —HE Network Connection Heartbeat and Heartbleed What does this template do?
1603 02 00 dc 01 00 00 dB 03 02 53 43 5b 90 9d 9b 72 0b be Oc ~ Heartbleed is a serious vulnerability within the Heartbeat This template tests if a server supports the heartbeat
b 2b 92 a8 48 97 cf bd 39 04 cc 16 0a 85 03 90 9f 77 04 33 d4 MABEEQ - -HE implementation of the commonly used OpenSSL Library. It allows to feature and and whether the implementation is
gf(%ou[;t’ﬁ?f;csog;a‘ff;fgf;;gf; :323(3911003031%00%8gu(:;?(jzc heartbleed ais uni-kassel.de read the memory of the server in order to steal protected vulnerable to the heartbleed-bug. For testing
<003 00 02 c0 13 <0 09 €0 1 c0 Te 00 33 00 32 00 8a 00 93 00 28 characters, 1 line informations from it. purpose we are providing both, a vulnerable server
45 00 44 c0 Oe <0 04 00 2f 00 96 00 41 ¢0 11 ¢0 07 ¢0 Oc ¢0 02 0% - i (heartbleed.ais.uni-kassel.de) and a not vulnerable
00 05 00 04 00 15 00 12 00 09 00 14 00 11 00 08 00 06 00 03 00 e Y Visit http://heartbleed.com/ for more informatons. server (Www.cryptool.org).
£f 01 00 00 49 00 Ob 00 04 D2 00 01 02 00 0z 00 34 DO 32 00 De - =T R i
00 0d 00 19 00 Ob 00 Dc 00 18 DO 09 00 0a 00 16 G0 17 00 03 00 Tse-a Ne.. O .
06 00 07 00 14 00 15 00 04 00 05 00 12 00 13 00 01 00 02 00 03 - ~ B 1 | How does this template work?
00 0f00 10 00 11 00 23 00 00 00 0F 00 01 01 i I\) Y ] First the template sends a SSL-ClientHello-message
T 1 line 05 o st OH% st OES to.tthhe ;hoosir"l ierver‘ After ttr'lhe sierver‘ htas a.r;lswergd
i String Decode Network Send Network Rece .z 7 [ wi .a ervertiefio-message, the lempla e.ww senda
ClientHello Message a a manipulated Heartbeat-message. Depending on the
% 0% 0% server's answer the template can now see whether
Handle Server Hello I ¥ — 17 v heartbeat is gnat.)\ed or not. Also it can see an if the
A A A% AY A HEX UTF-8 implementation is vulnerable.
ALEEe Text Input =T Lt W77 w. ORE| [co-oxtsg] IfseoHB|S (st ome| (s ox®g|t 1 (e org|< |
p
12 03 02 00 03 01 40 00 . E = 4] l
23 characters, 1 line == 0% 0% 0% 0% 0% 0% 0%
A 0 Find EOM reverse Init with False Server Hello
Heartbeat Message L v v x
S o= Tt -
W% | Ga -} - $3 Ga.. OFEE3
Handle Heartbeat Answer .
e - - -
aBsEpe Text Output _HR Bo. OXLE} Nu. SR Bo. O KR Nu. SR 0%
4 4
# Y
L] il
0% 0% 0% 0%
HeartBleedSta 2550 Heartbeatstat 3
[ co- o488) S~ (st oEe8) S o o8| >
- - -
-
0 characters, 0 lines * E
0% 0% 0% 0%
A chk Heartblee length Heartbeat acti Find HE heade
beartbestarmwrer =
e [CR=T=77) L et S =7=7] |
0% 0%
Gate Gate

Info: 19:27:45:512: AutoUpdate: No updates found - you are on the most current version.
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@\ 0®) CrypTool 2.1 (Nightly Build 6843.1) - CrypCloudManager O %

Home Edit Crypto Tutorials [OAbout[' J

&' QWIO AES Cipher (Te... xw,o u Keccak Cipher Xmm . Padding Oracle... KWIO W Heartbleed Test XWI O CrypCloudMan... X WIO Simple AES Chat xwo & Simple Video a... XWIO 4= Enigma Cipher... Kw »

Date Creator Progress Job ID: 140417552B6A936AE49600E40120B4AE

1/26/2016 1:22 testjob@konze asdasd’ [ Open Job name: DES 56bit Distributed Known-Plaintext
Attack

DES 56bit Distributed Known-Plaintext Attack kopal / 17.17%.869.1¢ [ Open "
e Epoch:

1/26/2016 5: 56bit Distributed Known-Plaintext Attack kopal 0/ 536.870.912 [ Open 52/32768

1/26/2016 5: S56bit Distributed Known-Plaintext Attack kopal .533 / 536.870. [ Open

1/27/2016 4: keysearch for plaintext 40000000 Andrew 0/ 2.048 C#Open

1/27/2016 4: keysearch for plaintext 40000000 0 }’ 16_7?7.416 EOpen

Bitmask:

1/27/2016 5: keysearch for plaintext 40000000 Andrew E1 / l31.07|2 gOpen

1/27/2016 7: Key search for 40000000 Andrew .85/ 67.108.86¢« [ Open

Fast Cloud Job kopal 4 / 524.28}3 € Load

Big Cloud Test Job kopal 0/ 65.538 € Load Description:

This cloud job performs an exhaustive

Windows 8 TestPC Big Cloud Test Job kopal 0 / €5.536 € Load keysearching attack on a full DES 56bit
N keyspace.

New Big Cloud Test Job kopal 0/ 65.536 & Load Used cost function is RegEx

We know that the plaintext begins with
"CrypTool"

Info: 19:54:18:372: Ausfuhrungsmaschine erfolgreich gestoppt -
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CrypTool 2.1 (Nightly Build 6843.1) - SATSolverTextinput.cwm

- O X

OAbout v

&' 1q{0m Enigma Cipher... )(w

0 a Keccak Cipher XW[O . Padding Oracle... XW{G W Heartbleed Test XW[ O CrypCloudMan... X W{m Simple AES Chat XW{G % Simple Video a... XWIm * SAT Solver (T... x| P

c this is the cnf related to the example in the online help
¢ consisting of 4 variables and 3 clauses

penfd 3

120

230

13-40

*

Text Input

7% D@ <

restarts 1
% conflicts :0 (0 /sec)
decisions 01 {0.00 % random) (250 / sec)
L% propagations :0 {0 /fsec)

| Number of variables: 4 |
String Encode | Number of clauses: 3 |

| Parse time: 000s |

| Eliminated clauses: 0.00 Mb |

| Simplification time: 0.00s |

======z======================[ Search Statistics ]

Parameter

| Conflicts | ORIGINAL | LEARNT | Progress |
| | Vars Clauses Literals | Limit Clauses Lit/Cl | ]

vY_

— conflict literals  : 0 (-1.#] % deleted)
CPU time :0.004 s
SATISFIABLE
1,363 characters, 21 lines
0%
Text Output
B—B

B
-

D SAT1-23-40
0%

String Encode

14 characters, 1 line
0%

Text Qutput

s SAT Solver
SAT Solver

Output options

Clear output

Yes h
Verbosity

Normal v
Dimacs

Off v

Solver options

Base restart interval
100
Restart interval increase factor
2
Level of phase saving
Full v
Conflict clause minimization
Deep v
Variable activity decay factor
0.95
Clause activity decay factor
0.999
Random frequency
0
Randomize initial activity
Off .

Luby sequence v

Info: 20:07:25:100: Ausfiihrungsmaschine erfolgreich gestoppt
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CrypTool 2.1 (Nightly Build 6843.1) - ObliviousTransfer.cwm

— a X

0Ab0ut ~

&- 42 Video a... me . Padding Oracle... XW & CrypCloud

x W{m ‘p Heartbleed Test me * SAT Solver (Tex...

xw,m Simple AES Chat x‘WIm é Oblivious Trans... | P

Fo

0

1

222

3333
44444
555555
6666666
TITTIIT7
306888888

[ m—

Alice

Alice's secret and private key

A

0%

Index of requested message

1 decimal digit, 3 bits
0%

Index i

Step 1

Alice creates a list of random
numbers (one random number
per database entry).

Step 3

Alice sends encoded database

entries

vy

mjl+dec{v-x[1).

Database

&0

Newline

ar2

2
generates random k and v=

Step 4
Bob decodes the requeste|

[i]+enc(k).

1 database entry.

B

6666666

7 characters, 1 line
0%

Requested entry

X

Oblivious Transfer Protocol

Alice has a database of messages. Boh wants to retrieve one of the
entries, but doesn't want Alice to know, which entry he requested.
Alice is prepared to send the requested entry to Bob, but she
doesn't want Bob to get more than this one entry per request.

The Oblivious Transfer Protocol meets these requirements. It
requires Alice to supply the keys for an RSA encryption. Alice and
Beb follow these steps:

Step 1: Alice creates a list x of random numbers. The list must
have the same number of entries as the database and the
numbers must be smaller than the meodulus N of the RSA key.
Alice sends x to Bob.

Step 2: Bob chooses the index i, which is the index of the database
entry he wants to request from Alice. He generates a random
number k that serves to blind the index i for Alice: he calculates v
= x[i] + encode(k) with Alice’s public key and sends it to Alice.

Step 3: For each entry m[J] in her database, Alice calculates the
value m{j] + decode(v-x[j]) using her private key and sends the
resulting list to Bob. For entry number i, this evaluates to m[i]+k,
but as Alice doesn't know k, she can't tell which entry that is.

Step 4: Bob receives Alice's list and selects entry i, which is m[i] +
k. He subtracts k and is left with m[i], the entry of Alice's database
that he requested. Without the private key, Bob can't reconstruct

any other values of Alice's list.

Info: 20:50:15:289: Ausfiihrungsmaschine erfolgreich gestoppt
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Further needs
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CT Future and Wishes

Consistency and completeness

Development assistance (programming, layout, translation, testing)
* Mainly for the new projects (preferred):
— C# project: “CrypTool 2° =CT2
— Java project: “JCrypTool” =JCT
— Browser project: “CrypTool-Online® =CTO
« CT1 will be maintained, but new features will be added only to CT2 and JCT

Don’t hesitate to contact us if you wish to contribute.
Some open tasks can also be found in the wiki.

Users who make a significant contribution are referenced on request by name in the
online help, the readme file, the about dialog, and/or on the CrypTool website

Download numbers per month from the CrypTool website: circa 10,000

* A bit more than half of these downloads are of the English version
« CT1 s currently downloaded around 4,000 times
« CT2 and JCT are downloaded around 2,000 times a month each

Prof. Bernhard Esslinger: “CrypTool — E-Learning Project for Cryptography and Cryptanalysis”
Gl Crypto Day * Walldorf, SAP * Sep 22nd, 2016



CrypTool Needs

— Feedback, criticism, suggestions, and ideas
(e.g. add privacy stuff, and more modern theory)

— Integration of additional algorithms, protocols, analysis for CT2, JCT, and CTO

— Developers, testers, translators, people who commit to take care for a while

— Administrators for the websites (e.g. Joomla upgrade) and the development environments
— Especially a JS developer for CTO, and a Java developer for JCT

— In particular, university faculties that use CrypTool for educational purposes are
invited to contribute to the further development of CrypTool

Wishes to you today:
» Offer your students seminars, projects, and theses to enhance CT2, JCT, and CTO
Create challenges for MTC3

>
» Use it yourself in your exercises, your lectures or as research framework
» Spread the word
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bernhard.esslinger@uni-siegen.de
bernhard.esslinger@gmail.com

Thanks for your attention!

WWW.Cryptool.org

(also see: https://en.wikipedia.org/wiki/CrypTool )
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