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Because of the wide application of cryptographic mechanisms in private and business environments, a cryptography course
at many universities has the great importance today. An undergraduate cryptography course is mathematically
demanding, and it is quite difficult for students with poor background to follow the course syllabus. This paper presents
the use of interactive software in demonstrating basic cryptology principles in modern cryptography. The teaching
methodology applied fosters students experimental work and engages students in discussions to resolve problems. The
data are taken in three consecutive school years (around 150 participants), when we used to apply ordinary teaching
practices, and when we switched to the interactive teaching approach. The assessment method was the attendance of
students in the classroom, which has increased significantly during the semester. At the grade level of the student we noticed

better grade distribution, with higher average grade.

Keywords: cryptography; educational software; interactive teaching

1. Introduction

As information security becomes more and more
important, cryptographic mechanisms have become
an indispensable component of every information
system. Data and information stored in warehouses
and passing through communication channels must
be protected. The use of cryptographic mechanisms
and protocols can solve many security problems
(integrity, confidentiality, authenticity and non-
repudiation of information). Although cryptogra-
phy initially originated in the military, nowadays its
use has widely expanded to different civil areas, such
as Internet banking, electronic commerce, and
social networks. Development of cryptographic
technologies has a direct impact on economic,
sociological and political aspects of the society in
general. On the one hand, the ubiquitous crypto-
graphy usage today raises importance of a crypto-
graphy course at the university. On the other hand,
cryptography instructors are faced with some of the
following challenges in implementing the course
syllabus.

1.1 Insufficient number of class hours

Cryptography is closely related to other sciences; it
is an intersection of mathematics, communications,
computer science, and data processing. Thus, the
fundamentals of cryptography lie deep in applied
number theory and abstract algebra. The main
application of cryptography is protection of com-
puter networks. Besides different mathematical
background, students have different academic inter-
ests. These circumstances are quite difficult to over-
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come in 48 hours, which is the typical duration of
one-semester cryptography course.

1.2 Students poor mathematical background

To be able to study the cryptographic systems,
students are expected to have strong mathematical
knowledge, especially in disciplines such as number
theory, abstract algebra, probability and statistics.
Also, understanding the basics of computer net-
works is a necessary prerequisite. For example, a
student not taking a course in discrete mathematics
will not understand Euler’s theorem, which will
subsequently cause problems with understanding
the RSA algorithm and Advanced Encryption Stan-
dard (AES).

1.3 Lack of student’s experimental work

Although almost all universities have modern elec-
tronic laboratories with networked computers and
Internet access, teaching practices in a cryptogra-
phy course at many universities do not include
experimentation. This lack of practical application
of cryptography is the main reason for students lack
of interest in doing the course work. This paper
describes one possible approach to increase students
interest in a cryptography course and presents
methods which are completely flexible and allow
for different approaches to teaching.

2. Related work

Cryptography is a discipline with strong mathema-
tical basis because the security of a cryptosystem is
often based on the inability to efficiently solve a

* Accepted 26 August 2017.
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problem in algebra, number theory, or combinato-
rics. Since many students have found cryptography
to be a hard-to-master topic, many instructors have
made attempts to adapt their teaching methods to
be flexible enough. For example, one such approach
to get students interested in the topic is described by
authors [1, 2] analyze 20 selected academic courses
in cryptology with respect to their aim, scope,
content, organization, and literature recommended
to students, finally proposing the curricula tailored
for different categories of students. In closely related
paper authors [3, 4] propose a “theory-algorithm-
practice-application” teaching mode, which has
proved to be efficient in achieving better teaching
results and in helping students to solve practical
cryptography problems encountered in the engi-
neering. Authors [5-7] used different concepts for
learning cryptography and algorithms with the help
of interactive animations. In this way, significantly
better results were achieved in understanding the
concept of cryptographic algorithms. Authors [8]
various concepts in the cryptographic domain and
the relations among them as the ontology, and
propose a way of utilizing it in the learning process.
Should be remembered that learning domain is
cryptography in network security.

3. Interactive cryptography

Students evaluations of our beginning cryptogra-
phy course have clearly shown that the plain
textbook-theoretical approach to teaching crypto-
graphy that we used to apply simply was not
satisfactory. That’s why we subsequently decided
to shift to interactive approach by introducing the
open-source cryptography software CrypTool 2.0.
The course makeover required substantial instruc-
tor and teaching assistant efforts, especially when
choosing the right examples to illustrate the most
commonly used cryptography algorithms and pro-
tocols. This section describes our teaching experi-
ence and analyzes students results which confirm
that teaching cryptography interactively, through
practical demonstrations, is indeed advantageous.

3.1 The interactive course methodology

Our cryptography curriculum mainly follows and
focuses on cryptographic principles, procedures,
mechanisms, and techniques required for secure
communications. The beginning one-semester
undergraduate cryptography course is designed to
introduce students to the basics of cryptography.
Within the course time frame, the topics to be
covered in the class include modern ciphers, block
and flow codes, public key cryptography, key man-
agement and distribution, hash functions, digital
signature generation, certification and verification,

as well as certain cryptographic techniques. Fig. 1
shows the building blocks of the course.

Students enrolled in the course come with differ-
ent background and face a severe learning difficulty
which directly lowers their interest for the course.
For that reason, the main idea was to increase
students interest for cryptography by using inter-
active software that is easy to understand. An
additional goal was also to try to create an atmo-
sphere in which students better understand theory
and at the same time improve their ability to analyze
and solve problems. In summary, the new imple-
mentation of the course syllabus was to emphasize
understanding of the principles of information
security, cryptographic algorithms, and security
services (authentication, authorization, confidenti-
ality, non-repudiation and availability), as well as to
provide practical examples which integrate theory
with practice.

There are not many simulation environments for
learning cryptography that allows students to
develop complex scenarios. For example, the imple-
mentation of various security protocols in a real
network environment, in which more student com-
puters can participate in the same simulation. Such
functionality is provided to network components
specially developed in a development environment
that allow the exchange of different types of data
and network synchronization. Most environments
only demonstrate the use of certain cryptographic
algorithms. For example, users select the encryption
algorithm, then select the key and enter the message
they want to encrypt, and after that they get an
encrypted message as a result. Such tools are not
useful enough if students want to understand com-
plex cryptographic scenarios or scenarios for cryp-
tanalysis more deeply. The most well-known
cryptographic environments that besides the devel-
opment of more complex scenarios allow for visua-
lization are GRASP tool [9] and Cryptool 2 [1], and
besides them there is Grace tool [10], Kerberos tool
[11] (visualizing Kerberos protocol) and Game tool

Cryptography

VPN SSL IPSec

Secure Protocols

Certificates .D'g"al Mstagc PKI
Signatures Digests
Advanced level
Symmetric Asymmetric One Way
Cryptography Key Managment Cryptography Functions
Basic level

Fig. 1. Building blocks of our cryptography course.



258

Sasa Adamovic et al.

[12]. In addition to these tools, there is one more
Cryptol industrial tool [13]. Cryptol has been used
by private companies, educators, and the U.S.
Government. Cryptol was originally designed for
expressing the kinds of cryptographic algorithms
that can be efficiently implemented in hardware
circuits.

For this purpose, we have chosen CrypTool, a
free open-source learning application used world-
wide for the implementation and analysis of crypto-
graphicalgorithms. The CrypTool laboratory offers
easy visualization of key concepts in addition to
fundamental data structures and cryptographic
methods. It includes all modern algorithms and
protocols for encryption, as well as several crypto-
analytical methods, which can be used for studying
cryptography in the same user-friendly environ-
ment. Available methods include both classic and
modern encryption systems:

e Caesar, ADFGVX, double-column transposi-
tion, and Enigma;

e RSA and AES algorithms, hybrid algorithms for
encryption, and encryption algorithms based on
lattice reduction and elliptical curves;

The CrypTool laboratory is advanced enough to
allow students to use all available algorithms to
model a cryptography system or to simulate a
variety of cryptanalysis methods. The laboratory
uses algorithms recommended by NIST (National
Institute of Standards and Technology) standards.

This environment is also giving students an
opportunity to exercise different types of crypto-
graphic scenarios an algorithm. Some of them from
modern cryptography:

Symmetric and Asymmetric:

e AES, DES, TDES, RC4, TEA, Block modes of
symmetric ciphers

e RSA cipher (encryption/decryption), RSA key
generator

Protocols:

e Authentication protocols (symmetric and asym-
metric) over network

e Diffie-Hellman and RSA key exchange over net-
work

e BB84 key exchange, Zero knowledge protocol

Cryptoanalysis:

e AES analysis using Entropy, DES known-plain-
text analysis
e WEP attack, Key searcher, Factorizer

Hash functions:

e CRC, HMAC, MDS5, MDS5 collider
e SHA-1, SHA-256, Tiger, Whirlpool, PKCS#5

The next two examples illustrate the use of
CrypTool and show cryptographic models that
were developed by students during lab sessions in
our cryptography course.

Example 1: The RSA key generation/encryption

Fig. 2 shows an RSA key generation/encryption
model based on the original algorithms approved by
NIST. Parameters for the RSA public-key encryp-
tion algorithm used in the example are as follows:

e Choose p=11 and ¢ =3, two “large” prime
numbers,

e Compute N =pg=33and (p—1)(¢g — 1) =20,

e Select ¢ = 3 which is relatively prime to (p — 1)

(g—1) =20,
e Find d such that ed =1 mod 20, which gives
d=1,

e Publickey: (N, e) = (33, 3), Private key: (d = 7),
e Encrypted message: C = M mod N, Deciphered
message: M = C° mod N;

Example 2: The DES algorithm

Fig. 3 shows a model of the cryptographic system
based on the DES algorithm with CBC mode and
block mode for updating PKCS #7. Prior to simu-
lating a cryptographic system in CrypTool, it is
necessary to have a theoretically possible model of
the system. The construction of a model begins with
dragging objects to the workspace. Each object has
input and output connectors, which support com-
munication between mutually compatible objects.
In case of the DES algorithm, the input connectors
are the points where the arguments (plaintext, key,
initial vector) are added to the algorithm. Output
connector is the point which displays the results of
algorithm (DES ciphertext). Clicking on any of the
objects allows for choosing option properties, where
additional parameters can be configured (for exam-
ple, the mode of the algorithm).

4. Assessment

The traditional way to measure student’s outcome
in a cryptography course includes multiple-choice
questions, essays, class attendance, and a written
final exam. The interactive educational software
changes this traditional approach by introducing
practical exams. CrypTool allows instructors to
construct problems to be solved by students using
the same software. Additionally, based on work in
[14], we have used the concept of a task to assign
problems to the student’s step by step. A task has
three or more levels, depending on the number of
topics covered. If the student does not solve the first-
level problem, the student cannot proceed to the
next level (or skip a level). Only when a student
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3503124244121098630059827872785311
1711968224507942657638385907531459
6028882450587878261624947429514895
0682366380109996208966013644200711
19371607850878837961694308409337198
4302590463236070456371322240156085
8131299455490687502323582931615540
3779612521831903265214800283201066
3857423325725503137321527755229686
5

307 decimal digits, 1019 bits

Y

Cipher

3 decimal digits, 7 bits
i L ]

i

67360551836538317643822234154930568579593 67052345429580831480155348827761731045866
28836411571341339709460244311432477599102 20175745024581500126852559450245756485131
04039209823268739979976473747603008983072 | 131060915938701000849989249482041965582004
24354307505235317657347275122542207672547 287054858971467288438423057473035473161015
74337238353943062307002453425166269879720 09330257807256802245524420637799514784646
193286780391140439296359013099926835282049 57114298646309311770722059376182505440469
§3331435500874514475153050091892081032011 43307220866338742500911392854069613657733
23927770633975191781 55342075813692012667

307 decimal digits, 1020 bits 307 decimal digits. 1020 bits
A WA S R I ————
Public key N Private key d

Fig. 2. CrypTool example of the RSA key generation and encryption.

i g a——

DES - Developed in the early 1970s  ~

f ~
at Il_BWI and based onan earlier {ZG:;?QOI(%O@RQnQ>Q
design by Horst Feistel, the 9c9ooROH:000ICH
algorithm was submitted to the $\OLOO D906

Maticnal Bureau of Standards (MBS)
following the agency's invitation to
propose a candidate for the

protection of sensitive, unclassified |:onverter Converter Cipier

Plaintext

Cc@ @ ostzgmiV| v
395 characters, 2 lines
000

DES - Developed in the early 1970s at IBM =~ ~
and based on an earlier design by Horst
Feistel, the algorithm was submitted to the
Mational Bureau of Standards (NBS) v
622 characters, 1 line

0% 0 %%

v Decrypted M3G

Fig. 3. CrypTool example of the DES encryption algorithm.
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Fig. 4. Students attendance before and after using interactive approach to the course.

successfully switches to another level, he is intro-
duced to the problem for that level.

The idea of a task is inspired by computer games
[15] and is used to further engage students in the
course. For example, a task consists of a file with
basic instructions to students (type of algorithm,
key length, standards applied) to solve a problem
and another file with encrypted contents. If the
student correctly creates a cryptographic system in
CrypTool, the result will be plaintext with instruc-
tions required to solve the next level problem.
Before using the CrypTool interactive laboratory
to illustrate complex mathematical operations, stu-
dents with poor mathematical background were not
able to fully understand even the basic encryption
principles, for example the DES algorithm and the
RSA public-key system. The non-interactive
approach proved to have negative impact on the
interest of students for the course and their final
grades.

CrypTool allows instructors to construct real
time labs with appropriate customizations. Stu-
dents are able to follow every cryptographic func-
tion step by step. More importantly, students can
easily and quickly implement their ideas by drag-
ging objects from the toolbar that contains algo-
rithms and can run simulations in real time.
Students over time gain practical experience which
not only raises their interest for cryptography in
general, but has also a positive effect to feel comfor-
table in presenting their work and commenting on
other student’s work. The discussion encourages
students to open-mindedness, which further arouses

their enthusiasm in learning cryptography. To
quantitatively assess the new interactive approach,
we have conducted a survey to compare two aspects
of our cryptography course: the students interest
and their final grades in the course. The data are
taken in three consecutive school years, when we
used to apply ordinary teaching practices, and when
we switched to the interactive approach.

Fig. 4 reports an increase of student’s interest,
measured by way of their classroom attendance, for
each module of our cryptography course. Percen-
tages of the student’s attendance increase on y-axis
are given depending on the course modules M1, M2,
M3, M4, and M5 on the x-axis of the graph. The
module M1 comprises the following topics: history,
monoalphabetical ciphers, and Caesar cipher; M2
comprises symmetric cryptography, asymmetric
cryptography, one way functions, and key manage-
ment; M3 comprises certificates, digital signatures,
message digests, and PKI; M4 comprises VPN,
secure email, SSL, and IPSec; M5 comprises prac-
tical cryptography and cryptographic protocols.

The next Fig. 5 shows also an increase of the final
grades of students. The passing grade range used in
the graph is 6 to 10, where the numeric grade 10
corresponds to the “excellent” grade, 8§ to “good”,
and 6 to “fair”. As the bar chart in Fig. 5 clearly
demonstrates, the student grades have been
improved with the new interactive approach. Build-
ing on previous experience and by applying some
new ideas, we hope to further increase student’s
involvement and learning outcome in the years that
follow.
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Fig. 5. Students grades before and after using interactive approach in the course.

4.1 Discussions

Cryptool 2 is originally developed for interactive
visualization of cryptographic algorithms. It allows
designing complex cryptographic scenarios. In
addition to the standard components with which it
is possible to model the cryptographic protocol,
there are network components that allow interac-
tive simulation between two or more computers in
the network [1]. In this way, in addition to crypto-
graphic protocols, students can get better
acquainted with different scenarios of Man-in-the-
middle attack. Professors can also create video
tutorials that can be useful for student self-support-
ing work.

Cryptool does not allow full implementation of
modern cryptographic protocols (SSL, IpSec) due
to the complexity beyond the capabilities of the
environment, but allows the implementation of an
abstract protocol scheme for a limited number of
parameters and a simulation in a network environ-
ment.

5. Conclusions

This paper describes the use of an interactive educa-
tional environment for learning cryptology. With
use of the CrypTool software tools, provided is an
adequate level of abstraction to a more efficient way
of learning cryptology rules and principles neces-
sary for the development of modern cryptographic
mechanisms. Students are directly aimed at under-
standing the complex crypto system and practical
scenarios that have been identified in their applica-
tion and implementation. A comparative analysis of

student results was observed with significant posi-
tive effects indicating the very good quality of the
applied educational models in order to successfully
overcome the present syllabus of cryptography. The
presence of students in the classroom has increased
significantly during the semester, as opposed to the
traditional way where the number of students
rapidly decreases as the material becomes more
complex and mathematically demanding. With the
increased activity of students in classes, the final
estimates tests are significantly better. Student also
expressed further interest in the area, and were
willing to research cryptography in post-graduate
studies.
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