u Universitat f\ I- Naturwissenschaftlich-
Siegen !

\, Technische Fakultat

Master’s Thesis

submitted for the degree of Master of Computer Science

Foundations of TOTP and Passkeys (with
and without Hardware Security Tokens).
User Awareness with an Interactive
Web-Based Demonstrator.

Coaches Prof. Bernhard Esslinger
Dr. Martin Franz

First examiner Prof. Bernhard Esslinger

Second examiner Prof. Dr. Roland Wismiiller

Author Abdullah Abbas

Submitted 2025-12-15

Updated 2026-03-28



Kurzzusammenfassung

Kurzzusammenfassung

Das Ziel dieser Masterarbeit ist es, die Grundlagen sowie die praktische Bedeutung
moderner Methoden der Zwei-Faktor-Authentifizierung aufzuzeigen. Dazu wird er-
lautert, was zeitbasierte Einmalpassworter sowie hardwarebasierte und softwarebasierte
Passkeys auszeichnet und welche Rolle sie heutzutage bei der Absicherung von Authen-
tifizierungsprozessen spielen. Dabei wird auch auf die Herausforderungen hinsichtlich der
Nutzung solcher Verfahren eingegangen, sowie auf die Schwierigkeit, die dahinterliegende
Theorie verstandlich zu erkléren.

Ein wesentlicher Bestandteil dieser Arbeit ist die Konzeption und Implementierung eines
interaktiven webbasierten Demonstrators fiir die Nutzeraufklarung. Der Demonstra-
tor zeigt, wie zeitbasierte Einmalpasswort-Codes erzeugt und tiberpriift werden und
wie passkey-basierte Authentifizierung in der Praxis funktioniert. In Zukunft soll der
Demonstrator Teil von CrypTool-Online werden.

Die Zwei-Faktor-Authentifizierung macht sowohl in der Theorie als auch in der Praxis
Fortschritte, was sich etwa in der Entwicklung interaktiver Lernwerkzeuge und praxis-
naher Einrichtungsanleitungen zeigt. Allerdings schrianken Herausforderungen wie die
Komplexitdt moderner Authentifizierungsverfahren und das Fehlen klarer, allgemein
verstdandlicher Lehrmaterialien die breite praktische Anwendung immer noch stark ein.



Abstract

Abstract

The goal of this master’s thesis is to examine the foundations and the practical relevance
of modern two-factor authentication (2FA) methods. The focus lies on time-based one-
time password (TOTP) as well as hardware-based and software-based passkeys, which
are explained in terms of their underlying principles and their role in strengthening
authentication processes. The challenges associated with the use of such authentication
methods are also addressed, as well as the difficulty in explaining the theory behind
them.

A key component of this work is the design and implementation of an interactive web-
based demonstrator for user awareness. The demonstrator illustrates how TOTP codes
are generated and verified, and how passkey-based authentication works in practice. In
the future, the demonstrator will become part of CrypTool-Online (CTO).

User awareness of 2FA has improved through educational resources, as indicated by
the development of interactive learning tools and practical setup guides. However, the
complexity of authentication methods and lack of clear educational materials still limit
widespread adoption.
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1 Introduction

1 Introduction

This chapter introduces the context and relevance of examining 2FA methods. It begins
by presenting the background and motivation for this thesis, followed by a clear definition
of the problem being addressed. The chapter then outlines the objectives of this thesis
and concludes with an overview of its overall structure.

1.1 Background and motivation

This thesis examines modern authentication mechanisms, focusing on 2FA implemen-
tations using TOTP as the second factor, and on hardware-based and software-based
passkeys, alongside the development of an interactive web-based demonstrator for en-
hancing user awareness. Authentication serves as the fundamental method for verifying
user identity in digital systems, yet password-based authentication continues to dominate
despite well-documented vulnerabilities. Over 80% of data breaches at organizations
involve compromised or weak passwords [1]. This problem keeps occurring mainly because
of user behavior patterns. Approximately 38% of users reuse the same password across
different websites, while 21% modify existing passwords to create new ones with highly
predictable patterns [2]. Approximately 24 billion passwords were exposed through data
breaches in 2022, representing a 65% increase compared to exposures in 2020 [3]. Table 1
summarizes these critical password security statistics, where each row represents a specific
security issue, with columns indicating the percentage or absolute number of affected
users and the corresponding source reference.

Security Issue | Percentage/Number | Source
Data breaches involving weak and stolen passwords 80% 1]
Users who reuse exact same password 38% 2]
Users who modify existing passwords 21% 2]
Passwords exposed in 2022 24 billion (3]

Table 1: Password-related security statistics highlighting password vulnerabilities

2FA emerged as a promising solution to strengthen password-based systems because users
must provide an extra form of authentication in addition to their password. The adoption
of 2FA has grown since major service providers such as Google, GitHub, and various
financial institutions began offering it as an option. However, as shown in Table 2 on the
following page, adoption rates remain low. An empirical study from 2015 [4] examining
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over 100,000 Google accounts found that no more than 6.4% of users had enabled 2FA,
despite its availability. This limited user adoption continues despite the enhanced security
benefits that 2FA provides, suggesting that factors beyond mere availability influence
user decisions. Similar research [5] estimates Google’s 2FA adoption between 6-10%
even after years of availability and active promotion by the platform. Despite these
low historical adoption rates, major service providers have moved toward making 2FA
mandatory rather than optional. For example, GitHub began requiring all developers
who contribute code on its platform to enable 2FA in a phased deployment starting in
March 2023, with the aim of completing full adoption by the end of 2023 [6]. Recent data
from the Bundesamt fiir Sicherheit in der Informationstechnik (BSI) [7] illustrates that
2FA usage among German internet users dropped from 42% in 2023 to approximately
34% in 2025 . This decline demonstrates the need for continuous awareness efforts to
improve security practices [7].

Study ‘ Year ‘ Adoption Rate ‘ Platform/Context

Petsas et al. [4] | 2015 6.4% Google (100,000+ accounts)
Oberheide [5] 2015 6-10% Google

BSI [7] 2025 34% German internet users

Table 2: Two-factor authentication adoption rates across different studies

The usability of authentication systems plays a critical role in their practical deployment.
2FA usability depends primarily on three factors: simplicity of use, cognitive demands,
and perceived trust, as identified in a research examining 219 participants using three
2FA methods [8]. Several problem areas and specific issues that negatively affect human
performance during 2FA configuration were identified in a usability evaluation of Google’s
2FA setup process, confirming concerns about the expense of usability [9]. Similarly, the
complexity the users face during configuring these authentication systems was highlighted
in a two-week usability study [10] involving 72 participants testing five common 2FA
methods that gathered both quantitative and qualitative data.

1.2 Problem statement

Despite the security advantages of 2FA, widespread adoption remains low due to several
challenges. A fundamental problem is that many users do not clearly understand how
these authentication methods work, which results in disabling 2FA. When users do
attempt to configure 2FA, they often face major difficulties. Research on how people
perform during Google’s 2FA setup process found usability issues that reduce user success
rates, confirming concerns that better security can sometimes make a system harder
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to use [9]. These setup difficulties not only discourage user adoption but also result in
poorly configured implementations that may frustrate users.

Existing educational resources on 2FA | particularly those explaining TOTP as a second
factor, are considered insufficient (see Chapter 2.1). Current online tutorials and docu-
mentation provided by major platforms tend to be either too technical for average users or
too simple to give a real understanding of how the 2FA mechanisms work. Furthermore,
interactive tools that allow users to safely experiment with and explore authentication
concepts remain scarce. Such interactive tools could greatly improve users’ understanding
and confidence when setting up 2FA.

In addition, if users set up 2FA incorrectly, they can end up locked out of their own
accounts. This risk represents a major barrier to the adoption of 2FA because many
users fear losing access to their important personal accounts such as email, banking,
cloud storage, or work-related accounts. The setup process can also differ in difficulty
depending on the 2FA method being used. For example, hardware tokens require users
to manage a physical device and think about backup options.

1.3 Objectives and scope of the thesis

The main goal of this thesis is to explore modern 2FA methods, specifically TOTP-based
2FA and passkey-based authentication, and demonstrate how these methods provide
an extra level of protection for personal accounts associated with online services. This
is achieved through the development of an interactive web-based demonstrator that
aims to help users gain an enhanced understanding of the fundamentals of 2FA. The
web-based demonstrator supports both TOTP as a second factor and hardware-based
and software-based passkeys.

1.4 Outline

Chapter 2 covers the related work and the history of different authentication methods. In
addition, the chapter includes a review of existing educational resources on 2FA, followed
by a brief history of authentication evolution.

Chapter 3 presents the theoretical foundations required to understand the construction of
this thesis by covering the authentication principles and methods in detail. In addition,
common attack vectors are covered in this chapter.

Chapter 4 presents the design and implementation of the interactive web-based demon-
strator.



1 Introduction

Chapter 5 presents the evaluations and results of the user study carried out after
interacting with the demonstrator.

Chapter 6 concludes the thesis by summarizing the key findings, analyzing the results, and
providing an outlook on potential future enhancements to the web-based demonstrator.
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2 Related work and history

This chapter presents an overview of existing educational resources on 2FA. In addition,
a brief history of authentication evolution is presented at the end of this chapter.

2.1 Existing 2FA educational resources

The educational materials available for 2FA include many different types of resources
such as platform-specific guides, academic tutorials, and training programs. Major service
providers like Google, Apple, and banks offer their own 2FA setup guides as part of their
security documentation.

Google provides detailed documentation through its support pages covering setup proce-
dures and verification methods [11]. The documentation explains different authentication
methods such as Google prompts, authenticator apps using the TOTP standard, backup
codes, and short message service (SMS) verification. Similarly, Apple offers guidance on
2FA through its official support pages [12], explaining the authentication process, trusted
device management, and account recovery procedures.

In the banking sector, the National Institute of Standards and Technology (NIST) has
published technical standards known as authenticator assurance level (AAL) for digital
identity verification [13], which banks follow in the design process of their security systems.
AAL includes three levels: AAL 1, which permits a single authentication factor such as
passwords; AAL 2, which requires the combination of two different authentication factors
like a password combined with an SMS code; and AAL 3, which relies on hardware-based
security devices that are resistant to phishing attacks [13] (see Chapter 3.4.1 on page 32).
Banks are required to develop educational programs for customers about security threats
and safe authentication practices [14]. A research study showed that the value of these
educational programs diminishes when banks fail to update them to mitigate emerging
threats [14].

Research studies [9, 15] conducted about the accessibility and quality of current 2FA edu-
cational materials showed significant limitations. Most of the online platform guides focus
on conciseness rather than comprehensiveness, resulting in insufficient documentation
that fail to provide users with a clear explanation of the underlying security principles
of 2FA. A systematic analysis conducted by Priummer et al. [16] found that, although
training programs provide users with knowledge of security, they have limited impact on
user behavior. This gap between knowledge and behavior represents a major challenge
to increase the adoption of 2FA.

10
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The current state of 2FA educational resources can be characterized by several limita-
tions. First, most available materials adopt either an overly technical approach that
assumes prior knowledge, or an overly simplified approach that omits critical security
considerations. Second, the lack of interactive tools remains a gap in existing educational
resources. Finally, 2FA educational content is often spread out across different platforms
and service providers, making it hard for users to understand. Most service providers
focus only on their own implementation regarding 2FA. This approach does not give
users knowledge that can be applied across different services.

2.2 Focused literature review

For the purpose of understanding how 2FA operates, it is necessary to analyze several
types of sources, including technical standards that define how authentication systems
operate.

Foundational technical standards The technical specifications that shape modern 2FA
originate from the Internet Engineering Task Force (IETF), an international standards
organization. HMAC-based one-time password (HOTP) was established as a foundational
standard through RFC 4226, released in December 2005 [17]. RFC 6238 followed in
May 2011, introducing the TOTP algorithm [18]. Both standards resulted from a
collaborative work within the initiative for open authentication (OATH)! to develop
specifications concerning system compatibility [18]. These RFC standards serve as
authoritative references to follow when implementing one-time password (OTP) systems
as they cover different requirements, including security considerations and deployment
parameters that must be followed to create authentication systems compliant with these
specifications [18].

For passwordless authentication, the primary literature comes from the World Wide Web
Consortium (W3C) and the fast identity online (FIDO) alliance. The W3C published
web authentication (WebAuthn) as an official recommendation in March 2019, with an
updated level 2 version released in April 2021 [19]. The WebAuthn specification defines
how web browsers and platforms can support public key-based authentication [19].

Regulatory and government guidelines In Germany, the BSI provides technical
guidelines for government and business use. The BSI technical guideline TR-03107 defines
requirements for digital identities and trusted services in online government contexts [20].
According to the website [21], organizations seeking approval for authentication systems
must demonstrate compliance with TR-03107-1 and the related TR-03147 guideline.

'https://openauthentication.org
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These government technical guidelines differ from technical standards by addressing
both the technical implementation and the organizational procedures, including risk
assessment frameworks, and assurance levels for security purposes. TR-03107 defines
three trust levels that organizations must consider [20]. Such guidelines provide essential
information to help users understand how authentication technologies are evaluated.

In the United States, similar guidelines are provided by the NIST. As mentioned in
Chapter 2.1, the NIST technical standards establish authentication levels that influence
how banks implement 2FA.

Literature gaps and research opportunities The existing literature provides strong
technical foundations through standards documents that can help users improve their
security knowledge. However, several gaps remain. First, most authentication education
research focuses on general awareness rather than specifically addressing 2FA concepts.
Second, the available literature on authentication consists of platform-specific documenta-
tion rather than educational materials. Finally, there is a lack of interactive educational
tools that allow users to experiment with different 2FA methods.

These gaps in the literature highlight the need for interactive educational demonstrations
that integrate standardized technical content with learning experiences.

2.3 Brief history of authentication evolution

This section examines how authentication systems progressed from basic passwords to
2FA approaches.

2.3.1 Password-only era

Massachusetts Institute of Technology (MIT) deployed the first computerized password
mechanism in 1961 within the compatible time-sharing system (CTSS) [22]. The CTSS
platform required a method allowing various researchers to use one machine while
maintaining separate file storage [22, 23]. Fernando Corbaté, who presented the platform,
described how several terminals needed configuration for various users with individual
private documents, making passwords for each person appear as a logical solution [23].

In 1966 [23], a graduate student at MIT Allan Scherr discovered a technique to output
the master password document that allowed him to acquire the complete password access.
This was the first password hack in history and it demonstrated the core limitation of
single-factor authentication (SFA) relying on passwords only.

12
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2.3.2 Hardware tokens emergence

RSA SecurID emerged as one of the most widely used hardware token platforms, con-
trolling more than 70% of the 2FA marketplace by 2003 after manufacturing 25 million
units [24]. These hardware tokens generated 6-digit token codes at 30-second intervals,
which account holders entered together with their personal identification number (PIN)?
to form single-use passcodes during OTP platform entry [26]. RSA devices employed
time-based synchronization and did not require users to install software or maintain
accounts, because it ran on a built-in power source [27]. The hardware token framework
brought possession-oriented authentication concepts. Account holders were required to
provide both a knowledge factor, i.e., their PIN, and a possession factor, i.e., the RSA
SecurID hardware token.

2.3.3 SMS-based 2FA and mainstream adoption

The widespread use of mobile phones made it possible for authentication systems to send
verification codes via SMS. Banks and online platforms used this method because most
of their customers already had mobile phones. This approach removed the need to own
unique devices, such as RSA SecurID hardware tokens.

Google launched 2-step verification (2SV) in 2010, providing multi-layered verification to
consumer platforms. Google Authenticator was introduced in September 2010 as free
mobile software supporting 2FA, enabling Google account users to generate TOTP codes
for stronger account protection [28].

2.3.4 TOTP applications

TOTP apps such as Google Authenticator made 2FA using TOTP as the second factor
widely accessible. These apps generate 6-digit confirmation codes known as TOTP codes
that expire after 30 seconds, providing a high level of security for user accounts [28].
Services such as GitHub, Dropbox, and Amazon employ TOTP as the second factor
in their authentication flows. Users can set up 2FA based on TOTP by accessing the
authenticator app, i.e., Google Authenticator on their smartphone and scan the quick
response (QR) code provided by the service [28]. The authenticator app then generates
six-digit codes that refresh every 30 seconds.

2A PIN is typically a short numeric-only secret (usually 4-6 digits) used primarily for device unlock or
personal verification [25].

13



2 Related work and history

TOTP apps offer several benefits over both hardware tokens and SMS-based authenti-
cation methods. While both RSA SecurID hardware tokens and TOTP generate OTP
codes that expire after 30 seconds, TOTP’s standardized approach, unlike RSA SecurID
hardware tokens, allows compatibility across different platforms and services [18]. Users
do not need to purchase special hardware tokens, as the generated TOTP codes work
offline and multiple accounts for different services can be managed within a single authen-
ticator app. Although these benefits contributed to the widespread adoption of TOTP
as a second factor, 2FA using TOTP is still not fully resistant to phishing attacks, see
Chapter 3.4.1 on page 32.

2.3.5 Modern era: FIDO standards and the password-less future

The FIDO alliance was established in 2012 by several major technology companies that
aimed to reduce dependence on passwords as an authentication method and encourage
the development of stronger authentication methods [29]. A few years later, the W3C
cooperated with the FIDO alliance to develop common authentication standards known
as fast identity online 2 (FIDO2) for browsers and operating systems [30].

Support for these authentication standards grew quickly. Google Chrome, Microsoft
Edge, and Mozilla Firefox introduced FIDO2 support in 2018 [30]. In the same period,
Yubico? released its first security key that supported the FIDO2 protocols, including
WebAuthn and client to authenticator protocol (CTAP2), which made hardware-based
and passwordless authentication accessible on various types of devices and enabled users
to authenticate themselves to online services using biometrics, physical security keys, or
device-bound credentials rather than passwords [31, 30]. A detailed technical analysis of
FIDO2 is presented in Chapter 3.2.2 on page 21.

3Yubico https://www.yubico.com/ is the company that designs and manufactures the YubiKey series
of authentication hardware devices.
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3 Theoretical foundations

This chapter provides a comprehensive theoretical background to understand the tech-
nologies, security principles, and vulnerabilities related to 2FA. It begins by introducing
different authentication fundamentals and continues with detailed explanations of core
2FA methods, their security considerations, and common attack vectors.

3.1 Authentication fundamentals

Authentication mechanisms rely on three fundamental categories of factors, each address-
ing different aspects of user verification [32, 33, 34]:

1. Knowledge factors: Represent information that only the legitimate user should
know. The most common example is the traditional password. Other knowledge-
based factors include PIN or security questions [32, 33, 34].

2. Possession factors: Involve physical devices that the users must have in their
control. These range from hardware security tokens and smart cards to mobile
devices receiving OTP [32, 33, 34].

3. Inherence factors: Utilize biometric characteristics unique to each individual,
such as fingerprints or facial recognition [32, 33, 34].

SFA relies only on a single authentication factor (knowledge, possession, or inherence).
In most authentication systems, this means verifying the identity of the user through a
password alone.

Multi-factor authentication (MFA) relies on two or more distinct factors.

2FA relies on exactly two distinct factors. For example, password (knowledge) and
hardware token (possession). Every 2FA system is an MFA system.

The role of TOTP in 2FA systems TOTP is typically used as the second factor in
2FA systems, rather than providing complete authentication on its own. In a typical
TOTP-based 2FA system, the first factor (knowledge) is the user’s password, while the
second factor (possession) is a TOTP code generated by an authenticator app on the
user’s device. While most TOTP implementations are deployed as 2FA (password -+
TOTP code), 2FA itself can be implemented using many other methods besides TOTP.
For example, withdrawing money from automated teller machine (ATM) using a bank

15
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card represents a 2FA system where the bank card itself (possession factor) and the PIN
(knowledge factor) are required, yet no TOTP is involved.

Throughout this thesis, when referring to TOTP-based 2FA or TOTP as a second factor,
we describe cases where TOTP codes serve as the possession factor in a 2FA system.

3.2 Core technologies used in 2FA systems

This section explains common authentication mechanisms frequently deployed in 2FA
systems. The focus lies on TOTP used as the second factor, and on passkeys, which
enable passwordless authentication method that can be implemented either through
hardware tokens or integrated into the device’s operating system.

3.2.1 Time-based one-time password (TOTP)

TOTP is a widely-used method for generating OTP that typically serves as the second
factor in 2FA systems. TOTP builds upon the HOTP algorithm defined in RFC 4226
[17]. HOTP introduces a counter-based approach for generating OTP where both the
client and server maintain a synchronized counter value. The client refers to the device or
application that generates the OTP, while the server is the backend system responsible
for verifying the OTP. The HOTP algorithm is shown in the Table 3, with the left
column presenting the algorithm’s inputs and the right column showing its output.

The HOTP Algorithm
HOTP(K, C) = Truncate(HMAC-SHA-1( K, C))
The inputs of the algorithm The output of the algorithm

o K: the shared secret key between | « HOTP: the generated one-time pass-
the client and server word obtained by truncating the

HMAC-SHA-1 output
o (: an 8-byte counter value that in-

crements with each authentication
attempt

Table 3: Overview of the HOTP algorithm based on RFC 4226

16
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The truncation process in the HOTP algorithm is a method for converting the 20-byte
output of the HMAC-SHA-1 function® into an OTP [17]. The process works as follows:

1. The last byte of the HMAC result determines where the starting offset begins, it
indicates where to start extracting a 4-byte segment from the HMAC output.

2. This 4-byte segment is interpreted as a 31-bit integer where the most significant
bit is ignored to ensure a positive number.

3. Finally, the 31-bit integer obtained from the 4-byte segment is reduced modulo 104,
where d represents the desired number of digits for the OTP. This produces the
final HOTP value that is displayed to the user.

Building on the counter-based HOTP mechanism described above, RFC 6238 introduced
a time-dependent variant defined as TOTP [18]. Instead of relying on an incrementing
counter, TOTP derives its moving factor directly from the current Unix time [18]. The
TOTP algorithm is defined in Table 4, with the left column presenting the algorithm’s
inputs and the right column showing its output.

The TOTP Algorithm
TOTP(K,T) = HOTP(K,T)
The inputs of the algorithm The output of the algorithm

o K: the shared secret key between | ¢« TOTP: one-time password produced
the client and server by HOTP (K, T)

e T a time-step counter

Table 4: Overview of the TOTP algorithm based on RFC 6238

The value of the time-step counter 7' is computed from the current Unix time. Table 5
on the following page summarizes the parameters involved in computing the time-step
counter 7.

YHMAC-SHA-1 is a form of hash-based message authentication code (HMAC) that uses the SHA-1
cryptographic hash function along with a secret key to guarantee the integrity and authenticity of a
message [35].

17
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Computation of the Time-Step Counter T

T UnixTime — Tj
B X
e UnixTime: current Unix timestamp

o Ty: Unix epoch reference time (0 by default)

o X: time-step interval in seconds (30 seconds by default)

| |: floor function that returns the greatest integer less than or equal to the
value inside it (in this case the computed time-step counter value T)

Table 5: Parameters of the time-step counter 7" in TOTP

QR Code setup and shared secret key TOTP-based 2FA requires a shared secret
key K that must be known to both the server and the client [18]. The server refers
to the service provider, such as a website or online service requiring 2FA. The client
refers to the user’s authenticator application running on their mobile device, i.e., Google
Authenticator. When users initially enable TOTP-based 2FA on their account associated
with the service provider, the server must generate this shared secret key K and securely
transmit it to the client to enable synchronized TOTP generation.

The QR code provisioning flow follows a standardized approach using the otpauth://
uniform resource identifier (URI) format, which is commonly encoded as a QR code for
scanning using authenticator applications [36]. The URI encodes the shared secret key
K and the associated parameters into a QR code for transmission from the server to
client. The complete provisioning flow is illustrated in Figure 1 on page 19 and consists
of the following steps:

1. The user enables TOTP-based 2FA for account authentication.

2. The server generates the shared secret key K using a cryptographically secure
random number generator®.

3. The server constructs an otpauth:// URI containing the Base32-encoded shared
secret key K and configuration parameters.

5The random number generator produces unpredictable random values by collecting randomness
(called entropy) from various sources in the system, such as hardware events, system timing, and
environmental noise [37]. The generator ensures that the resulting key cannot be guessed or predicted.
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4. During the account setup process, the server displays this URI as a QR code on
the user’s screen.

5. The user scans the QR code using a client-side authenticator application on the
mobile device.

6. The client decodes the QR code, extracts the shared secret key K, and stores it
securely in the device’s storage. Both the server and the client share the same
shared secret key K and can generate identical TOTP codes at synchronized time
intervals.

User [ Client/Authenticator App ] [ Server/Service Provider ]

1. enables TOTP-based 2FA on account

2. generates shared secret key K
3. constructs otpauth:// URI

4. displays QR code on screen

5. scans QR code using app

6. decodes QR, extracts and stores K,
both the client and the server share the
same secret key K

D

Figure 1: QR code provisioning flow showing the transmission of the shared secret key
K from server to client

19
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Time synchronization and clock drift tolerance Time synchronization between the
client and server is essential for TOTP to work correctly. Network time protocol (NTP)®.
is normally applied to maintain accurate system clocks [38]. Because clock alignment
cannot be guaranteed, the TOTP standard allows a certain level of tolerance by accepting
codes from nearby time intervals.

A TOTP code is valid only within a fixed period called a time-step counter. With the
common 30-second time step, both the client device and the server generate a TOTP
code based on the current 30-second block of time. However, if the client clock is slightly
ahead or behind, the generated code may belong to a different window than the one the
server expects. To reduce authentication failures caused by these minor time differences,
many systems that implement TOTP verify both the code for the current” time window
and codes from one or more adjacent® windows.

RFC 6238 recommends accepting at most one time step in either direction [18]. In
practice many authentication systems that rely on 2FA based on TOTP, extend this
tolerance to two or three previous time steps to better account for minor clock drift and
network delays.

Conclusion By combining a shared secret key and a time-based counter, TOTP gener-
ates codes that are valid only for a short period, making them difficult for attackers to
reuse. The shared secret key can be set up easily using QR codes, and allowing a small
tolerance for clock differences ensures that TOTP-based 2FA systems work reliably.

SNTP is a standard protocol used to synchronize the clocks of computers and devices over a network,
ensuring that all systems maintain accurate and consistent time [38].

"The 30-second period the server believes the authentication request occurs in.

8The 30-second windows directly before or after the current one.
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3.2.2 Hardware-based passkeys

Hardware-based passkeys represent a transition from relying on shared secrets keys to
employing asymmetric cryptography, known as public-key cryptography, for authentica-
tion. These physical devices implement the FIDO2 standard, which includes WebAuthn
and CTAP2 core specifications developed by the FIDO Alliance and the W3C.

FIDO Alliance standards The FIDO Alliance aimed to develop authentication stan-
dards that eliminate the reliance on passwords by using public-key cryptography. This
evolution progressed through two major phases:

1. Universal 2nd Factor (U2F): Released in 2014, established the foundation for
hardware-based second-factor authentication. Universal 2nd factor (U2F) was designed
specifically to enhance password-based authentication by requiring users to press a
button on a hardware security token [39].

2. FIDO2: Represents the current generation, developed in collaboration with the
W3C. It consists of two core specifications: the WebAuthn application programming
interface (API), which defines browser-level interfaces for authentication, and the
CTAP2, which specifies how authenticators communicate with client platforms [19,
30].

WebAuthn specification and public-key cryptography WebAuthn specifies a JavaScript
(JS) API that allows web applications to perform public key-based authentication directly
in the browser [19]. The specification defines three main entities:

1. Relying Party (RP): Represents the service or website.

2. Authenticator: Provides cryptographic capabilities, including key generation, digital
signature, and user verification.

3. Client (browser): Handles communication between the relying party and the Authen-
ticator.

Hardware authenticators used in WebAuthn commonly implement elliptic-curve-based
public-key cryptography to provide a high level of security [19]. In practice, they typically
rely on the elliptic curve digital signature algorithm (ECDSA) over the P-256 curve, a
standardized 256-bit elliptic curve that defines the mathematical rules for generating
secure key pairs. Each key pair includes a private key that is securely stored within the
hardware component, and a corresponding public key, which can be safely transmitted
to the relying party [19]. The fundamental principle is asymmetric cryptography: The
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authenticator signs data using its private key, and the relying party verify these signatures
using the stored public key, confirming possession of the legitimate authenticator without
exposing the private key [19]. This cryptographic foundation enables WebAuthn to define
two core workflows: The registration ceremony for establishing new passkey credentials
and the authentication ceremony for verifying user identity.

Registration ceremony The registration ceremony, illustrated in Fig. 2 on the following
page, follows a structured protocol [40, 19]:

. The user initiates a registration request through the client /browser.

. The client /browser forwards this request to the server with a “create passkey” command.
The client/browser automatically includes the server’s origin in the request. This
origin consists of the scheme, domain, and port, for example https://example.com:123.
. The server responds with configuration options.

. The client forwards these configuration options to the authenticator.

. The authenticator prompts the user to interact with the device, for example, by
touching the security key.

. After the user confirms the registration action, the authenticator generates a new
asymmetric key pair. The private key is exclusively bound to the specific website
origin that the client provides.

. The private key remains securely stored within the authenticator and the public key
is sent through the client/browser to the server.

. The server stores the public key together with the corresponding origin and confirms

successful registration back to the client. By binding the public key to the origin,
phishing attacks are effectively prevented.
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Authenticator

initiate registration request
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send public key
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Figure 2: Passkey registration protocol flow

Server

store public key

Authentication ceremony The authentication ceremony, illustrated in Fig. 3 on the
following page, proceeds through the following steps [40, 19]:

1. The user initiates the login process.

2. The client/browser notifies the server with a “login via passkey” request.

3. The server generates a cryptographic challenge and stores it temporarily to enable

later authentication.

4. The server sends this challenge back to the client/browser.

5. The client forwards the challenge to the authenticator.

6. The authenticator requests user interaction to confirm the login process.

7. The user confirms the authentication (through touching the security key, entering
a PIN, or providing biometric verification).

8. Once verified, the authenticator signs the provided challenge using its private key.

9. The client receives the signed challenge and forwards it to the server.
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10. The server verifies the challenge’s signature using the stored public key and compares
the result with the original challenge generated. If both are identical, the server
confirms successful authentication.

User Authenticator Client/Browser Server

initiate login N
Ll . .
login via passkey
"] create challenge
____________________ >»
challenge
<
. challenge
request user interaction
<
user confirms
>
sign challenge
>
challenge v
>
verify signature
. confirm success

Figure 3: Passkey authentication protocol flow

In passkey authentication, the challenge-response protocol acts as the core security
mechanism ensuring that every authentication operation is unique and used only once.
When the user initiates an authentication request as shown in Fig. 3, the server generates
a cryptographically secure random challenge, typically 16-32 bytes, obtained from a
cryptographically secure pseudo-random number generator (CSPRNG)? as recommended
by the W3C [19].

This challenge is unique for each authentication ceremony and is stored temporarily by
the server to ensure that any response can later be verified against the originally issued
value. Each authenticator credential has a unique ID, a short byte sequence generated by
the authenticator during registration, which allows the server to identify which credential
(i.e., key pair) was used when the user authenticates.

The challenge is embedded into the clientDataJSON object, which is constructed by
the client platform. This object contains three essential fields: the operation type (i.e.,
webauthn.get for authentication), the base64url-encoded challenge'®, and the origin

9CSPRNG is a pseudo-random number generator designed to produce unpredictable values suitable for
cryptographic use. See [37] for formal randomness requirements for security.

10The base64url-encoded challenge is just the server’s random challenge converted into a text format
that can be safely transmitted in JSON and URLs [19, 41].
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[19]. The origin is derived by the browser after establishing a hypertext transfer protocol
secure (HTTPS) connection with the server of the requested domain. During this step,
the browser validates the server’s transport layer security (TLS)!! certificate to ensure
that it is trusted and matches the requested domain. The browser verifies the certificate
by validating the digital signature created by the issuing certificate authority!? using its
private key. If the certificate matches the requested domain, an encrypted communication
channel with the server is established [42, 43].

The client hashes the clientDataJSON object using secure hash algorithm (SHA)-256'3
to produce the clientDataHash. By including both the challenge and the website’s
origin in the clientDataHash, WebAuthn ensures that the authenticator’s response is
bound to that particular website and authentication session. As a result, even if an
attacker intercepts the signed data, it cannot be reused for another website or session.

When the authenticator receives the challenge, it builds the authenticatorData structure.
This structure contains key security information: a SHA-256 hash of the relying party ID,
flags indicating user presence and user verification, and a signature counter to detect cloned
devices [19]. During authentication, the authenticator signs the authenticatorData and
the hash of clientDataJSON using its private key.

The server verifies the authenticator’s response by ensuring that [19]:

The challenge in clientDataJSON matches the one originally sent by the server.

The origin corresponds to the expected domain.

The relying party ID hash matches the relying party’s domain.

The signature is valid using the stored public key.

HTLS is a cryptographic protocol that secures communication between a client and a server over a
network [42].

12Certificate authority is a trusted organization responsible for validating the identity of domain owners
and issuing certificates that bind a public key to a specific domain name [43].

13SHA-256 is a function that turns any input into a fixed 256-bit code. It is irreversible, meaning it is
very hard to get the original input from the 256-bit code, and it produces different 256-bit codes for
different inputs [44].
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Security considerations for hardware-based passkeys Hardware-based passkeys pro-
vide security advantages that exceed those of passwords, since they rely on asymmetric
cryptography and strict origin binding'* as defined in the WebAuthn protocol. These
mechanisms mitigate many of the attack vectors that affect traditional authentication
systems:

. Phishing resistance: WebAuthn guarantees that every authentication signature
is tied to the real website a user is visiting. The authenticator includes both the
website’s origin and the relying party identifier in the data it signs, which prevents
signatures from being created for fake or misleading domains. Even if a user is tricked
into opening a phishing page, the authenticator will not generate a valid signature
for the attacker’s site. This behaviour is defined directly in the WebAuthn standard
[19] and is a main reason why hardware authenticators such as the YubiKey provide
strong protection against phishing attacks (see Chapter 3.4.1 on page 32).

. Elimination of shared secret keys: Hardware-based passkeys eliminate the need
for server-side storage of shared secret keys, as they rely on public-key cryptography.
During passkey registration, only the public key is transmitted to the server, whereas
the private key remains safely stored in the authenticator. This approach aligns with
current security guidelines that support hardware-based asymmetric authentication
to minimize the risks linked to storing passwords in authentication databases [19, 13].

. Protection against replay attacks: Each authentication requires a unique challenge
generated by the server using a CSPRNG. The authenticator signs this challenge
along with contextual information, such as the website’s origin, the relying party
identifier, and the type of operation, which ensures the signature is valid only for that
specific session. This prevents attackers from reusing old captured signatures. The
challenge—response process is required by the WebAuthn protocol and follows NIST
guidelines for high-assurance authentication [19, 13].

. Hardware-bound private key storage: In hardware-based passkeys, private keys
are generated and stored within dedicated secure hardware components'® designed to
prevent extraction and resist physical attacks. Hardware-based authenticators such
as YubiKey employ these secure elements to ensure that the private keys remain
protected. Guidance from major European authorities highlights the importance of
secure hardware components for robust authentication [20].

14Qrigin binding is a mechanism used by FIDO2 and WebAuthn to ensure that a hardware authenticator,

such as a YubiKey, will only respond to authentication requests from the website domain where the
credential was originally registered [45].

15Secure hardware components are specialized hardware chips designed to store cryptographic keys and

perform cryptographic operations securely, isolated from the host system. They are tamper-resistant,
meaning they are built to resist physical attacks such as voltage or temperature manipulation [20,
19].
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3.2.3 Software-based passkeys (platform-integrated)

Software-based passkeys provide the same general security benefits as hardware-based
passkeys, but without requiring users to carry an external device. Instead, they rely on
secure hardware components already embedded in modern operating systems. These
platform-integrated solutions allow passkeys to be used more conveniently in everyday
environments while still following the same WebAuthn and FIDO2 principles as hardware
authenticators.

Platform-integrated authenticators across operating systems Most current devices
include dedicated security hardware capable of generating and protecting the asymmetric
key pairs used for passkeys. Operating systems use these hardware components to
function as “platform-integrated authenticators”:

1. Windows Hello: Uses facial recognition, fingerprints, or a device PIN to unlock
credentials stored inside the computer’s trusted platform module (TPM). The TPM
generates and stores the asymmetric private key inside its secure enclave and only
transmits the corresponding public key during registration. The private key never
leaves the TPM in plaintext. Biometric data never leaves the device, and the Windows
Hello PIN is used as a local unlock factor, not as an online password [46].

2. Apple Touch ID and Face ID: Rely on the secure enclave, a dedicated security
processor inside Apple devices. The secure enclave generates and stores the asymmetric
private key for each passkey credential and handles cryptographic operations without
exposing the private key to the main operating system. Apple stores biometric
information only as mathematical templates generated from the original fingerprint
or facial scans; these representations never leave the secure enclave and never get
uploaded to any server [47].

3. Android biometric authentication: Uses hardware-backed keystores inside the
trusted execution environment (TEE). The TEE generates each passkey’s asymmetric
key pair and keeps the private key isolated from the main operating system. Biometric
checks, such as fingerprint or facial recognition, occur through Android’s biometric
API and the private key used for passkeys remains protected inside secure hardware

[48].

Across all mentioned platforms, the core principle is consistent: the device generates
a WebAuthn asymmetric key pair inside a built-in secure hardware component, such
as a TPM, secure enclave, or TEE. These secure hardware components are designed
to isolate and protect cryptographic operations from the main operating system. The
private key never leaves the hardware secure component, and local user verification such
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as a PIN, fingerprint, or facial recognition is required before the private key is allowed to
sign authentication challenges.

Synced passkeys and cloud synchronization A significant practical issue with device-
bound passkeys is device loss or replacement. Synced passkeys address this issue through
encrypted cloud synchronization:

1. Apple’s iCloud keychain: Synchronizes passkeys using end-to-end encryption®.
Before a passkey is uploaded to iCloud, its private key is encrypted on the device
using a symmetric key stored in the device’s secure hardware. Only this encrypted
version of the private key is stored in iCloud. To use a synchronized passkey on a
new device, users must sign in to their iCloud account and confirm their identity on
another trusted Apple device. Apple also uses a protected recovery system designed to
protect against attackers attempting a high volume of guesses during account recovery

[50].

2. Google password manager: Provides a similar system for Android and Chrome
users. Passkey private keys are encrypted on the device, and the encryption keys
protecting them are linked to the user’s device unlock method, such as a PIN or
fingerprint. Google also protects recovery information and enforces strict limits on
authentication attempts within its infrastructure to reduce the risk of unauthorized
access [51].

3. Cross-device authentication: Passkeys can unlock one device even when they are
stored securely on another device. For example, a passkey that is securely stored on a
smartphone can be used for authentication on a laptop. The laptop and smartphone
communicate to make sure they are near each other using Bluetooth, and a QR code
sets up a secure connection between them. The smartphone performs all the private
key operations, and the laptop only receives the information needed to complete
the login. This process is made possible through the CTAP2 hybrid protocol, which
defines how devices interact securely for cross-device authentication [52, 19].

WebAuthn specification for platform-integrated passkeys Platform-integrated
authenticators follow the same registration and authentication protocols as hardware
authenticators, using the identical WebAuthn API described earlier in Chapter 3.2.2
on page 21. The key technical difference between these two authentication methods is

16End-to-end encryption ensures that data is encrypted locally on the user’s device and can only be
decrypted on a secondary device device that the same user controls. No other party, including the
service provider, can read the encrypted information while it is stored or transmitted. Apple applies
this model to iCloud Keychain so that private keys remain inaccessible to Apple or any third party
[49].
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that hardware authenticators that store private keys securely in dedicated secure chips,
while platform-integrated authenticators store private keys in built-in secure hardware
such as secure enclaves. Applications request platform-integrated authenticators by
setting the optional authenticatorAttachment parameter to "platform" instead of
"cross-platform" [19].

A main difference is how platform-authenticator credentials are stored. Synced passkeys
contain a user identifier and are kept directly inside the authenticator, allowing the
device to find the correct credential without requiring the user to type a username.
Because the authenticator already knows which passkey belongs to the user, it can
display available credentials and start the authentication process immediately. This
ensures fully passwordless login possible on platforms that support synchronized
passkeys [19].

3.3 Attack vectors against password-only authentication

This section examines how relying on passwords as a SFA method is not enough, high-
lighting the vulnerability to common attack methods such as brute force and dictionary
attacks.

3.3.1 Brute force attacks

A brute force attack is a technique in which attackers try to access systems illegally by
testing different password combinations [53]. Brute force attacks target authentication
systems in two fundamentally different ways as they can either attempt to break into
live servers online or exploit stolen password databases offline.

Online attacks occur in real time against target systems, where attackers use automated
software tools such as Hydra!” to test passwords directly against live authentication
services. However, these attacks are constrained by factors such as network latency and
server-side defenses, including account lockout policies [54]. In April 2024 [55], Dell'®
experienced a significant data breach when attackers employed online brute force attacks
to compromise the company’s online portal. The attack revealed the personal data of
more than 49 million customers between 2017 and 2024 [55].

Offline attacks, on the other hand, occur when attackers obtain password databases from
previous data breaches and can test passwords locally on their own systems using tools

"https://en.wikipedia.org/wiki/Hydra_(software)
Bhttps://www.dell.com/
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such as Hashcat!'® or John the Ripper?. This allows them to bypass the factors that
slow down online attacks and significantly increase the rate at which passwords can be
tested [54, 56]. Modern GPUs have dramatically increased the effectiveness of offline
brute force attacks. Eight linked NVIDIA RTX 4090 GPUs can test 200 billion eight-
character password combinations in just 48 minutes [57]. This represents an increase in
computational capability compared to traditional processing units, making even complex
passwords vulnerable to such attack.

Although brute force attacks represent one of the oldest hacking techniques, their
occurrence and complexity have continued to increase and still represent a major risk
in modern digital security environment [53]. A study conducted in 2024 [58], indicated
a 12% rise in brute force attacks compared to previous years, as attackers now use
automated software tools to carry out large brute force attacks with very little human
involvement [53].

How 2FA prevents brute force attacks 2FA provides strong protection against brute
force attacks by introducing a second authentication factor. When organizations de-
ploy 2FA; they eliminate the vulnerability of relying on a single authentication factor
(password). An attacker who cracks the password still needs the second authentication
factor to gain access. Successfully compromising the password alone is insufficient for
authentication, since the second factor is still required [59, 60, 55]. The second authenti-
cation factor can take many forms: TOTP codes from smartphone authenticator apps,
SMS codes, hardware security tokens, or biometric identifiers such as fingerprints and
facial recognition [60]. Each type of second factor requires the attacker to compromise a
completely different authentication component.

In TOTP-based 2FA systems, even if attackers using a brute force attack manage to
guess the user’s password, they would also need to compromise the shared secret key

K (see Table 4 on page 17) stored on the user’s authenticator device to generate valid
TOTP codes.

According to Microsoft security studies [61], requiring multiple authentication factors
significantly enhances account security, preventing over 99.9% of attacks that target
compromised passwords. This high success rate occurs because attackers must overcome
two separate authentication factors rather than just one [60]. As a result, implementing
2FA leads to a sharp drop in successful brute force attacks [61, 60].

9nttps://hashcat.net/wiki/
2Onttps://en.wikipedia.org/wiki/John_the_Ripper
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3.3.2 Dictionary attacks

A dictionary attack is a specialized brute force approach in which attackers attempt to
access systems illegally by testing many possible passwords taken from lists of common
words, phrases, or passwords stolen in previous data breaches [62]. Unlike brute force
attacks that try every possible mix of characters, dictionary attacks use curated lists
collected from previous data breaches, reflecting the types of passwords people often
choose [62]. Because this approach focuses on commonly used passwords rather than
all possible combinations, dictionary attacks are more efficient than pure brute force
approaches [62].

Dictionary attacks use the same automated software tools as brute force attacks and also
occur online against live systems or offline against stolen password databases. Dictionary
attacks are effective because they exploit human behavior in creating passwords. Many
users often pick passwords that simple to recall, which leads to predictable patterns
[62]. Even when systems require more complex passwords, people often make simple and
predictable adjustments rather than choosing something truly random. For example, users
might replace the letter “e” with the number “3” [62]. According to research conducted
in 2023 [63], more than 4 million users chose “123456” as their password, which can
be guessed almost instantly. It also found that “123456”, “123456789”, “qwerty”, and
“password” were the four most frequently used passwords [63].

In October 2013 [64], Adobe?! experienced a critical data breach that revealed around
153 million user accounts. Security analysis [64] showed that attackers were able to access
user accounts by employing offline dictionary attack on weak and simple passwords. The
most common passwords among the exposed user accounts were “123456”, “123456789”,
and “password” [64]. This data breach leaked a large amount of sensitive user data and
harmed Adobe’s reputation, showing just how dangerous dictionary attacks can be when
users rely on weak passwords [64].

2FA prevents dictionary attacks through the same mechanism described in Chapter 3.3.1
for brute force attacks, ensuring that even if attackers successfully guess the correct
password from their dictionary lists, they still cannot authenticate without the additional
authentication factor.

3.4 Attack vectors against 2FA

In the following section, different types of attacks against 2FA systems are discussed,
including real-time phishing attacks and hardware-based attacks targeting devices such
as YubiKey.

2https://www.adobe.com/
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3.4.1 Real-time phishing attacks (man-in-the-middle)

Real-time phishing attacks represent an advanced threat that can bypass 2FA deployments
that rely on SMS codes or TOTP as the second factor. These attacks use a man-in-the-
middle technique to intercept the victim’s authentication credentials and relay them in
real time to the legitimate service.

How real-time phishing attacks work The attack mechanism uses a reverse proxy
server positioned between the victim and the legitimate server. When the victim tries
to access what looks like a legitimate login page, they are actually connecting to an
attacker-controlled server that relays all communication and data to the legitimate server,
and the responses from the legitimate server are likewise intercepted and sent back to
the victim [65, 66, 67]. The attack sequence proceeds through several steps [67] as shown
in Fig. 4.

Victim Attacker (MitM) Legitimate Server

1. sends fake message or email

2. clicks malicious link

3. displays fake login page

4. enters username and password

5. forwards credentials immediately

>

6. responds with 2FA challenge

7. displays 2FA challenge to victim

8. enters 2FA credentials
(e.g. TOTP/SMS one-time code

+ password
P ) 9. relays 2FA credentials

Figure 4: Phishing attack sequence protocol

The Tycoon 2FA phishing platform?? illustrates how large-scale real-time phishing attacks
are carried out in practice. This phishing platform aimed primarily at compromising
Microsoft 365 and Gmail accounts [66]. Access to its platform was sold through private

22nttps://www.proofpoint.com/us/blog/email-and-cloud-threats/
tycoon-2fa-phishing-kit-mfa-bypass
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Telegram channels, with prices beginning at about $120 for a ten-day subscription, which
made it affordable and usable even for attackers with limited technical experience [66].
The technical design of the platform goes far beyond simple credential theft, as it included
several anti-detection features that helped in avoiding security monitoring. These features
included bot filtering through security challenges and traffic filtering to block automated
scanning tools [66].

Vulnerability of SMS and TOTP to real-time phishing attacks SMS-based and
TOTP-based 2FA deployments are weak against real-time phishing attacks because they
cannot distinguish whether a login request comes from the real website or a phishing one.
When a user enters an SMS code or TOTP code in combination with a password, the
authentication service cannot verify if this authentication request is legitimate or being
forwarded by an attacker, and because these codes are time-based and expire quickly,
they provide limited protection if forwarded immediately to the legitimate service. In
the case of TOTP-based 2FA systems, as mentioned in Chapter 3.2.1 on page 17, the
codes that TOTP generates, based on a shared secret key and the current Unix time,
remain valid regardless of which website or service is requesting them. In the case of
SMS, the one-time code which is sent to the user’s mobile phone can also be immediately
forwarded to any site, including phishing sites. As a result, both TOTP and SMS codes
offer only limited protection against real-time phishing attacks.

FIDO2 resistance to real-time phishing attacks FIDO2-based passkeys provide strong
protection against phishing attacks through origin binding. When a user attempts to
access their online account on a website, the authenticator verifies the website’s domain
and will only complete authentication if it matches the domain of the website where
the device was originally registered. In this context, credentials refer to the asymmetric
cryptographic keys generated by the authenticator for that specific website. During
authentication, the server generates a challenge which is forwarded by the client to the
authenticator together with the origin and the relying party identifier derived from the
requesting website. The authenticator verifies that the relying party identifier matches
the domain associated with the stored credential. If the domains match, the authenticator
signs the challenge using its private key and returns the signed response to the client.
The client forwards this signed assertion to the server, which verifies the signature using
the stored public key. If a user is tricked into visiting a phishing website with a different
domain, such as example.com instead of example.com, the origin and the relying party
identifier will not match the domain associated with the registered credential. In this case,
the authenticator refuses to generate a valid signature, preventing the authentication
process from completing [68]. This mechanism ensures FIDO2-based passkeys highly
effective at preventing phishing attacks, providing a level of protection that traditional
time-based codes cannot achieve [68]. Fig. 5 on the following page illustrates the origin
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and relying party identifier verification process used in passkey authentication to prevent

phishing attacks.

User ] Authenticator

open https:/fexampie.com (fake domain)

Client/Browser Phishing Server

origin examp1e.com + challenge

v

verify TLS certificate for examp1e.com

request authentication

send challenge

credential bound to example.com

compare origin with relying party identifier

refuse signature (domain mismatch)

authentication fails

Figure 5: Domain mismatch detection in passkey authentication
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3.4.2 Hardware token attacks (YubiKey)

Hardware security tokens such as YubiKey and Nitrokey?® are widely regarded as highly
secure authentication devices because they are tamper-resistant and support the modern
FIDO2 security standard, which provides strong cryptographic protection. However,
even these devices can be vulnerable to attacks. This section discusses a notable security
weakness found in YubiKey devices and explains why Nitrokey devices are not affected
by this vulnerability.

The EUCLEAK side-channel attack In September 2024, security researchers [69, 70]
disclosed a critical security vulnerability known as EUCLEAK that affects YubiKey 5
series devices. EUCLEAK is a side-channel® attack that exploits a vulnerability in the
Infineon cryptographic library used by these devices [70, 69]. The EUCLEAK vulnerability
exploits timing variations in the modular inversion operation within Infineon’s ECDSA
implementation. Through electromagnetic emissions analysis, attackers can extract
sensitive data during cryptographic computation [70]. Successful exploitation of the
EUCLEAK vulnerability requires certain conditions and capabilities to be met [70]:

1. Physical access: Attacker must obtain physical access of the target authentication
device to position electromagnetic probes near to the Infineon security microcontroller.

2. Specialized equipment: The attack requires electromagnetic probes (such as Langer
ICR HH 500-6%°) and oscilloscopes with sufficient sampling rates (5-10 GSa/s).

3. Technical proficiency: Successful exploitation demands expertise in cryptographic
implementation analysis, side-channel attack methodology, and signal processing
techniques.

4. Temporal requirements: The attack includes two phases:

o Online phase: Approximately 5-10 minutes for electromagnetic signal capture
during 40-200 authentication operations.

o Offline phase: Between 1-24 hours for signal analysis and cryptographic key
reconstruction.

2https://www.nitrokey.com/

24nttps://www.bsi.bund.de/EN/Themen/Unternehmen-und-Organisationen/
Informationen-und-Empfehlungen/Kryptografie/Seitenkanalresistenz/
seitenkanalresistenz_node.html

2https://www.langer-emv.de/en/product/near-field-microprobes-icr-hh-h-field/26/
icr-hh500-6-near-field-microprobe-2-mhz-to-6-ghz/108
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https://www.langer-emv.de/en/product/near-field-microprobes-icr-hh-h-field/26/icr-hh500-6-near-field-microprobe-2-mhz-to-6-ghz/108
https://www.langer-emv.de/en/product/near-field-microprobes-icr-hh-h-field/26/icr-hh500-6-near-field-microprobe-2-mhz-to-6-ghz/108

3 Theoretical foundations

The EUCLEAK vulnerability affects YubiKey 5 series devices manufactured before
firmware version 5.7 [70, 69, 71]. Yubico has acknowledged the vulnerability but noted
that firmware updates cannot be applied to existing devices due to the hardware nature
of the secure element [69, 71]. To address this issue, Yubico demonstrated responsive
security practices by transitioning to an independent cryptographic library in firmware

version 5.7, thereby eliminating dependence on the vulnerable Infineon implementation
[71].

Nitrokey devices, another hardware security token manufacturer, are not impacted by
the EUCLEAK vulnerability because they do not use Infineon security chips, which were
the source of the side-channel vulnerability [72]. Instead, Nitrokeys rely on alternative
security elements, such as those from NXP?® and their architecture emphasizes firmware-
updatable components [72]. This design allows security issues to be addressed through
software updates, unlike the affected Infineon chips, where the vulnerability could
not be patched. Additionally, Nitrokey’s open-source firmware and, where applicable,
open hardware designs enable independent review and community auditing, enhancing
transparency and reducing the risk of undiscovered vulnerabilities [72]. Together, these
factors ensure that Nitrokeys maintain a high level of security even in the presence of
hardware-specific vulnerabilities affecting other devices.

Conclusion The EUCLEAK vulnerability demonstrates that even highly secure hard-
ware tokens like YubiKey can be vulnerable to side-channel attacks. Exploiting this
vulnerability in practice, however, requires physical access, specialized equipment, and
advanced technical skills.

2https://www.nxp. com/
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4 Design and implementation

This chapter describes the design and implementation of the 2FA web-based application
integrated into CTO?". The goal of the web-based application is to educate users about
modern authentication methods, including TOTP-based 2FA and passkeys.

4.1 Requirements analysis

Before any implementation work, both functional and non-functional requirements were
gathered.

4.1.1 Functional requirements

1. TOTP generation: Users must generate a shared secret, scan it via a QR code
using their mobile device into an authenticator app, i.e., Google authenticator and
observe the real-time generation and verification of TOTP. The TOTP generation
tab must explain the cryptographic operations and highlight the truncation process.
TOTP verification should occur in the browser and display either a success or an
error message.

2. Attack simulation: The web-based application must simulate both time-drift
attacks and phishing/replay attacks, to raise awareness of TOTP’s weaknesses.
Users should be able to adjust the client’s clock and observe authentication failures
or successes, and follow a step-by-step timeline of a phishing attack.

3. Passkey registration: Users must understand and interact with the registration
process of hardware-based and software-based passkeys. The registration flow
must show the challenge generation, user verification, key-pair creation, signature
generation, and storage of the public key on the server.

4. Passkey authentication: Once the users are done with the passkey registration
process, they should be able to authenticate the registered passkey with a chosen
credential. The simulation must reflect the WebAuthn protocol.

5. Recovery planning: The web-based application must educate users about recovery
strategies and backup options for different types of 2FA, such as the loss of a phone
with a TOTP authenticator app, a hardware token, or a device with software-based
passkeys. In addition, it provides prevention tips, describes available recovery

27CrypTool-Online https://www.cryptool.org/ offers free tools for testing and learning cryptography.
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options, and includes a comparison table that summarizes the relative difficulty of
each recovery method.

6. Self-assessment and summary: A multiple-choice quiz should allow users to
test their understanding of 2FA concepts and security principles. After the quiz, a
summary table comparing TOTP, hardware passkeys, and software passkeys must
be shown. The quiz evaluation must remain local to the browser and not shared
with third parties.

4.1.2 Non-functional requirements

1. Browser compatibility: The web-based application must run on all modern
browsers on desktop and mobile platforms.

2. Security and privacy: All cryptographic operations, including hashing and
random number generation, occur locally in the browser. The quiz evaluation is
also performed locally to avoid storing user responses on the server.

3. Integration with CTO: The design of the application should follow CTO’s design
guidelines and integrate into it’s web portal. The content should be available in
English and German languages.

4.2 Technical architecture

The web-based application is built as a modular React® application and divided into

six tabs as shown in Fig. 7 on page 39. Each tab corresponds to a dedicated React
component. Upon visiting the start page, the application looks like Fig. 6 on page 39.
Users are provided with a brief introduction about the transition from password-only
authentication to 2FA methods. Cryptographic operations such as Base32 encoding,
HMAC-SHA1 computation, and random number generation are implemented in JS. All
user interface elements are rendered using Chakra-UI.?”

28nttps://react.dev/
29nttps://chakra-ui.com/
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Introduction

Traditional authentication relies on username and password combinations, but modern security demands stronger protection.
Today's authentication methods use two fundamentally different cryptographic approaches.

Traditional TOTP

Shared-secret cryptography

Passkeys
Username + password

Public-key cryptography
Single-factor authentication Client and server share the same

Client keeps private key, server gets
Vulnerable to theft and reuse SECte

public key

Can be hardware or software-based Available as hardware-based

(YubiKey) or software-based
(platform-integrated)

Key distinction: Both TOTP and passkeys provide multi-factor authentication, but passkeys offer better security through

asymmetric cryptography and origin binding, making them resistant to phishing attacks.

Figure 6: The landing page of the application

&CrypTooI-Online

Cryptography for everybody

@ Two-Factor Authentication

Interactive web-based demonstrator for user awareness

TOTP generation Attack simulation Passkey registration Passkey authentication Recovery planning Self-assessment and summary

Figure 7: Overview of the tab structure in the 2FA web-based demonstrator
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4.3 Core implementations

In the following section, each tab of the application is described. Code excerpts are shown
in listings and the corresponding user interfaces are displayed in figures. Section 4.3.1
first outlines the helper functions and internal logic that support the implementation of
all tabs.

4.3.1 Implementation details and helper functions

In the current implementation, the web-based demonstrator provides three different
cryptographic workflows: TOTP generation, passkey registration, and passkey authenti-
cation. The TOTP generation tab uses real cryptographic functions to create and verify
the TOTP codes. In contrast, the passkey registration and authentication tabs do not
perform real asymmetric cryptographic operations. Instead, they follow the steps of
the WebAuthn process but rely on helper functions that create example values for the
challenge, the public key, the private key, and the signature. This approach allows the
web-based demonstrator to show the overall procedure without exposing or handling
actual private keys.

Passkey registration flow The registration sequence is handled by several support-
ing functions. The utility function generateRandomString(length) creates random
alphanumeric strings and is used for all placeholder values in the simulation. The function
generateMockData () uses this helper to create a 32-character challenge and a sample
public key by combining a fixed ECDSA header (“MFkwEwYHKo0ZIzj0C...”) with
a 40-character random string. It also produces a sample signature by attaching the
fixed prefix “MEUCIQDxHHDx4Kul...” to another 60 random characters. Together
with a credential identifier and timestamp, these values simulate what a real WebAuthn
authenticator would return after creating a key pair and signing the server challenge
with the private key.

User interaction is managed through handleMethodSelection(), which stores the cho-
sen authentication method and resets earlier results. The function getFlowSteps()
prepares the list of registration steps shown in the interface. The central
function handleStartRegistration() begins the simulated registration by calling
generateMockData(), storing the created values, and forwarding the new credential
to the parent component through onRegisterCredential() after a short delay. The
helper getRegistrationResultText () selects the success message that matches the
chosen authentication method. Together, these functions form the implementation of the
simulated passkey registration flow, as shown in Listing 1 on page 42.

40



4 Design and implementation

Passkey authentication flow The authentication sequence is handled by several support-
ing functions. The function generateMockAuthData() creates a new 32-character chal-
lenge and a sample signature by combining the fixed prefix “MEUCIQDyHHEx5Lu2. ..”
with 60 random characters, and it also records a timestamp. When the user chooses a
credential, getSelectedCredential () retrieves it from the stored list. The description
of the user action, such as touching a hardware key or using a biometric method, is
provided by getUserActionText (), while getSuccessMessage () prepares the message
shown when the simulation finishes.

The main workflow is controlled by handleStartAuthentication(), which checks
whether a method and a credential were selected, stores the generated challenge and sig-
nature, and marks the authentication as complete. The helper resetAuthentication()
clears the previous state and allows repeated demonstrations. Although the values are
placeholders, the sequence of steps reflects the structure of a real WebAuthn authenti-
cation, where the server sends a challenge, the client signs it with its private key, and
the server checks the signature with the stored public key. The implementation of the
simulated passkey authentication flow can be seen in Listing 2 on page 45.

TOTP generation and cryptographic operations The TOTP generation tab performs
real cryptographic operations. The TOTPUtils object provides base32Decode() and
base32Encode () for converting Base32 strings to and from byte arrays, shal() for
computing SHA-1 message digests, and hmacShal() for creating HMAC-SHAT1 values
using a secret key and message. The function generateTOTP(secret, timeStep) com-
bines these operations by decoding the shared secret, calculating the time-based counter,
applying HMAC-SHA1, performing the standard TOTP truncation, and producing the
final six-digit code. The function generateRandomSecret () uses the browser’s secure
random number generator to create a 20-byte secret that is then encoded in Base32.
At the interface level, handleGenerateNewSecret () creates a new Base32 secret string,
updates the shared secret in the demo, and resets the verification state. The function
handleVerifyTOTP() compares the user input to the TOTP value currently generated
by the application. These cryptographic operations are shown in Listing 3 on page 47.
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// Generate mock data
const generateMockData = () => {
const generateRandomString = (length) => {
const chars =
"ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghi jklmnopqrstuvwxyz0123456789"
let result = ""
for (let 1 = 0; i < length; i++) {
result += chars.charAt(Math.floor (Math.random() * chars.length))
}

return result

by

return {
challenge: generateRandomString(32),
publicKey:

"MFkwEwYHKoZIzjOCAQYIKoZIzjODAQcDQgAE" + generateRandomString(40),
signature: "MEUCIQDxHHDx4Kul" + generateRandomString(60),
credentialld: selectedMethod + "_" + generateRandomString(8),
timestamp: new Date().toISOString(),

}
X

// Return the step definitions based on the current method
const getFlowSteps = () => {
switch (selectedMethod) {

case "yubikey":
return [

{
title: translation.challengeGenTitle,
description: translation.challengeGenDesc,
secret: translation.challengeGenSecret,

Jre

{
title: translation.userPresenceTitle,
description: translation.userPresenceDesc,
secret: translation.userPresenceSecret,

Jrg

{
title: translation.keyPairGenTitle,
description: translation.keyPairGenDescHardware,
secret: translation.keyPairGenSecret,

Irp

{
title: translation.signatureCreationTitle,
description: translation.signatureCreationDesc,
secret: translation.signatureCreationSecret,

},

{
title: translation.keyStorageTitle,
description: translation.keyStorageDescHardware,
secret: translation.keyStorageSecret,

}
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]
default: // passkey
return [
{

title: translation.challengeGenTitle,
description: translation.challengeGenDesc,
secret: translation.challengeGenSecret,

3,

{
title: translation.userAuthTitle,
description: translation.userAuthDesc,
secret: translation.userAuthSecret,

}’

{
title: translation.keyPairGenTitle,
description: translation.keyPairGenDescSoftware,
secret: translation.keyPairGenSecret,

1,

{
title: translation.signatureCreationTitle,
description: translation.signatureCreationDesc,
secret: translation.signatureCreationSecret,

1,

{
title: translation.storageSyncTitle,
description: translation.storageSyncDesc,
secret: translation.storageSyncSecret,

+,

3
}

// Handle switching between methods -- resets stateful outputs
const handleMethodSelection = (method) => {

setSelectedMethod (method)

setRegistrationComplete(false)

setRegistrationData({})
3

// Begin the mock "registration" flow
const handleStartRegistration = () => {
setIsRegistering(true)
const mockData = generateMockData()
setRegistrationData(mockData)

// Simulate async work

setTimeout (() => {
setIsRegistering(false)
setRegistrationComplete (true)

// Prepare a consumable object for parent state (if provided)
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const newCredential = {
id: mockData.credentialld,
method: selectedMethod,
publicKey: mockData.publicKey,
label: ‘${registrationMethods[selectedMethod].title}:
${mockData.credentialld}‘,
timestamp: mockData.timestamp,
}
onRegisterCredential (newCredential)
}, 2000)
}

const getRegistrationResultText = () => {
switch (selectedMethod) {
case "yubikey":
return {
authTitle: translation.step2TouchTitle,
authDesc: translation.step2TouchDesc,
keyLocation: translation.privateKeyHardware,
successMsg: translation.registrationCompleteHardware,

b
case "passkey":

return {
authTitle: translation.step2FaceldTitle,
authDesc: translation.step2FaceldDesc,
keyLocation: translation.privateKeySoftware,
successMsg: translation.registrationCompleteSoftware,

b

3
X

Listing 1: Implementation code of the simulated passkey registration flow
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// Generates mock values for authentication
const generateMockAuthData = () => {
const generateRandomString = (length) => {
const chars =
"ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghi jklmnopqrstuvwxyz0123456789"
let result = ""
for (let i = 0; i < length; i++)
result += chars.charAt(Math.floor (Math.random() * chars.length))
return result
3
return {
challenge: generateRandomString(32),
signature: "MEUCIQDyHHEx5Lu2" + generateRandomString(60),
timestamp: new Date().toISOString(),
}
}

// Looks up the full credential object from the selected id
const getSelectedCredential = () => {
return registeredCredentials.find((cred) => cred.id === selectedCredential)

3

// Returns titles/descriptions for the user-action step based on method
const getUserActionText = () => {
switch (selectedAuthMethod) {
case "yubikey":
return {
title: translation.authStep3TouchTitle,
description: translation.authStep3TouchDesc,
b
case "passkey":
default:
return {
title: translation.authStep3BiometricTitle,
description: translation.authStep3BiometricDesc,
b
3
X

// Success message varies slightly per method
const getSuccessMessage = () => {
switch (selectedAuthMethod) {
case "yubikey":
return translation.authSuccessHardware
case "passkey":
default:
return translation.authSuccessSoftware
}
}

// Starts the simulated authentication
const handleStartAuthentication = () => {
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if (!selectedAuthMethod || !selectedCredential) {
alert ("Please select both authentication method and credential")
return

}

setIsAuthenticating(true)

const mockData = generateMockAuthData()

setAuthData(mockData)

// Simulate async server/device work to show the timeline
setTimeout (() => {

setIsAuthenticating(false)

setAuthComplete (true)
}, 3000)

// Resets the flow output when the method/credential changes
const resetAuthentication = () => {

setAuthComplete(false)
setAuthData ({})
setIsAuthenticating(false)

Listing 2: Implementation code of the simulated passkey authentication flow
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const TOTPUtils = {
// Base32 decoding: converts Base32-encoded secret to bytes
base32Decode(encoded) {

1,

const alphabet = "ABCDEFGHIJKLMNOPQRSTUVWXYZ234567";

let bits = "";
let result = [];

for (let char of encoded.replace(/=/g, "")) {

const val = alphabet.indexOf (char.toUpperCase());

bits += val.toString(2).padStart(5, "0");
}

for (let i = 0; 1 + 8 <= bits.length; i += 8) {

result.push(parselnt(bits.substring(i, i + 8), 2));

3

return new Uint8Array(result);

// Base32 encoding: converts bytes to Base32-encoded string
base32Encode(data) {

8

const alphabet = "ABCDEFGHIJKLMNOPQRSTUVWXYZ234567";

let bits = "";
let encoded = "";

for (let byte of data) {
bits += byte.toString(2).padStart(8, "0");
}

for (let i = 0; i < bits.length; i += 5) {
const chunk = bits.substring(i, i + 5);

const index = parselnt(chunk.padEnd(5, "0"), 2);

encoded += alphabet[index];

}

while (encoded.length % 8 !== 0) {
encoded += "=";

}

return encoded;

// SHA-1 implementation
shal(data) {

const msg = new Uint8Array(data);
const ml = msg.length * 8;

let withOne = new Uint8Array(msg.length + 1);
withOne.set (msg) ;
withOne [msg.length] = 0x80;

let zeroBytes =
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53 (66 - (withOne.length % 64) + 64) 7% 64;
54 let padded = new Uint8Array(withOne.length + zeroBytes + 8);
5 padded.set (withOne) ;

7 let mlBits = new Uint8Array(8);
8 for (let i =7; i >= 0; i—-) {
59 mlBits[i] = ml & Oxff;
60 ml >>>= 8;
61 }
62 padded.set(mlBits, padded.length - 8);
63
64 let hO = 0x67452301;
65 let hl = Oxefcdab89;
66 let h2 = 0x98badcfe;
67 let h3 = 0x10325476;
68 let h4d = 0xc3d2elf0;
69
70 for (let i = 0; i < padded.length; i += 64) {
71 let w = new Uint32Array(80);
72 for (let j = 0; j < 16; j++) {
73 wljl =
74 (padded[i + j * 4] << 24) |
75 (padded[i + j * 4 + 1] << 16) |
76 (padded[i + j * 4 + 2] << 8) |
77 padded[i + j * 4 + 3];
78 }
79 for (let j = 16; j < 80; j++) {
80 wljil = (wlj - 3] ~wlj -8] = wlj - 14] =~ wlj - 16]) << 1) |
81 (wlj - 31 ~wlj - 81 ~ wlj - 14] ~ wlj - 16]1) >>> 31);
82 }
83
84 let a = hO, b = hl, ¢ = h2, d = h3, e = h4;
85
86 for (let j = 0; j < 80; j++) {
87 let £, k;
88 if (j < 20) {
89 f=(Mm~&c) | (b & d); k = 0x5a827999;
90 } else if (j < 40) {
91 f=Db " c ~ d; k = 0x6ed9ebal;
92 } else if (j < 60) {
93 f=Mm&c) | (b&d | (c &d); k = 0x8f1bbcdc;
94 } else {
95 f=b " c ™ d; k = 0xcab2cl1d6;
96 T
97
98 const temp =
99 (((@a<<B) | (@a>»>>27)) +f + e+ k+ wljl) >>>0;
100 e =d >>> 0;
101 d =c >>> 0;
102 c = ((b << 30) | (b>>2)) >> 0;
103 b =a >>> 0;
104 a = temp >>> 0;
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a)
b)
c)
d)
e)

>>>
>>>
>>>
>>>
>>>

O O O O O

-e

return new Uint8Array([

}
hO = (hO +
hi = (hl +
h2 = (h2 +
h3 = (h3 +
hd = (h4d +
}
ho >>> 24,
hl >>> 24,
h2 >>> 24,
h3 >>> 24,
h4 >>> 24,
D;

I

(hO
(h1
(h2
(h3
(h4

>>>
>>>
>>>
>>>
>>>

16) & Oxff, (hO >>> 8) & Oxff, hO & Oxff,
16) & Oxff, (hl >>> 8) & Oxff, hl & Oxff,
16) & Oxff, (h2 >>> 8) & Oxff, h2 & Oxff,
16) & Oxff, (b3 >>> 8) & Oxff, h3 & Oxff,
16) & Oxff, (h4 >>> 8) & Oxff, hd & Oxff,

// HMAC-SHA1 used for TOTP generation
hmacShal (key, message) {
const blockSize

let k = key;

= 64

)

if (k.length > blockSize) {
k = this.shal(k);

}

if (k.length < blockSize) {
new Uint8Array(blockSize) ;

const tmp
tmp . set (k)
k = tmp;

X

let oKeyPad
let iKeyPad

for (let i =
oKeyPad[i]
iKeyPad[i]
}

’

new Uint8Array(blockSize);
new Uint8Array(blockSize) ;

0;

k
k

i<
(il
(il

blockSize; i++) {
~ 0xbc;
- 0x36;

const innerHash = this.shal(
new Uint8Array([...iKeyPad, ...message])

)

return this.shal(new Uint8Array([...oKeyPad, ...innerHash]));

Irs

// Main TOTP generation function

generateTOTP (secret, timeStep = null) {
const decodedSecret

timeStep 77 Math.floor(Date.now() / 30000);

const time =

const counte
for (let i =

r

= this.base32Decode(secret) ;

= new Uint8Array(8);

3

i>=

0; i—-) {
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counter[i] = time & Oxff;
time >>>= 8;

}

const hmac = this.hmacShal(decodedSecret, counter);

const offset

const binary
((hmac [offset] & 0x7f) << 24) |
(hmac [offset + 1] << 16) |
(hmac [offset + 2] << 8) |
hmac[offset + 3];

hmac [hmac.length - 1] & OxOf;

return binary % 1000000;
1,

// Generates a new random shared secret
generateRandomSecret () {
const bytes = new Uint8Array(20);
window.crypto.getRandomValues (bytes) ;
return this.base32Encode(bytes);
I
};

Listing 3: Implementation code of the TOTP cryptographic operations
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4.3.2 TOTP generation

The TOTP generation tab introduces TOTP as a method for generating OTP used as
the second factor in 2FA systems and allows users to experiment with the underlying
algorithm. Fig. 8 demonstrates the introductory layout of the TOTP generation page.
Two information cards compare the secrets stored on both the client and server. Addi-
tionally, an example view of Google authenticator app is shown, illustrating multiple
TOTP codes for various services. A formula box presents the TOTP algorithm and its
truncation process, explaining how TOTP codes are derived from the shared secret and
current time as shown in Fig. 9 on the following page.

QC rypTool-Online

Cryptography for everybody

PS Cryptographic secrets in TOTP
A TOTP is a computer algorithm that generates a one-time password (OTP) with the current time as a source of

uniqueness. TOTP is used in many two-factor authentication (2FA) systems, where the user (client) signs in to a server. = Google Authenticator
Here, the (symmetric) secrets are shared between client and server.

GitHub

148 286

Client side

Secret: client shared secret (Base32-encoded)

Instagram

Storage: authenticator app's secure storage
Usage: generate TOTP codes every 30 seconds using client private shared secret 1 32 9 O 5

Twitch

838 042
Server side Discord
Secret: server shared secret (identical to client) 460 528
Storage: database Reddit
Usage: verify received TOTP codes using server private shared secret 28 3 O 4 4

OY00" AA00

Facebook

721008

A\ security risk:
Both sides must protect the same secret. If compromised anywhere, attackers can generate valid codes using the shared secret.

Example of TOTP codes in Google app v

Figure 8: Overview of TOTP
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TOTP algorithm formula

TOTP = Truncate(HMAC-SHA1(SharedSecret, floor(CurrentTime / TimeStep)))

where
SharedSecret: secret key shared between client and server

CurrentTime: unix timestamp (seconds since Jan 1, 1970) - synchronized between client and server
TimeStep: 30 seconds (standard interval)
HMAC-SHAT: hash-based message authentication code using SHA-1

Truncate: extract a 6-digit code from the 20-byte hash

Truncation process:

The HMAC-SHAT1 function produces a 160-bit (20-byte) hash. The last 4 bits of this hash are taken as an offset value, which points to the starting position for
extracting 4 consecutive bytes. These 4 bytes are interpreted as a 32-bit integer, and the most significant bit is discarded to ensure a positive value (31 bits). Finally,
this value is reduced modulo 1,000,000 to generate a 6-digit decimal code used as one-time password.

Figure 9: TOTP algorithm formula and truncation process

The interactive part of the TOTP generation tab contains the following elements (see
Fig. 10 on the following page):

o Shared secret field: The current Base32-encoded shared secret is displayed in
a text box. Users can manually copy it to an authenticator app, i.e., Google
authenticator or generate a new secret by clicking the Generate new secret button.

e QR code: A QR code encodes the otpauth:// URI for the shared secret. Users
are instructed to scan it with Google authenticator app. The QR code relies on
the Base32 decoding.

e Live TOTP code: The demonstrator uses an interval timer that updates the
countdown every second and recomputes the TOTP code whenever a new 30-second
window begins. The code updates automatically as time advances.

o Verification field: Users can type the 6-digit TOTP code displayed in their
authenticator app. Clicking the Verify TOTP button compares the entered value
with the code computed on the server. If the values match, a green success alert
appears; otherwise, a red error alert indicates that the verification failed.

As explained earlier in Chapter 4.3.1, the core implementation of these operations is
provided in the TOTPUtils helper object, shown in Listing 3 on page 47.
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4 Design and implementation

4.3.3 Attack simulation

The attack simulation tab highlights the limitations of TOTP-based 2FA. Fig. 11 provides
an overview of the main vulnerabilities. The tab further offers two interactive attack
scenarios: time drift attack and phishing/replay attack, which illustrate the practical
implications of these vulnerabilities.

CtCrypTooI-OnIine

Cryptography for everybody

i»

E)

Vulnerabilities in TOTP process
The TOTP process has several vulnerabilities that can be exploited by attackers because:

» TOTP codes are transmitted in plaintext
= Valid codes can be intercepted and replayed
= No origin binding — codes work on any website

» Time window allows replay attacks (30-60 seconds)

' aA00

Figure 11: Vulnerabilities when TOTP is used as the second factor in 2FA

Time drift attack In this scenario, users adjust the client clock shift via a stepper
input. A positive value means the client clock is ahead of the server, a negative value
means it is behind. When the user clicks the Simulate time drift attack button, the
system computes whether the TOTP code would still be accepted. If the absolute drift
exceeds the typical tolerance of +60 seconds, the simulation shows a red error alert
explaining that the authentication failed. Otherwise, it displays a green success alert
with the drift value and a note that most servers allow a +£30-60 second window. Both
cases are illustrated in Fig. 12 and Fig. 13 on the following page.
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&CrypTooI-OnIine

Cryptography for everybody

Attack scenario 1: Time drift

When client and server clocks are not synchronized, TOTP codes may be rejected even if they're generated correctly using the same shared secret.

Client clock drift (seconds):

- 61 + ) Reset

Tip: hold the +/- buttons to adjust quickly.

Simulate time drift attack

@ Authentication failed - time drift detected:

« Client clock drift: 61 seconds

e
0]
9 Positive values mean client clock is ahead, negative means behind.
a
e
@
(8]

« Impact: server rejected TOTP code due to time window mismatch

« Solution: synchronize clocks or implement time tolerance window .
v

Figure 12: Time drift attack simulation 1

&CrypTooI-OnIine

Cryptography for everybody

Attack scenario 1: Time drift
When client and server clocks are not synchronized, TOTP codes may be rejected even if they're generated correctly using the same shared secret.

Client clock drift (seconds):

— 60 + 'DReset

R800 ©

Positive values mean client clock is ahead, negative means behind.

Tip: hold the +/- buttons to adjust quickly.

ulate time drift attack

© Authentication successful:

« Client clock drift: 60 seconds (within tolerance)

(m BN - - R

+ Note: most servers allow 30-60 second tolerance for time drift

v

Figure 13: Time drift attack simulation 2
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4 Design and implementation

Phishing and replay attack This scenario illustrates how phishing attacks can manipu-
late TOTP codes. A timeline describes how an attacker gains access to valid TOTP codes
and replays them to the legitimate server. Simulate phishing attack button produces an
error alert summarizing that the attacker successfully replayed the stolen code and that
TOTP provide no origin binding. Fig. 14 illustrates the interface.

000y AA00 €

Qi CrypTool-Online

Cryptograp!

Attack scenario 2: Phishing/replay

An attacker creates a fake website to steal TOTP codes and replay them to the real server.

@ Step 1: user visits fake website

Attacker creates convincing replica of login page

. Step 2: user enters TOTP code

User unknowingly gives TOTP code (generated with client shared secret) to attacker

@  Step 3: attacker replays code

Attacker quickly submits stolen TOTP to real server

@ Step 4: attack succeeds

Server accepts the valid stolen TOTP code

Simulate phishing attack

(@ Phishing attack successful with TOTP:

+ Attack vector: user entered TOTP code {generated with client shared secret) on fake website
+ Result: attacker successfully replayed code to real server

«+ Time window: attack succeeded within 30-second validity window

/A Why passkey (hardware-based) tokens resist phishing:
Passkey (hardware-based/Yubikey) devices use origin binding -~ they verify the website's domain before responding. A fake website cannot trick a hardware token into providing authentication data for [HPZAN
the real website because the client private key is cryptographically bound to the legitimate domain.

v

Figure 14: Phishing attack simulation
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4 Design and implementation

4.3.4 Passkey registration

The passkey registration tab is designed to familiarize users with the cryptographic foun-
dations and practical workflow of registering a passkey. The tab contrasts hardware-based
(YubiKey) and software-based (platform-integrated) authentication methods, explains
how asymmetric key pairs are created and stored, and provides an interactive simulation
of each stage during the passkey registration process.

Cryptographic secrets in passkeys In contrast to TOTP, passkeys rely on asymmetric
cryptography rather than a shared secret. The upper section of the passkey registration
tab first introduces this concept in a descriptive paragraph. Below this explanation, two
cards labelled Client side and Server side illustrate where the private and public keys
are stored. This can be seen in Fig. 15.

QCrypTooI-Onllne
Cryptography for everybody
Passkey registration
How do passkeys get registered? Compare hardware-based (YubiKey) and software-based (platform-integrated) methods.
8 Cryptographic secrets in passkey
@ A passkey employs asymmetric cryptography to enable passwordless authentication. In asymmetric cryptography, also known as public-
p key cryptography, two related keys are generated: a private key that remains securely on the client device and a public key that is stored on
the server and linked to the user's account. Unlike TOTP (time-based one-time passwords) that depend on a shared secret between client
and server, passkeys generate this key pair during registration, ensuring that no shared secret exists and thereby reducing the risk of
a unauthorized access.
e Client side Server side
@ Secret: client private key Secret: server public key
G Storage: hardware chip (YubiKey) or secure enclave (passkey software- Storage: database linked to user account
based
esed) Protection: server public key is safe to store, and can't be used to
Protection: client private key is never transmitted impersonate user
< > v v

Figure 15: Cryptographic secrets in passkeys
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4 Design and implementation

Registration simulation The registration simulation guides the user through the passkey
registration process. After selecting a YubiKey (hardware-based) or a platform passkey
(software-based) via a drop-down menu, a timeline displays the following steps:

1. Challenge generation: The server generates a random challenge and sends it to
the client.

2. User verification: Depending on the registration method selected, the user is
prompted to either touch the YubiKey (physical presence), use biometric authenti-
cation (Face ID or fingerprint), or enter a PIN on a platform authenticator.

3. Key pair generation: The client device generates a new key pair. In the case
of hardware tokens, this generation occurs within a tamper-resistant secure chip,
while software passkeys use the operating system’s secure enclave.

4. Signature creation: The client private key is used to sign the challenge. The
resulting signature proves possession of the private key without exposing it.

5. Key storage: The passkey registration process is completed when the server stores
the credential ID and public key for future authentication attempts.

The user interface for the passkey registration process is shown in Fig. 16 on page 59 and
in Fig. 17 on page 60, while the corresponding core implementation, explained earlier in
Chapter 4.3.1, is provided in Listing 1 on page 42.

Registration output Once the registration process is completed, the user interface
shown in Fig. 18 on page 61 and in Fig. 19 on page 62 presents detailed information
about the generated key pair, including the credential ID and public key, which will be
used during the authentication process described on page 63.
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4.3.5 Passkey authentication

The passkey authentication tab demonstrates how the previously registered passkeys (see
page 57) are used to authenticate users via the WebAuthn protocol. The tab compares
hardware-based and software-based authentication methods across several aspects, as
shown in Fig. 20, and provides an interactive simulation of each stage of the authentication
process.

&CrypTooI-OnIine

Cryptography for everybody
Passkey authentication

How does passkey authentication work? Try it out and see the difference between hardware-based (YubiKey) and software-

] a based (platform-integrated) methods.
a Authentication comparison
w Aspect Passkey (hardware-based/YubiKey)  Passkey (software-based/platform-integrated)
= User action Insert device + touch Face ID / Touch ID / PIN
Key storage Client private key on secure chip Client private key stored in platform secure enclave
a Portability Physical device travels Passkey availability ensured via encrypted cloud backup within ecosystem
Backup/recovery  Need multiple keys Automatic with platform sync

N\
Protocol WebAuthn/FIDO2 WebAuthn/FIDO2 .

Figure 20: Comparison of hardware and software passkey authentication

~
v
<

WebAuthn authentication protocol A diagram summarizes the five stages of the
WebAuthn authentication protocol: establishing a secure TLS connection, sending the
challenge and credential IDs, verifying the user, generating the signature, and verifying
it on the server. This can be seen in more details in Fig. 21 on the following page.

63



4 Design and implementation

[090301d UINYOAN O} JO UOTJeZI[eNSIA g 9INSI]

-spaasans ubo) ‘saymew y 3 Aexy oygnd pauoes sy Buisn aumeubis ayy syasyo sees ay )

> Tu;
unsal uoneIYas § oG a

EIRp ULIESY 5

abua ey auy jo wneubig -

HIEQ SPUSS JURID BYL

01 IENUBRAID -
afusgeyD =

SSPUSS J3AJa5 By |

1T The
T [ o= )

B wy ) uBs o Am e B4 SRR 61 PRGN S IUSIS Sl IRSSEEAN I Hid % SUE0ee s Esn s siduwsd wer

UDILED|JLIBA JBEN °

we;
01 FRUERAE + abusRyD T dns v a

“MEIYNIRD [EUEIP B R0 pRyUEs 51ANIUGRL § SEAES Ayl SEYM UDNSRULas 51 AIN3ES B R0 SINGSD S0 S S PUR IS 34 USSR G URNEDIE W e

UORISULOD BINIES °

s <

|090}04d UCHESRUSYINE ULINYGIAA PoIEYS

auluQ-1001dA1DX)

O 008 "00%0

64



4 Design and implementation

Authentication simulation The interactive authentication simulator allows users to
choose an authentication method and select a registered credential, as shown in Figs. 23—
24 on page 67. Upon clicking the Start authentication button the following sequence is
displayed:

1. Login request sent: User clicks the Login with security key button.

2. Server challenge: The server generates and sends a random challenge (crypto-
graphic nonce) to prove the authentication is current and prevent replay attacks.

3. User verification: The client prompts the user to prove presence, either via
biometric authentication for software-based passkeys or by touching the device for

hardware-based passkeys.

4. Device signs challenge: The client device signs the challenge with its private
key; only the device holding the private key can generate this signature.

5. Server verifies signature: The signed challenge is returned to the server, which

verifies it using the stored public key. If the signature matches, authentication
succeeds.

The user interfaces in Fig. 25 on page 68 and Fig. 26 on page 69 show the detailed
authentication steps, while the corresponding core implementation, explained earlier in
Chapter 4.3.1, is provided in Listing 2 on page 45.

Security advantages At the bottom of the passkey authentication tab a list summarizes
why passkey authentication is more secure than traditional authentication methods. Both
hardware-based and software-based passkeys share important properties:

1. The client’s private key is never transmitted.

2. Each challenge is unique and time-bound.

3. Origin binding prevents phishing on fake sites.

4. Authentication relies on strong, proven public-key cryptography.

5. Both hardware-based and software-based passkey authentication methods follow
the WebAuthn standard.

An illustrative screenshot of these advantages is provided in Fig. 22 on the following
page.
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CtCrypTooI-OnIine

Cryptography for everybody

Portal

Shared security advantages (both methods)

» No secrets transmitted: client private key is never transmitted

- Replay resistance: each challenge is unique and time-bound

- Phishing resistance: origin binding prevents attacks on fake sites
« Strong cryptography: based on proven public key infrastructure

» WebAuthn standard: both use the same underlying protocol

2200 B

,5 Imprint | & Contact us €) GitHub

Figure 22: Shared security advantages of hardware-based and software-based passkeys
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Authentication simulation
Select authentication method:

Passkey (hardware-based/YubiKey) v

Select registered credential:

Passkey (hardware-based/YubiKey): yubikey_ftZr9Tzc v

Start authentication

Figure 23: Authentication interface for hardware-based passkeys (YubiKey): method and
credential selection

Authentication simulation
Select authentication method:

Passkey (software-based/platform-integrated) v

Select registered credential:

Passkey (software-based/platform-integrated): passkey_9mk14Whj v

Start authentication

Figure 24: Authentication interface for software-based passkeys: method and credential
selection
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4.3.6 Recovery planning

Recovery planning is crucial in 2FA | as it ensures that users can regain access if their
authentication device is lost. Without a proper recovery strategy, losing a phone or
hardware token can permanently lock users out of their accounts. 2FA methods employ
different approaches when the authentication device is lost. TOTP uses symmetric shared
secrets which cannot be recovered if lost. Hardware-based passkeys store private keys
on physical devices that are gone forever if the device is lost. Software-based passkeys
sync across devices and offer better recovery options. Understanding these differences is
essential for effective backup planning, which is why the recovery planning tab presents
three different scenarios:

1. Phone lost (TOTP app): Losing the phone results in the loss of the TOTP
client’s private shared secret, which cannot be recovered. Prevention measure
include saving backup codes offline and registering a second device with the same
secret. Recovery options are limited to using backup codes or a secondary device.

2. Hardware token lost: Losing the hardware token results in the loss of the
private key stored on that token. Prevention measures includes registering multiple
hardware tokens, storing them separately and keeping backup codes. Recovery is
possible using a secondary hardware token; the private keys on lost tokens cannot
be restored.

3. Software-based device lost: Losing a device with platform-integrated passkeys
results in the loss of the device-specific private keys and the associated biometric
unlock capability. Prevention is to register multiple devices and enable platform
sync across these devices. Recovery options include using synced passkeys on
another device or cross-device authentication.

Following the scenarios presented in Figs. 27-28 on the next page and in Fig. 29 on page 72,
a comparison table summarizes the recovery difficulty and backup options together
with the best-practice recommendations for TOTP, hardware-based and software-based
passkeys. This can be seen in Fig. 30 on page 72.
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G_CrypTooI—OnIine

Cryptography for everybody

Scenario 1: Phone lost (TOTP app) ~

Whatis lost

« TOTP client shared secret stored in authenticator app

« Access to all accounts using that TOTP client shared secret
Prevention

« Save backup codes during TOTP setup

« Use authenticator apps with cloud backup

« Register multiple devices with same client shared secret

Recovery options

@ Backup codes (if saved beforehand)

@ Secondary authenticator device with same client shared secret .
@ TOTP client shared secret is typically not recoverable because the server does not retain or retransmit the original shared secret after initialization

Figure 27: Phone lost scenario

QCrypTQ:voI-Onlin

>graphy for everybody

Scenario 2: Hardware token lost ~

Whatis lost
« Client private keys stored on the hardware device
« Physical possession factor

Prevention
- Register multiple hardware tokens

+ Keep backup codes in secure location

« Enable alternative recovery methods

Recovery options

© Secondary hardware token (if registered)

@ Alternative authentication method

@ Client private keys on lost device (not recoverable)

Figure 28: Hardware token lost scenario
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QCrypTooI-OnIine

Cryptography for everybody

Scenario 3: Software-based device lost ~

0OYee> aad0o0 O

What is lost

+ Device-specific client private keys

- Biometric authentication capability

Prevention

+ Enable passkey sync across devices
+ Register multiple devices

+ Understand platform recovery options

Recovery options
@ Cloud-synced passkeys (if enabled)
@ Cross-device authentication

o Platform recovery mechanisms

Figure 29: Software-based device lost scenario

G_CrypTooI-OnIine

Cryptography for everybody

- Recovery method comparison A~
a Method Recovery difficulty Backup options Best practice
ﬂ TOTP High (client shared secret not recoverable) Backup codes, multiple apps Save backup codes immediately
—_— Passkey (hardware-based) Medium (device replacement) Multiple keys Register 2+ keys per account
a
Passkey (software-based) Low (cloud sync available) Cross-device sync, multiple devices Enable platform sync features
-

Figure 30: Recovery method comparison
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4.3.7 Self-assessment and summary

The self-assessment and summary tab allows users to check their understanding of 2FA
concepts and security principles. It opens with a short privacy notice stating that “This
quiz is evaluated entirely in your browser. No answers are sent to any server—your
responses remain private”.

The knowledge assessment quiz consists of ten multiple-choice questions covering cryp-
tographic method differences. Each question has four possible answers, and the user
must select one answer per question before submitting the quiz. A progress bar indicates
how many questions have been completed. When the user clicks the Submit quiz button,
the quiz module validates that all questions have been answered and then calculates the
score. Feedback is presented through statistical elements showing the number of correct
responses, the overall percentage, and a qualitative assessment such as “Excellent”, “Good
progress”, or “Needs improvement”. Below the score, the quiz module lists the topics
that require further review based on the user’s incorrect answers. A Retake quiz button
allows users to reset all results and complete the assessment again, enabling repeated
practice of the underlying concepts. The user interface is shown in Figs. 31-32 on the
following page and in Figs. 33-34 on page 75.

Once the quiz is completed, a 2FA methods summary table compares TOTP, hardware
passkeys, and software passkeys across several aspects. Fig 35 on page 76 presents the
table. Finally, the tab concludes with a short explanation of why these authentication
methods are considered secure. This can be seen in Fig 36 on page 76.
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Q}CrypTool-Online

Knowledge assessment quiz

This quiz is evaluated entirely in your browser. No answers are sent to any server - your responses remain private.

Quiz Progress

0/10 questions answered

Question 1: what type of cryptography does TOTP use compared to passkeys?
TOTP uses asymmetric, passkeys use symmetric
| TOTP uses symmeatric, passkeys use asymmetric
Both use the same cryptography

TOTP uses hashing, passkeys use encryption

Question 2: what is the standard time step for TOTP codes?
15 seconds

30 seconds

OY00> AAO0O O

60 seconds

120 seconds

Question 3: in the TOTP algorithm, what is the role of the HMAC-SHA1 function?
To synchronize the time between the client and server
To truncate the generated code to the desired number of digits
To compute a cryptographically secure hash using the shared secret and current time

To generate the user interface for entering the cade

Figure 31: Knowledge assessment quiz interface 1

Q}CrypTool-Onlin

Question 4: how many digits does a standard TOTP code contain? (as of year 2025)
4 digits
6 digits
8 digits

10 digits

Question 5: what information does the QR code contain when setting up TOTP?
The user's password
The server's public key
The shared secret in Base32 format

A one-time code

Question 6: why are TOTP codes vulnerable to phishing attacks?

OY00> AAO0O O

) They use weak encryption
They can be intercepted and replayed
They expire too quickly

They are generated offline

Figure 32: Knowledge assessment quiz interface 2
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&CrypTooI-Onling

Cryptography for everyb

They use longer codes
They require physical touch
They verify the website’s origin

They encrypt all communications

Question 8: in the WebAuthn authentication protocol, why does the server send a unique challenge (nonce) to
the client during authentication?

To encrypt the user's password
To ensure each authentication attempt is unique and prevent replay attacks
To verify the server's identity

To generate the TOTP code

Question 9: where is the client private key stored in hardware-based passkeys (YubiKey)?

In the cloud with encryption

OYO00r BAO0B ©

On the server database

On a secure hardware element (chip) inside the device

In the browser's local storage

Figure 33: Knowledge assessment quiz interface 3

QCrypTooI-Online

Cryptography for everybody

Question 10: which 2FA method has the best recovery options?

TOTP

Passkey (hardware-based)
Passkey (software-based)

© Allmethods are equally recoverable

Retake quiz

Your Score Percentage
0

6 60%

out of 10 questions Good progress

A Good progress
Review these topics:

« Question 3: HMAC-SHAT ensures that the generated code is securely tied to both the secret key and the current time, providing cryptographic authentication
of the time-based data.

» Question 6: TOTP codes can be stolen via phishing and replayed within the time window.

= Question 7: WebAuthn includes origin binding that verifies the website domain. .
N\

+ Question 10: Passkeys offer the best recovery through platform sync features.

OO0 BAODO

Figure 34: Knowledge assessment quiz interface 4

I6)



4 Design and implementation

CtCrypTooI-OnIine

Cryptography for everybody

2FA methods summary

l a 2FA TOTP Hardware -based passkey
Setup complexity Medium (scan QR) Low (plug & register)
e Phishing resistance Vulnerable Strong
w Recovery options Limited Medium
B User experience Manual typing Physical device required
Security model Shared secret Public-key cryptography
()

Software -based passkey
Very low (built-in)

Strong

Good

Seamless integration

Public-key cryptography

Figure 35: Summary table comparing 2FA methods

QCrypTcgol-OnIine

Why are these authentication methods secure?
TOTP security model
- Strength: HMAC-SHA1 is cryptographically secure for code generation.
« Weakness: client/server shared secret can be compromised at either end.

« Vulnerability: codes can be intercepted and replayed within time windouw.

« Protection: relies on secrecy of the client/server shared secret.

WebAuthn/FIDO2 security model

« Client private key security: stays on the client device/hardware.

+ Server public key safety: server's public key can't be used to impersonate user.

- Cl each ication uses unique challenge (prevents replay).
« Origin binding: cryptographically bound to specific website domain.

+ Hardware protection: client private keys stored in tamper-resistant secure elements.

OY00" BAO0O O

Key security advantages of modern 2FA

« No shared secrets: WebAuthn eliminates the risk of shared secret compromise.
- Phishing resistance: origin binding prevents authentication on fake websites.
« Replay resistance: each challenge is unique and time-bound.

+ Hardware backing: client private keys protected by dedicated security chips.

Figure 36: Why TOTP and passkeys are secure: overview of their underlying security

models
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4.4 Integration into CrypTool-Online

The web-based application can be accessed at https://cryptool-org-gamma.vercel.
app/en/cto/2fa/ and will be integrated as a plugin into the CTO website. CTO is
built around a plugin architecture where each application resides in its own folder under
/ctoapps. The following steps were followed during the integration phase:

1. Repository fork and setup: A fork of the CTO repository was created to develop
the plugin locally. Development was carried out in Visual Studio Code®® using
Next. js, React, Webpack, Markdown-X and Chakra-UI.

2. Plugin folder and configuration: A new folder /ctoapps/2fa was created
containing all React components and readme files, see Fig. 37 on the following page.
The ctoapps. json file was updated to include the plugin’s metadata, see Fig. 38
on page 79. This file controls how the plugin appears on the CTO homepage.

3. Integration and testing: All programming was carried out using Visual Studio
Code (see Fig. 39 on page 80). The application was tested locally and submitted
to the main repository through a pull request.

30https://code.visualstudio.com/
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4 Design and implementation

v CRYPTOOL.ORG e 8 C O

v common
> functions

> hooks
» layouts
> libraries
® README.md
~ ctoapps
v 2fa
Vv intro
authentication_evolution.de.mdx M
authentication_evolution.en.mdx M
v readmes
readme.de.mdx M
readme.en.mdx

2 2faComponent.jsx M

=

& AttackSimulation jsx

% AuthEvolutionDialog.jsx

| PasskeyAuthentication.jsx

&+ PasskeyRegistration.jsx

=

& RecoveryPlanning.jsx
& SelfAssessment.jsx
& TOTPGeneration.jsx

= = = =

Figure 37: Project structure
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5 Evaluation and results

5 Evaluation and results

This chapter presents the results of the user study conducted to evaluate the usability,
clarity, and educational effectiveness of the 2FA web-based demonstrator. The evaluation
was carried out using an online questionnaire created with Google Forms. A total of 14
participants completed the survey after interacting with the demonstrator.

5.1 Methodology

Participants were asked to explore the full functionality of the demonstrator and famil-
iarize themselves with its different components before completing the survey. Afterwards,
participants completed a questionnaire that measured usability, conceptual understand-
ing, and their overall impressions. All questions were answered on a five-point Likert
scale®!, where 1 represented strong disagreement and 5 represented strong agreement.

The original Google Form used in this study was accessible at:

https://docs.google.com/forms/d/e/
1FATpQLSdFpealH9snJ930CRADgf pggdUEqQMdBIcVs66bH1zzsdX~_Ig/viewform

The form is now closed and can no longer be viewed in full. However, the complete
analytical overview, which contains all charts and response distributions generated by
Google Forms, remains publicly accessible and can be viewed at:

https://docs.google.com/forms/d/e/
1FAIpQLSdFpealH9snJ930CRADgfpggdUEqQMdBIcVs66bH1zzsdX~_Ig/viewanalytics

A summary of the most relevant results is presented in the following section, while the
charts remain available online for further examination.

5.2 Results

The participant group consisted of individuals with different levels of experience with
2FA. Some participants reported using 2FA regularly, others only occasionally and few
participants had no prior experience at all. This variation ensured that both experienced

3https://en.wikipedia.org/wiki/Likert_scale
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and inexperienced users were represented in the evaluation. The group also included
participants from technical backgrounds such as computer science and IT as well as
individuals from engineering and several non-technical fields. This diversity allowed the
demonstrator to be assessed from multiple perspectives and provided a balanced view of
its accessibility and clarity.

Across all usability-related questions, participants consistently reported positive experi-
ences. The demonstrator was described as easy to use, with 50% selecting the highest
rating and 35.7% selecting the second highest rating. Navigation between modules was
rated as intuitive by 85.7% of participants, and the design and layout were considered
clear and consistent with equally positive ratings. In addition, 78.6% participants (those
who selected ratings 4 or 5 in Table 6) stated that they would recommend the web-based
application to others who are learning about authentication.

Participants also reported clear learning gains. A majority indicated a better under-
standing of how TOTP works as a second factor in 2FA systems, increased awareness of
the impact of time drift on authentication and the ability to explain how passkeys differ
from TOTP codes. These results suggest that the visual and interactive explanations in
the demonstrator successfully clarified the underlying authentication concepts.

A summary of all Likert scale responses is provided in Table 6. The values under each
rating (from 1 to 5) add up to the total number of participants (14) for each question.
The average column shows the weighted mean response for each question. For each
rating i (from 1 to 5), let n; be the number of participants who selected that rating. The
average is then calculated as: (1 X ny +2 Xny+3 xXn3+4 xny+5xmns)/14. The
percentage column indicates the percentage of participants who selected ratings 4 or 5.

Question 1 2 3 4 5 Average Percentage
Application easy to use 0 0 2 5 7 4.36 85.7%
Navigation intuitive 0 0 2 5 7 436 85.7%
Design clear 0 0 2 5 7 4.36 85.7%
Confident using tool 0 0 3 4 7 429 78.6%
Recommend tool 0 0 3 4 7 429 78.6%
Understand TOTP 0 0 3 5 6 421 78.6%
Understand time drift 0 1 3 4 6 4.07 71.4%
Explain passkeys vs codes 0 0 3 4 7 4.29 78.6%

Table 6: Summary of Likert scale responses from the evaluation survey
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5.3 Summary of findings

The evaluation results show that the demonstrator achieved its educational objectives.
Users found the demonstrator intuitive, well structured and informative. The mixture
of technical and non-technical participants confirms that the demonstrator is accessible
to users with different backgrounds. Reported learning improvements, combined with
the consistently positive usability ratings, suggest that the interactive components such
as the TOTP visualization and the simulations of the passkey registration and authen-

tication processes effectively supported users in understanding modern authentication
mechanisms.

The availability of the complete response statistics online further strengthens the trans-

parency of the evaluation and allows readers to review the original response distributions
alongside the summarized results presented in this chapter.

83



6 Conclusion

6 Conclusion

This chapter summarizes how the objectives of this thesis were achieved and provides an
outlook on potential future enhancements to the web-based demonstrator.

6.1 Achievement of goals

The web-based demonstrator developed in this thesis successfully fulfilled the functional
and non-functional requirements described in Chapter 4.1. The necessary features
were defined, including TOTP generation and verification, passkey registration and
authentication, attack simulations, recovery planning, and self-assessment and summary.
Chapter 4.3 explained the implementation of these features, showing how the modular
design of the application supports both user interaction and cryptographic operations.

All the goals of this thesis described earlier in Chapter 1.3 were successfully met. The
web-based demonstrator presented the theoretical foundations of TOTP-based 2FA and
passkey-based authentication in a clear and comprehensible manner, linked these concepts
to practical examples, and provided users an interactive experience, helping to bridge
the gap between knowledge and behavior. Through its modular design, the application
helped users understand both the underlying cryptographic operations and their use
in real authentication processes. Regular meetings during development allowed early
feedback to improve the user interface and incorporate new ideas and suggestions into
the application.

The implementation itself proved to be stable and flexible. The modular design of the
implementation allows flexible and fast handling of all features and also allows easy
adjustments for future requirements. The browser-only execution model ensured secure
operation without external dependencies. This established a reliable basis for continued
use and development within CTO.

Additionally, the evaluation presented in Chapter 5 showed that the application effectively
supports learning about modern 2FA methods. As described in Chapter 5.2, the usability
results indicated that the chosen design was effective. Participants rated navigation,
structure, and clarity very highly, and most found the application straightforward to
use. Overall, the results showed that the demonstrator met its objectives as it provides a
solid foundation for educating users about secure 2FA methods.
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6.2 QOutlook

There are several smaller enhancements that could improve the existing functionality
of the application. These include better visualization of the cryptographic operations
and steps for TOTP and passkeys. In addition to these smaller improvements, more
advanced extensions could further increase the educational value of the application. For
example, integrating real WebAuthn signatures into the passkey modules would allow
users to interact with actual hardware tokens or platform authenticators, providing a
more realistic experience. An optional server-side component could also enhance challenge
validation while keeping the application compatible with the local-first approach.

Another potential extension is the inclusion of additional attack simulations. These could
show manipulated QR codes during TOTP setup, hardware token vulnerabilities, or
more detailed phishing scenarios. Combined with the existing interactive features, these
additions would help users understand attacks and protection mechanisms even more
effectively.

Future evaluations could rely on task-based assessments rather than solely on subjective
ratings. Asking participants to complete specific activities would allow for a more
precise measurement of learning outcomes. Broader studies with larger and more diverse
participant groups would strengthen the evidence for the demonstrator’s effectiveness.

In summary, the application offers a strong basis for explaining modern 2FA methods in

a simple and understandable way. With further technical and educational improvements,
it can continue to help many users understand and use secure authentication methods.
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